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FOREWORD 

 

A forum Safety for the Future arose out from the idea and the need to see security problems 

as a whole, and yet separately, through a prism of scientists and experts in order to bring 

science, company practice and economy together. The forum contains several important 

events: the International Scientific Conference "Security and Crisis Management-Theory and 

Practice", an exhibition of tools and equipment, demonstration exercises and a round table 

with various topics. 

This year, for the sixth time, we are realizing a conference, with new elements of researching 

security phenomena in the field of crisis management, but also in all related areas. The fact 

is that the environment in which individuals and legal entities exist is increasingly complex, 

and the range of phenomena that affect the security of an entity is becoming wider. It is 

consist of familiar and unfamiliar circumstances. Managing those circumstances is possible 

to a certain extent, if there is an optimal and necessary quantum of knowledge. Hence, the 

knowledge is foundation on which is necessary to build capabilities of individuals and legal 

entities in order to be able to recognize, prevent and react on threats.  

Crisis management has become everyday need, essential for survival of an individual, 

companies or society as a whole. It is more and more difficult to assess the risk of events 

with negative effects at the very beginning of their occurrence, and coping with negative 

consequences leaves harder effects on society. Scientific research of security phenomena has 

become priority of society sustainable development. Scientific knowledge is necessary for 

systematic knowledge of phenomena in the environment, and practice for checking their 

usability. 

Scientific findings do not always come to those who perform security tasks, such as 

individuals or legal entities. Therefore, there is a need for scientists and experts to meet and 

exchange ideas, opinions and knowledge. Materialization of knowledge is carried out daily 

in the process of modern business. Exposed to the impacts of a turbulent environment, and 

focused on sustainability, modern business requires permanent monitoring of changes and 

adaptation to these changes. 

Comprehension of the environment in which the modern society exist, is possible if there is 

the necessary knowledge of the phenomena that characterize it. That knowledge provides an 

opportunity of preventive action through an efficient risk assessment system. Only 

knowledge, formed as a symbiosis of science and profession, has quality and strength, which 

guarantees the possibility of preventive action and an optimal level of readiness to react to 

negative events. The resistance of contemporary society to negative events depends on the 

degree of knowledge development. 

This year's conference is organized in specific conditions, without physical gathering. 

Having in mind the risk of infection due to the existence of the COVID19 virus, the real 

danger of spreading the virus in the presence of a large number of people in the area, the 

organizers' assessment that the gathering is risky and in the application of all protection 

measures and the crisis team decided that the Forum is realized through the publication of a 

collection of papers and posting presentations of the author on the site www.bekmen.rs  

(presentations are posted at the request of the author). 

http://www.bekmen.rs/
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Proceedings from the 6
th

 International Conference - Security and Crisis Management - 

Theory and Practice, presents a new value in the observation of a portfolio of security 

phenomena at the strategic, company, and individual level. The papers published in the 

proceedings are new findings and views of the author. A wide range of issues, confirms the 

assumption of the necessity of such a conference. The papers presented at the last five 

conferences have unambiguously demonstrated the need for regional cooperation and the 

harmonization of joint capacities. 

The proceedings represent a review of existing knowledge, a source of new knowledge, 

assistance to researchers and practitioners in solving security problems, a support for 

those who practically deal with security and a source of initiative to improve existing 

knowledge in the field of security, management and engineering. 

We hereby invite all interested scientists and professionals to improve the quality of future 

publications with their work. 

Program Committee 
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Abstract: As a consequence of industrial development, significant quantities of 

hazardous substances are produced annually, thus creating increased risks to human 

life and health, the environment and material goods. One of the ways to reduce the 

risk is to use prescribed packaging in the transport of dangerous goods and related 

logistics activities. The area of hazardous substances is one of the most normatively 

regulated areas in the transport and logistics sector. The standards that packaging 

for dangerous substances have to meet exceed the requirements set for the transport 

of "classic" types of goods. It is necessary to meet all safety requirements defined in 

relevant legal acts. In the area of packing hazardous substances, it refers primarily to 

the use of appropriate packaging for a certain substance, conformity assessment and 

periodic inspection of packaging, and appropriate marking and labeling of 

packaging.  

Keywords: hazardous substances, packaging, conformity assessment, periodic 

inspection, marking and labeling of packaging.  

(introductory lecture of the forum - work by invitation) 

1. INTRODUCTION  

Hazardous substances are substances that during manufacturing, packing, storage, transport, 

distribution and use can endanger human life and health, pollute the environment or cause 

damage to material goods [3]. The properties of these substances are such that by their 

existence, utilization or use, they create an increased danger to the environment. The 

destructive power of particular hazardous substances is such that it can cause catastrophic 

consequences. 

By packaging, we mean the materials for packing, and by packing, the entire technological 

process of preparing, placing and closing the substance in the packaging [4]. Packaging for 

hazardous substances has to be strong enough to withstand strikes and stresses, which can 

occur under normal conditions of transport and storage, including transshipment between 

transport units and handling of pallets and packaging units. In addition, the type of material 

of which the packaging is made has to be taken into account in order to avoid chemical 

reactions and damage, and thus leakage or spillage of hazardous substances. 

Regardless of the dangers they cause, hazardous substances are increasingly used both in the 

economy and in everyday life. In the structure of the total transport of goods, the transport of 
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dangerous goods has a significant place. The transport of dangerous goods and related 

logistics activities (storage, transshipment, handling, etc.) are associated with high risks and 

potential damage to the population and the environment. One of the ways to reduce potential 

risks is the application of applicable regulations and the use of prescribed packaging in the 

transport of dangerous goods. This is a technologically demanding task since the standards 

and requirements that have to be met for the packaging exceed the standards and 

requirements that are set before the transport of other types of goods [4]. That is why 

generations of experts from various branches, primarily chemists and engineers of all 

necessary profiles, have been constantly developing technical and technological systems for 

the safe transport of hazardous goods, including the packing of dangerous substances. Today, 

it is one of the most normatively regulated areas at the international level [5]. 

2.  REGULATIONS FOR PACKAGING OF HAZARDOUS MATERIALS  

In order to keep the number of accidents with hazardous substances as small as possible, as 

well as their consequences, it was necessary to establish certain rules. For that purpose, in 

1954, the United Nations (UN) formed an expert team that gave recommendations for the 

creation of uniform criteria in the field of hazardous substances, which relate to marking, 

classification, vehicles, packaging and packing, permits, etc. The UN Economic Commission 

for Europe (UNECE) - The Inland Transport Committee is responsible for adopting these 

regulations, which have been accepted and ratified by interested countries since 1957. In 

addition to these agreements, the Technical Regulations set out the conditions, norms, 

standards and rules for safe international carriage of dangerous goods by road (ADR) [1] and 

rail (RID) [6], as well as inland waterways (ADN) [2]. Technical Regulations also cover 

safety requirements for packing hazardous substances in appropriate packaging (Figure 1). 

In the national regulations of the Republic of Serbia, the transport and packing of hazardous 

substances is regulated by the Law on Transport of Dangerous Goods [10] and bylaws. 

Article 4 of this Law stipulates that the transport of dangerous goods on the territory of the 

Republic of Serbia is performed in accordance with the provisions of ratified international 

agreements ADR, RID and ADN. 

The EU has adopted Directive 2008/68/EC on the inland transport of dangerous goods, with 

the annexes ADR, RID and ADN, providing a time limit in which all internal regulations of 

the Member States will be mutually harmonized. This enables uniform, safe and cheaper 

transport of dangerous goods on the territory of all EU member states. 

 
Figure 1: International regulations in the transport of dangerous goods  
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3. SAFETY REQUIREMENTS FOR THE USE OF PACKAGING  

Packaging for hazardous substances is one or more receptacles and all other constituents, 

other components or materials, which are necessary for the receptacle to fulfill its function as 

a tank and safety function for accepting and safely storing the contents [8]. 

On the territory of the Republic of Serbia, for the transport of dangerous goods, it may be 

used only the packaging [10]: 

 which is appropriate in terms of technical characteristics for a given quantity and 

given characteristics of dangerous goods that are packed/filled in packaging, i.e. 

that also meet other safety requirements in accordance with the regulations of 

ADR/RID/ADN, 

 for which conformity assessment has been carried out in accordance with the 

requirements of ADR/RID/ADN, 

 which is marked and labeled in accordance with ADR/RID/ADN and  

 for which there is a valid document on periodic inspection in accordance with ADR/ 

RID/ADN. 

3.1. Appropriate packaging for hazardous substances  

The basic instructions for the use of ADR and packing hazardous substances in packaging 

are Table A of Chapter 3.2 of ADR. The table contains a list of dangerous goods in 

numerical order by UN numbers. As a rule, each row of Table A deals with the substance 

covered by a specific UN number. By determining the UN number of the hazardous 

substance, the table provides a cross-link with specific requirements that have to be met for 

packing and transporting the given substance, as well as with the chapters or sections where 

specific requirements can be found. Table 1 provides an excerpt from Table A of Chapter 3.2 

of ADR relating to the use of appropriate packaging for hazardous substances with UN No. 

3257. An explanation of each column relating to packing hazardous substances is given 

below. 

Table 1: Excerpt from Table A of Chapter 3.2 of ADR for UN 3257 with packaging 

requirements  

Column (1) contains the UN number: 

• of the dangerous substance or article if the substance or article has been assigned its 

own specific UN number, or  

• of the generic or n.o.s. entry to which the dangerous substances or articles not 

mentioned by name shall be assigned in accordance with the criteria of Part 2 for the 

classification of dangerous substances. 

UN 
No. 

 
 

 

Name and description 
 

 
 

3.1.2 

Packing 
group 

 
 

2.1.1.3 

Labels 
 

 
 

5.2.2 

Packaging 

Packing 
instructions 

 

4.1.4 

Special 
packing 

provisions 

4.1.4 

Mixed 
packing 

provisions 

4.1.10 

(1) (2) (4) (5) (8) (9a) (9b) 

3257 

ELEVATED TEMPERATURE LIQUID, 

N.O.S., at or above 100 °C and below its flash-

point (including molten metals, molten salts, 
etc.), filled at a temperature higher than 190 °C 

III 9 
P099 

IBC99 
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Column (2) contains the name of the substance, written in upper case characters, if the 

substance has been assigned its own specific UN number, or of the generic or n.o.s. entry to 

which the dangerous substance or article has been assigned in accordance with the criteria of 

Part 2. This name shall be used as the proper shipping name, or when applicable, as part of 

the proper shipping name. 

Column (4) contains the packing group number (I, II or III) assigned to the dangerous 

substance. These packing group numbers are assigned on the basis of the procedures and 

criteria of Part 2 of ADR. Certain substances are not assigned to any packing group. For the 

purpose of packing, substances are assigned to packing groups based on their degree of 

danger: 

•  I - substances with a high degree of danger, 

•  II - substances with a medium degree of danger and 

•  III - substances with a low degree of danger. 

The packing group for the dangerous substance with UN number 3257 is III, which implies 

that it is a substance with a low degree of danger. 

Column (5) contains the model number(s) of the danger labels that have to be affixed to 

packages. The danger label for the dangerous substance with UN number 3257 is number 9 

according to model. 

Column (8) contains the alphanumeric codes of the applicable packing instructions: 

•  Alphanumeric codes starting with the letter "P" refer to packing instructions for 

packaging and receptacles (except IBCs and large packaging), while alphanumeric 

codes starting with the letter "R" refer to packing instructions for thin sheet metal 

packaging. If Column (8) does not contain a code starting with the letters "P" or "R", 

the dangerous goods concerned may not be carried in packaging; 

 

•  Alphanumeric codes starting with the letters "IBC" refer to the packing instructions 

for IBCs. If Column (8) does not contain a code starting with the letters "IBC", the 

dangerous goods concerned may not be carried in IBC packaging; 

•  Alphanumeric codes starting with the letters "LP" refer to packing instructions for 

large packaging. If Column (8) does not contain a code starting with the letters "LP", 

the dangerous goods concerned cannot be carried in large packaging; 

For the dangerous substance with UN number 3257, packing instructions P099 and IBC99 

apply. The packing instruction P099 states that only packaging that is permitted by the 

competent authority for these goods may be used. Each shipment has to be accompanied by a 

copy of the approval/permit of the competent authority or the transport documentation has to 

contain that the packaging has been approved by the competent authority. The packing 

instruction IBC99 means that only IBC approved by the competent authority may be used for 

these goods, or the transport documentation has to contain the information that the packaging 

has been approved by the competent authority. 

Column (9a) contains the alphanumeric codes of the applicable special packing provisions: 

•  Alphanumeric codes starting with the letters "PP" or "RR" refer to special packing 

provisions for packaging and receptacles (except IBCs and large packaging) that have 

additionally to be met. If Column (9a) does not contain a code starting with the letters 

"PP" or "RR", none of the special packing provisions listed at the end of the relevant 

packing instruction apply; 

•  Alphanumeric codes starting with the letter "B" or the letters "BB" refer to special 

packing provisions for IBCs that have additionally to be met. If Column (9a) does not 
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contain a code starting with the letter "B", none of the special packing provisions 

listed at the end of the relevant packing instruction apply; 

•  Alphanumeric codes starting with the letter "L" or the letters "LL" refer to special 

packing provisions for large packaging that have additionally to be met. If Column 

(9a) does not contain a code starting with the letter "L" or the letters "LL", none of the 

special packing provisions listed at the end of the relevant packing instruction apply. 

There are no special packing provisions for the dangerous substance with UN number 3257. 

Column (9b) contains the alphanumeric codes starting with the letters "MP" of the applicable 

special mixed packing provisions. If this column does not contain a code starting with the 

letters "MP", only the general provisions for mixed packing apply. There are no special 

provisions for mixed packing for the dangerous substance with UN number 3257. 

3.2. Conformity assessment and periodic inspection of packaging   

Conformity assessment is a procedure for testing the conformity of packaging related to type 

approval, manufacture control and initial inspection [1]. The conformity assessment 

procedure and periodic inspections shall be performed by the competent authority, its 

authorized person or the most frequently appointed control body. The competent authority 

shall ensure supervision over the control bodies on whether they meet the requirements and 

procedures established by the regulations. 

The conformity of pressure receptacles shall be determined in accordance with the 

regulations of the competent authority at the time of manufacture. Pressure receptacles have 

to be inspected, tested and approved by the control body. The technical documentation shall 

include the complete design and manufacturing specification and the complete 

manufacturing and test documentation [9]. 

After approval by the control body, the manufacturer has to provide a statement of 

conformity to the type of construction in accordance with the certificate. Affixing 

certification marks to the pressure receptacle shall be considered as a statement that the 

pressure receptacle complies with the standards for pressure receptacles that apply, as well as 

the requirements of the conformity assessment system and ADR. Each packaging for which 

approval has been issued, the control body or the manufacturer designated by the control 

body shall affix certification marks to the packaging. 

On the territory of the Republic of Serbia, it may be used packaging that is not manufactured 

in the Republic of Serbia, and for which a decision on recognition has been obtained, i.e. a 

document issued by a conformity assessment body appointed in the Republic of Serbia. A 

foreign certificate of conformity for packaging issued by a foreign conformity assessment 

body may be recognized if the packaging has been tested and approved by foreign 

regulations with the requirements providing the same level of protection of human, 

environmental and property safety specified by ADR/RID/ADN. 

The periodic inspection and test body shall be approved by the competent authority and shall 

[1]: 

- have adequate, trained, competent and experienced staff who can satisfactorily perform 

their technical tasks, 

- have access to suitable and adequate facilities and equipment, 

- operate in an impartial manner and be free from any influence which could prevent it 

from doing so, 

- manage a documented quality assurance system, 

- ensure that the periodic inspections and tests are performed in accordance with 

regulations and 
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- maintain an effective and appropriate report and record system. 

The type of packaging categorizes the packaging for testing purposes according to the type 

of packaging and the properties of its material (Table 2). The tests are performed on the 

packaging ready for shipment, and in the case of combined packaging, on the used inner 

packaging too. There are several types of tests: drop test, tightness test, internal pressure test, 

stacking pressure test and the like. When testing cardboard packaging, it has to be kept for at 

least 24 hours in conditions of regulated temperature and relative humidity.  

Table 2: Tests required for packaging types [1] 

Type of packaging a Tests required 

Rigid outer 
packaging 

Primary 
receptacle 

Water 
spray 

Cold 
conditioning 

Drop 
Additional 

drop 
Puncture Stack 

Plastics Other 
No. of 

samples 

No. of 

samples 

No. of 

samples 

No. of 

samples 

No. of 

samples 
No. of samples 

Fibreboardbox 
x  5 5 10 

Required 

on one 

sample 
when the 

packaging 

is intended 
to contain 

dry ice. 

2 

Required on 

three samples 
when testing a 

“U”-marked 

packaging as 
defined in 

6.3.5.1.6 for 

specific 
provisions. 

 x 5 0 5 2 

Fibreboard 

drum 

x  3 3 6 2 

 x 3 0 3 2 

Plastics  box 
x  0 5 5 2 

 x 0 5 5 2 

Plastics drum/ 
jerrican 

x  0 3 3 2 

 x 0 3 3 2 

Boxes of other 

material 

x  0 5 5 2 

 x 0 0 5 2 

Drums/ 

jerricans of 
other material 

x  0 3 3 2 

 x 0 0 3 2 
a “Type of packaging” categorizes packagings for test purposes according to the kind of packaging and its material 

characteristics. 

The marks on packaging (certification code) indicate that they correspond to the successfully 

tested packaging type approval and that the conditions specified in the type approval 

certificate are met. The mark on the packaging means that the packaging has been tested and 

that it can be used for transport purposes, i.e. that it meets all the prescribed requirements. 

The certification code on packaging certainly means the most to those who handle it. 

Information related to the certification code is important for the manufacturer, user of 

packaging and the reconditioner in order to verify that the packaging meets the prescribed 

requirements [7]. 

When making the packaging, the manufacturer is obliged to enter the certification code, with 

the data prescribed in ADR. The data is stamped or pasted on the side of the packaging. An 

example of a packaging certification code is shown in Figure 2. 

 

Figure 2: Packaging certification code  

Packaging that meets the requirements of ADR shall have a mark consisting of [4]: 

a) the symbol of the United Nations; 

b) the packaging type code (1A1); The packaging type code consists of an Arabic numeral 

indicating the kind of packaging (drum, jerrican, bag, etc.), one or more Latin letters 
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indicating the type of material of which the packaging is made (steel, wood, cardboard, 

etc.) and Arabic numerals indicating the category of packaging within the kind of 

packaging. 

c) a two-part code consisting of: (Y1.4); 

(1) letters designating the packing group for which the design type has been successfully 

tested: 

• X for packing groups I, II, III, 

• Y for packing groups II and III, 

• Z for packing group III only, 

(2) the indicated relative density rounded off to the first decimal; 

d) the letter 'S' if the packaging is used for the carriage of solids or for inner packaging or, if 

the packaging is used for liquids from the specified test pressure in kPa, rounded down to 

the next 10 kPa (150); 

e) the last two digits indicating the year of manufacture of the packaging (97); 

f) the code of the country in which the permit for mark designation (NL) was issued; 

g) the name of the manufacturer or other identification of the packaging specified by the 

competent authority (DANGER). 

3.3. Marking and labeling of packages  

In the transport of dangerous goods, packaging with hazardous substances is marked and 

labeled as an item for shipment with (Figure 3): 

 UN number, 

 danger labels and 

 certification code of packaging.  

     

Figure 3: Properly marked and labeled packaging with dangerous substances 

Each item for the shipment of packaging should be clearly and durably marked with the UN 

number corresponding to the dangerous substance contained, preceded by the letters "UN". 

The UN number and the letters "UN" shall be at least 12 mm high. The UN number is the 

identification number of the substance, so that the operators can be informed which 

dangerous substance it is. 

In accordance with a certain UN number, it is necessary to place appropriate danger labels 

prescribed in Column (5) of Table A of Chapter 3.2. This indicates a potential hazard in the 

case of improper handling or an emergency. Labels shall be configured as shown in Figure 4. 

Instead of danger labels, indelible danger labels that fully correspond to the required patterns 

may be placed. 
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* The class or for Classes 4.1, 4.2 and 4.3, the figure "4" or for Classes 6.1 and 6.2, the figure "6", shall be shown in 

the bottom corner. 

** Additional text/numbers/letters shall (if mandatory) or may (if optional) be shown in this bottom half. 
*** The class symbol or, for divisions 1.4, 1.5 and 1.6, the division number and for Model No 7E the word 

"FISSILE" shall be shown in this top half. 

Figure 4: Pattern for danger labels [1] 

Only IBC packaging with a capacity of over 450 liters and large packaging have to be 

marked on two opposite sides (Figure 5). 

 

 

Figure 5: Marking the packaging on two opposite sides  

Each danger label shall: 

 be placed on the same surface of the packaging if the dimensions of the packaging 

allow it, 

 be placed on the packaging in a way that they are not covered or hidden by a part of 

the packaging, a part placed on the packaging, another danger label or a mark and 

 be placed close to each other if more than one danger label is required. 

If the shape of the item is too irregular or if the item is too small, so that a danger label 

cannot be satisfactorily affixed to it, it may be attached to the item by twine or other suitable 

means. 

4. CONCLUSION 

In order to safely ship dangerous goods in packaging, it is necessary to comply with all 

requirements prescribed for the packaging of dangerous goods. Prescribed packaging for a 
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certain hazardous substance has to contain a certification code of packaging, which proves 

the type of packaging, country of origin and date of manufacture. The danger that may result 

from inadequate packaging and handling of dangerous goods is closely related to the type 

and quality of packaging, the method of packing and labeling the packaging. 

The analysis of the situation regarding the use of prescribed packaging indicates the need to 

comply with the provisions of ADR and the Law on Transport of Dangerous Goods. In order 

for the transport of dangerous goods to fully comply with the applicable regulations, it is 

necessary to take all measures of adequate organization of transport and preventive measures 

for testing the quality of packaging by accredited laboratories. In that way, the cost of 

transport increases, but the danger to people and the environment is reduced to a minimum. 

The transport of dangerous goods in certified packaging should not be questioned just 

because of the increase in costs since if an accident occurs, the consequences are far greater 

than the "money saved". 

One of the measures for the use of appropriate and certified packaging is the control of the 

application of valid regulations and the engagement of appointed experts. An advisor for 

safety in the transport of dangerous goods is a person who, in a company, other legal entity 

or for an entrepreneur, performs tasks that ensure the application of regulations in the 

transport of dangerous goods, organizes the transport of dangerous goods and increases 

safety. 

The knowledge and training of workers who participate in the implementation of the 

transport of dangerous goods significantly contributes to raising safety to a higher level. 

When considering the damage that can be caused by hazardous substances, it is certain that 

training of employees and the use of prescribed packaging are of great importance and 

represent one of the foundations of general safety. 
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Abstract: The paper explains the contingency approach to decision-making in flood-

induced emergencies. The unclear situation, insufficient relevant information and the 

need for quick response determine such an approach to decision-making and the use 

of resources. Problems of contingency decision-making have implications for the 

efficiency and effectiveness of the execution of the set goal and psychological 

consequences for the decision-maker. A survey conducted within the project "Model 

of functioning of local self-government in emergency situations (in case of floods), 

No. 142-451-2675 / 2018-1, approved and financed by the Provincial governments in 

the territory of Autonomous Province Vojvodina, which are referential to this issue, 

indicates that there are various problems in the functioning of local self-government 

in such situations.  

Key words: emergencies, floods, decision making, contingency decision making. 

(introductory lecture of the forum - work by invitation) 

1. INTRODUCTION 

Emergencies bring with them various consequences that are manifested in material damage 

and endangerment of human lives. These consequences cannot be eliminated immediately 

and have a long-term effect. The reaction in emergency situations implies organized work of 

subjects and holders of power at all levels. A special place is occupied by the local self-

government, which is on the front line. 

The importance of preventive action is a key issue. However, in the real situation, prevention 

does not always give the results expected from the developed plans at the time of operational 

implementation. There are many influential factors that determine such a situation. In order 

to overcome that and for the system to function successfully in such a situation, it is 

necessary to make decisions that trigger action and overcoming all the problems that have 

arisen. Such decision making is known as situational or contingency. The decision on 

unforeseen situations is not unknown. It is an expression of the situation and the non-

functionality of planning, and the need to act in emergency situations is inevitable. 

Contingency decision making is not unknown. It is an expression of the situation and the 

non-functionality of planning, and the need to act in emergency situations is inevitable. 

Situational approach to decision-making requires and obtaining realistic information that 

reflects the current situation so that the decision has its efficiency and is in the function of 

solving a specific problem. 

The situational approach to decision-making requires the availability of relevant information 

that reflects the current situation so that the decision has its efficiency and is in the function 

of solving a certain problem. Organizing a system for collecting and submitting information 
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crucial for decision-making is not an easy question, but requires good organization and a 

secure communication system. 

Data filtering takes time. It is necessary to select those data that exactly reflect the situation 

on the ground and, in accordance with that, make a quality decision. This process should be 

organized at the level of the emergency headquarters and functionally deployed so that the 

decision-making process does not take long and the decision can be implemented in the 

shortest possible time. 

The contingency approach to decision-making in emergency and rescue situations at the level 

of local self-governments provides a framework for reacting in case of unplanned events and 

can lead to the prevention of more serious consequences of emergency situations. 

2. EMERGENCY SITUATIONS 

The modern age has made the causes for declaring emergencies more and more complex, the 

consequences more destructive and, thanks to information and communication technologies, 

more and more present in the public, and thus in everyday life. 0 

Frequent natural disasters in recent years, with the consequences they cause, significantly 

endanger the social community, human lives, material goods and the environment. The 

topicality of emergency situations induces the constant need of the social community to find 

an adequate response to the manifested security threats.0 Many mechanisms have been 

defined or created in scientific and professional bodies and institutions dealing with 

emergency situations, which can be used to predict, prevent, oppose and reduce the 

consequences of emergency events. 

2.1. The concept and characteristics of emergencies 

There are many different definitions of emergencies. As pointed out by the authors Bajrami 

S. Karovic S. Radic G. "the problem of clear theoretical definition and understanding of the 

term" emergency situation "today, when every country faces numerous risks and dangers, is 

another problem that hinders the successful and efficient functioning of all entities in 

protection and rescue people, material goods and the environment. "Increasingly frequent and 

devastating accidents, accidents, natural disasters and other forms of endangering the 

population and society as a whole impose the need to clearly define and clarify the legal 

instrument used by the state in situations when basic living and working conditions are 

endangered." 0 

The emergency situation is characterized by unplannedness, disruption of normal life and 

work of people, material and financial damage and engagement of capacities from the wider 

area of the state in order to repair or mitigate the damage. When it comes to the classification 

of emergencies, the criterion of the cause of the emergency has practical applicability. 0 

According to this criterion, emergencies are classified as: emergencies of technogenic 

character; emergency situations of natural character and emergency situations of 

anthropogenic character. 

Technogenic emergencies include: transport accidents (catastrophes); fires; explosions; 

accidents with ejection (danger of ejection) of strong toxic substances; accidents with the 

release (danger of release) of radioactive substances; accidents with ejection (danger of 

ejection) of biologically dangerous substances; sudden demolition of buildings; breakdowns 

on electric power systems; breakdowns on utility supply systems; accidents at treatment 

plants and hydrodynamic accidents. 0 
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2.2. Legal framework for emergencies 

Article 2, paragraph 7, of the Law on Risk and Disaster Reduction and Emergency 

Management defines the meaning of the term "emergency", which means "a situation that 

arises from the declaration by the competent authority when the risks and threats or 

consequences for the population, environment and material and cultural goods of such scope 

and intensity that their occurrence or consequences cannot be prevented or eliminated by 

regular action of competent bodies and services, which is why it is necessary to use special 

measures, forces and means for their mitigation and elimination. 0 

The essence of the legislation itself does not show the essence that refers to risks of different 

nature with possible significant consequences. This primarily refers to cumulative and right-

wing, anthropogenic, technical and natural risks, whereby the emergency situation practically 

arises in the absence of resources for protection of risk objects (people, social groups, 

material resources, technical systems and facilities, ecological systems), which makes them 

special. vulnerable.0 The emergency situation is characterized by unplannedness, disruption 

of normal life and work of people, material and financial damage and the engagement of 

capacity from the wider area of the state to repair or mitigate the damage. 0 

3. LOCAL SELF-GOVERNMENT IN EMERGENCY SITUATIONS 

Within the realized project, in order to see the state of preparedness of local self-governments 

in emergency situations caused by floods in the area of  Autonomous Province Vojvodina, it 

was necessary to construct an instrument for recording such a state. The instrument was 

constructed in the form of a "checklist" and included key issues that reflected the state of 

preparedness of local self-government in flood emergencies. The current situation is based on 

key issues that include: the vulnerability of local government to floods; legally defined 

activities related to local self-government affairs in case of floods; risk assessment; 

organizing local self-government bodies in case of floods; organizing civil protection; 

Emergency protection and rescue plan; integration of the Protection and Rescue Plan and 

analysis of the functioning of the Protection and Rescue Plan. 0 

It is characteristic that the situation in local self-governments is quite similar and that there 

are no significant differences. It can be especially noticed that the local self-governments, 

which were taken as a sample, are endangered by floods and that floods occur due to heavy 

rains and groundwater, and that groundwater causes the greatest damage. Floods occur 

cyclically at intervals of over 10 years, most often during the months of May and October, 

but that is not the rule. They can appear in other months of the year. 

It should be especially emphasized that the damages caused by floods in local self-

governments most often affect agricultural arable land, but urban areas have not been spared 

either. It should be emphasized that, when it comes to preventive measures within local self-

governments, especially in relation to flood prevention, the sewerage network has not been 

built at a sufficient level. Also, the embankments are not of sufficient length or height and are 

not always in function to prevent flooding. 0 

In this particular case, it can be stated on the basis of the established situation in the local 

self-governments in the area of Autonomous Province Vojvodina, that the local self-

governments are endangered by floods that cause heavy rains and groundwater. The built 

sewerage network is not enough to be able to receive large amounts of water at any time and 

to have the impact of irregular maintenance of the sewerage network, lack of funds and 

undeveloped sufficient level of public awareness of the need for preventive action to prevent 

floods. Such a relationship leads to the neglect of this segment, especially bearing in mind 

that floods do not occur often and that this segment is practically neglected. It should be 
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especially pointed out that in the area of watercourses that are characteristic as floods, the 

construction of buildings is being carried out, which disrupts natural flooding and causes 

damage to the ecological system. 

4. DECISION-MAKING IN EMERGENCY SITUATIONS 

Decision making is the most important task in human activity. Decision-making is related to 

defining goals, and organization to how to achieve them. Decision-making in emergencies 

and crises is a specific decision-making and situation-solving process that has the properties 

of a contingency approach in which information for the decision-maker is unverified, 

changeable and unfiltered, often unreliable, making the decision-making process complex 

and unreliable.0 The problem of decision-making is approached in different ways. But the 

basis is in the method of realization of activities that depend on specific conditions and 

restrictions. 

In essence, there are two problems aimed at improving decision-making: the application of a 

rational decision-making process and the development and use of such decision-making 

methods that will enable the selection of the most efficient solutions. 

Regardless of the way decisions are made, each decision has its general characteristics related 

to the observed decision-making problem. These are the importance of the decision, the time 

and cost, and the degree of complexity.0 Bearing in mind that not all decisions have the same 

importance, and the consequences of the decisions made in solving specific tasks in 

emergency situations, do not have the same weight. Therefore, the way decisions are made 

differs from case to case. 

4.1. Characteristics of decisions at the level of local self-government 

At the level of local self-governments, unforeseen planning or poor forecasting have a direct 

implication on the development of Protection and Rescue Plans. During the research 

conducted within the project, a special part included the planned part of the Protection and 

Rescue Plan. Based on the questions, the basic characteristics of the Plan were considered, 

and thus the manner of decision-making in emergency situations. Table 1 shows the position 

of the sample of local governments in the area of Autonomous Province Vojvodina. 

Table 1: Emergency protection and rescue plan 0 

Row. 

Number Assertion 
Condition 

YES NO 

1.  
At the local government level, there is a Protection and Rescue Plan 

for responding to emergencies 
3 5 

2.  
The plan elaborates in detail the procedures for local self-

government bodies to react in situations caused by floods 
3 5 

3.  
Within the Protection and Rescue Plan, there is a Communication 

Plan 
3 5 

4.  
The Plan envisages locations and routes for evacuation of the 

population and material resources 
3 5 

5.  
The Plan includes health centers for participation and assistance in 

situations caused by floods 
3 5 

6.  
The communication center and communication system are 

adequately equipped to meet the goal 
3 5 

7.  

In general, the Protection and Rescue Plan in emergency situations 

enables action and the work of all local self-government bodies in 

emergency situations caused by floods is fully developed. 

3 5 
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Regarding the existence of the Protection and Rescue Plan at the level of local self-

government, the situation is different. In some local governments there are plans, while in 

most others they have not been made. The reason is certain terms given by the competent 

authorities for their development, and partly the inertia of the work of local self-government. 

In particular, it can be stated that there are no professional bodies that can make such plans, 

and the responsibility of persons and those responsible for drafting plans is simply not 

defined.  

By stating and establishing the factual situation that the Plans have not been made, he 

excludes other elements of the Plan. In the local self-governments in which the Plans have 

been made, it is stated that the bodies are experts in drafting the Plans and that the 

responsibility is at a level that can successfully implement other protection and rescue 

measures in emergency situations. 

It should be especially emphasized, when it comes to decision-making at the level of local 

self-governments and conceptualization of Protection and Rescue Plans, in emergency 

situations and segments that it covers, that its development should be team, with the 

engagement of experts, so that the Plan reflects the real situation. would exist only as a 

document.0 Its real use should be checked and implemented in a realistic scenario of events 

that would cause a flood of a certain intensity, or the worst case recorded in the observed 

period. 

4.2. Contingency approach to decision making 

The meaning of the theory of the contingency approach is that there is no one theory that can 

guarantee the efficiency of the organization, but a set of approaches must be chosen that 

include the internal factors and external connections of the organization. Contingency 

planning focuses on specific events and takes care of events that are directly related to health 

and safety. Certain units may be ordered to start the evacuation process in case of fire, flood 

and similar situation. Sometimes the opinion is given in the context of risk analysis, for 

decision makers, including data collection, situation analysis, choice of course of action, etc. 

0 

It is important to point out that in an emergency situation, one of its characteristics is the 

inability to control the problems that most often manifest themselves in the loss of control, 

lack of complete control, ie. Non-control of the situation and, of course, the struggle for 

control. 

In addition to the above, in emergency situations, there are personal problems in decision-

making, primarily related to the characteristics of the situation, which manifests itself in the 

form of surprise, panic, stress, exhaustion and mental strain.  

Thus, the contingency approach to decision-making implies a situational response to 

emerging problems that need to be addressed in order not to cause the impossibility of 

managing an emergency situation. 

It can be stated that contingency decision-making in emergency situations implies the 

determination of other possible actions that need to be monitored in the event that the 

planned action plan is unexpectedly jeopardized or becomes inappropriate. More specifically, 

contingency decision-making presupposes anticipation of possible problems and events that 

will require local self-government to redirect its efforts during the planning process itself, and 

not only when these problems or events actually occur, ie when it becomes clear that plans 

need to be changed. The essence of contingency planning is to include appropriate directions 

of action for a number of possible situations. 
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4.3. Problems of contingency decision making 

If we take into account the features of contingency decision-making, we should also 

emphasize the key problems that this concept brings with it. Some are mentioned in the 

following part of the text, but the key problem is the so-called problem of events.0 It is 

manifested in the ambiguity of the threats, especially in the initial period, the goals of 

emergency management and a general torrent of events. It is not at all easy to control, so the 

decision-making process is reduced to reacting to the received information or reports and has 

the properties of a contingency approach to decision-making. 

Another problem is the lack of time. Time flows and takes its toll, and the information that 

arrives is usually unverified and unreliable. Thus, lack of information and limited response 

time can have extremely negative consequences for emergency management. [2] These are 

key problems and overcoming them is by no means easy. 

In order for the emergency management system at the level of local self-government caused 

by floods to function effectively, it is necessary to connect the Protection and Rescue Plan 

with problems that are directly related to what is happening and identify key perpetrators. 

They should be selected for the specific role of the response, to provide flexibility of use and 

to be trained for all possible situations in which they may find themselves. 

 4.4. Decision implementation 

In order for decisions and plans to be implemented and reflect the reality of the situation, 

elaborated procedures need to be alerted.0 It should be simple and clear, on one page, easy to 

read and regularly updated. In order to be implemented in the Protection and Rescue Plan and 

to ensure decision-making in the process of managing the emergency situation, it is necessary 

to implement the news according to the warning procedures. Everyone in the system should 

get to know each other and be responsible for their place and act and know how to perform 

tasks within defined roles. 

Within the realized project, a special segment refers to data collection, during the first few 

hours. In that time period, the key moment is represented by the collected relevant 

information from various sources. Time ensures the reliability of information and the ability 

to respond. 

5. CONCLUSION 

The paper emphasizes the importance of local self-government in case of emergencies caused 

by floods. It was emphasized that emergency situations are defined by the Law on Reduced 

Disaster Risk Reduction and Emergency Management, and the competencies of the holders 

of the protection and rescue system in emergency situations are precisely determined. At the 

same time, the theoretical concept of emergency situations was defined, with the emphasis on 

their classification, which is important for local self-governments. 

As part of the research, the basic problems in the development of protection and rescue plans 

at the level of local governments were highlighted. Particular emphasis is placed on the 

elements that are crucial to the Emergency Protection and Rescue Plan. Also, in the work of 

local self-government in the process of emergency management, the importance of 

contingency planning and decision-making was emphasized. This is an important feature of 

local self-governments, because a situation that is unclear in emergency situations requires it. 

Accordingly, the important problems of the contingency approach in planning and decision-

making were highlighted and the problems of events and times related to the lack of 

information were emphasized, especially in the initial period. At the same time, certain 
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solutions are offered to overcome such a situation. The key part relates to the implementation 

of emergency exercises and the clear definition of procedures for participants and function 

holders in emergency management. 
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Abstract: The development of modern information and communication technologies 

has brought not only numerous benefits, but also problems in the sphere of privacy. 

The Edward Snowden affair or IBM's latest announcement that they no longer want to 

participate in mass surveillance has shown that the line between the public and 

private spheres is slowly disappearing and that intrusion into privacy is widespread 

in the modern world. Awareness of mass surveillance of people has forced states and 

international organizations to address the issue of surveillance in two ways: either to 

justify the need for such surveillance, or to advocate for the adoption of legal acts 

that would prohibit this type of surveillance of humans. The paper analyzes what is 

the realistic balance between mass surveillance and its alleged security benefits in 

relation to the right to privacy? The research used normative methods and legal and 

logical methods of induction and deduction. 

Key words: law, privacy, security, mass surveillance 

(introductory lecture of the forum - work by invitation) 

1. INTRODUCTION 

The intensive development of information and communication technologies has brought a 

technological revolution and numerous positive effects on citizens and the economy, but it 

has enabled the introduction of a system of mass surveillance around the world. The scandal 

surrounding Evdard Snowden, numerous terrorist attacks and wars around the world 

(especially in Iraq and Syria) have increased security threats and caused great concern 

around the world. As one of the solutions, mass surveillance technologies have appeared, 

which are gaining in importance. The increasing use of cameras, as well as various advanced 

facial recognition software, is justified by the need to improve the safety of citizens, preserve 

property and combat crime.  

However, a serious problem has emerged embodied in the form of human rights guaranteed 

by constitutions and laws around the world, primarily the right to privacy. In other words, 

national security is put in the forefront, without (sufficient) care being taken to protect the 

guaranteed rights of citizens. There are also serious suspicions and accusations that the 

mentioned technologies are being abused on a large scale, that is, used for purposes for 

which they were not originally intended. Thus, surveillance technologies have been abused 

to deal with competitors in the market, various forms of blackmail, spouse tracking, control 

of political opponents, foreign officials, and even to create special databases for further 

resale on the market. 

At the same time, the bearers of these abuses are not only the state (which might be logical at 

first glance), but also powerful private companies that have enough funds to purchase the 

most modern surveillance equipment. 
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After a whole series of scandals related to the misuse of personal data, the consciousness of 

citizens around the world has changed significantly. Awareness of mass surveillance of 

people has forced states and international organizations to address the issue of surveillance in 

two ways: either to justify the need for such surveillance, or to advocate for the adoption of 

legal acts that would prohibit this type of surveillance of humans. The paper analyzes what is 

the realistic balance between mass surveillance and its alleged security benefits in relation to 

the right to privacy? The answer to this question is very important, because the relationship 

between modern technologies and legal regulations will depend on it in the future. 

2. THE CONCEPT OF PRIVACY 

With the development of communication networks, the notion of a "networked society" 

appears, a virtual world in which everyone communicates with everyone. This 

communication becomes a source of the most diverse data about people. In the virtual world, 

a person is far less careful than in the real world. Apparent invisibility and distance creates a 

feeling of anonymity and security in persons, so sometimes they gives personal data or takes 

those actions that they would certainly never do in the physical world [4]. Therefore, it 

should not be surprisingly to say that technologies for surveillance, mass surveillance and 

eavesdropping are evolving. The problem of privacy and the right to privacy has long 

preoccupied the scientific and professional public around the world. For example, in the 

realm of intimate relations, the right to privacy was first recognized in the landmark 1965 

case of Griswold v. Connecticut.In Griswold, the US Supreme Court struck down a 

Connecticut law banning the sale or use of contraceptives to, and by, married couples.The 

court identified a right to privacy grounded in the “penumbras” and “emanations” of the 

First, Third, Fourth, Fifth, and Ninth Amendments to the US Constitution and argued that the 

right to privacy in marriage was older than the Bill of Rights itself [8].  

In the German doctrine, the right to privacy was very limited until the Federal Court ruled in 

1954, which recognized the general personal right, and explicitly the right of every person to 

a secret sphere. The Swiss Civil Code contains a general clause on the protection of the 

individual which is the legal basis for the protection of the right to privacy. The already 

determined right to privacy is the absolute subjective right of a natural person to be able to 

independently decide on acquainting third parties with any manifestation of his existence. 

From this right arise especially personal rights such as: the right to privacy, the right to 

character, the right to vote, the right to personal files [10]. Kurtland defines the right to 

privacy as a set of three rights: the freedom to intrude on and observe one's private life, the 

right to maintain control over personal information, and the freedom to act without 

interference.[5]. 

According to some authors, the right to privacy does not exist, because any interest that is 

protected as a private interest can be equally well protected by some other right, first of all 

with ownership or property rights and the right to bodily integrity and security [11]. Some 

authors even claim that the right to privacy, which they want to protect, is economically 

unprofitable [7], others state that the protection of this right is not based on any known legal 

doctrine [2], and some authors point out that special emphasis on the need to protect the right 

to privacy is detrimental to women, because this right is manipulated in order to control 

women and be under the constant domination of men, under the guise of wanting to protect 

them [6].  

Recently, more and more attention is paid to the so-called "information privacy", which is a 

request of individuals, groups or institutions to independently decide when, how and what 

information about themselves to give to others. According to them, in a broader sense, the 

concept of information privacy includes information security, which means that an individual 
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in the conditions of the information society decides when, to whom, how much and how to 

communicate personal data, taking into account their rights and needs as well as the rights 

and needs of the community in which he lives. Information privacy unites the legal values of 

protection of the rights of individuals in the society of developed information technologies, 

and this concept of personal data protection, related to communication via electronic 

networks, is also called "e-privacy" [1]. Thus, the right to privacy is given great attention, 

regardless of the different theoretical approaches and coverage of this concept. 

3. SYSTEM OF MASS SURVEILLANCE ON THE EXAMPLE OF THE 

REPUBLIC OF SERBIA  

When it comes to the situation on the territory of the Republic of Serbia, the problem of mass 

surveillance is increasingly mentioned in the scientific and professional public. A key 

problem was (and still is) the introduction of a smart surveillance system, in the form of 

numerous cameras that should be installed in cities across Serbia and face recognition 

software and license plates, especially in Belgrade.  

Chronologically speaking, the process of introducing a smart surveillance system in our 

country began in 2009, when the Agreement on Economic and Technical Cooperation in the 

Field of Infrastructure was concluded between the Government of the Republic of Serbia and 

the Government of the People's Republic of China. Then, in 2011, the Ministry of the 

Interior of Serbia and the well-known Chinese company Huawei Technologies launched 

serious talks regarding the project "Safe Society", which referred to the possibilities and 

improvement of the information and telecommunication system of the Ministry of the 

Interior of Serbia, in order to find solutions to improve the safety of citizens. The mentioned 

Agreement was confirmed by the Law on Ratification of the Agreement on Economic and 

Technical Cooperation in the Field of Infrastructure between the Government of Serbia and 

the Government of the People's Republic of China, which was adopted in 2013. Then, a 

Memorandum of Understanding was signed between the Government of the Republic of 

Serbia and the Chinese company Huawei, and at the beginning of 2017 a Strategic 

Partnership Agreement for the introduction of eLTE technologies and solutions for a safe 

city was concluded, with which the Government of Serbia agreed. In the same year, 

information related to the smart surveillance system appeared in the media, with the purchase 

of appropriate equipment and software from Huawei.  This has resulted in the installation of 

new cameras throughout the capital, which is justified by the need to suppress the 

commission of crimes and improve traffic safety. When it comes to the number of cameras, 

the number of 800 was mentioned, which is a significant number for the territory of the 

capital. The application of video surveillance in our country and in the world is regulated by 

numerous laws and bylaws, especially regulations related to the protection of personal data, 

as well as regulations governing security at certain locations (sports facilities, for example). 

When it comes to the legal regulations of the Republic of Serbia regarding video 

surveillance, we can mention the Law on Records and Data Processing in Internal Affairs 

from 2018, the Law on Police (especially Articles 11, 52, as well as 245), the Law on 

personal data protection from 2018. On the other hand, regulations in Europe mostly cover 

issues related to the protection of privacy and personal data collected by video surveillance. 

Relevant regulations include the European Convention for the Protection of Human Rights 

and Fundamental Freedoms, the European Convention for the Protection of Individuals with 

regard to Automatic Processing of Personal Data, and Regulation (EU) 2016/679 of the 

European Parliament and of the Council of 27 April 2016 on the protection of natural 

persons with regard to the processing of personal data and on the free movement of such 

data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with 

EEA relevance).  



30 

 

In European practice, video surveillance is regulated in different ways. According to a 

special act of the Ministry of Internal Affairs of the Republic of Serbia, submitted to the 

Commissioner for Information of Public Importance and Personal Data Protection, entitled 

"Assessment of the impact of processing on personal data protection using video surveillance 

systems" (hereinafter: Impact Assessment), The Great Britain has, among other regulations, a 

special rulebook on the application of video surveillance issued by the Commissioner for 

Information Protection, Spain instructions on video surveillance of public security services, 

Denmark rule book which strictly prohibits the surveillance of public spaces by private 

companies and otherwise restricts the application of video surveillance. Germany, 

Luxembourg, Belgium, Finland, Greece and Italy have supplemented existing laws on the 

protection of personal data with provisions relating to video surveillance. Norway, France 

and Sweden have introduced procedures for registering video surveillance systems [8].  

The Impact Assessment clearly highlights the potential negative effects of video 

surveillance. In that sense, it starts from the position that video surveillance is a repressive, 

not a preventive tool, ie that it can have a preventive role only if the persons were aware of 

the set of video surveillance. Citing certain statistics in the Impact Assessment, the authors of 

the study express the opinion that citizens generally do not know when their behavior is 

monitored, then that the use of video surveillance leads to endangerment of privacy and 

abuse of this measure for political and commercial purposes, and that citizens recognize and 

disapprove of manipulation. their fear of crime. The position according to which the public 

agrees with the application of video surveillance in crime control is also emphasized, but 

only when it is necessary and with the definition of conditions that will protect the privacy of 

the individual, as well as for citizens to recognize and disapprove of manipulating their fear 

of crime. The position according to which the public agrees with the application of video 

surveillance in crime control is also emphasized, but only when it is necessary and with the 

definition of conditions that will protect the privacy of the individual. Finally, attention is 

drawn to the fact that video surveillance can cause geographical, tactical and methodological 

relocation of crime, reduce the level of personal caution, moral responsibility and self-

control of citizens, as well as cause a loss of trust in the police. The general position is that 

within the existing legislation and the adoption of certain bylaws, the use of modern video 

surveillance with powerful video analytics tools can significantly improve the safety of 

citizens and, on the other hand, the risks of endangering the rights and freedoms of citizens 

can be reduced to a minimum. Finally, the act of the Ministry states that it was concluded 

that the benefit achieved by using the video surveillance system is much greater than the 

possible negative consequences for the protection of citizens' rights, ie endangering personal 

data protected by law, where with the application of recommendations for improvement 

application and effectiveness of video surveillance, the measure of invasion of privacy will 

be reduced to a minimum, and thus proportionality in data processing can be achieved [8].  

However, the Commissioner for Information of Public Importance and Personal Data 

Protection (hereinafter: the Commissioner) issued an Opinion in which he expressed a 

negative view that the Impact Assessment was not made in accordance with the Law. He 

stated several important facts in support of such an attitude. First, the submitted act does not 

specify to which specific video surveillance system / systems the subject assessment of the 

impact on the protection of personal data refers. Although the act contains allegations about 

certain projects, there was no clear indication of the specific video surveillance system to 

which the personal data protection impact assessment was submitted. Certain provisions of 

special laws are listed, which regulate certain issues of personal data processing in the field 

of internal affairs, records in the field of video-acoustic recording, as well as the provisions 

of bylaws that are still in the drafting stage.  However, it is not stated what is the legal basis 
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and purpose of the processing of personal data to which the impact assessment relates, ie the 

legal basis and purpose of the processing, as well as whether this is a new processing whose 

implementation has not yet begun. At the same time, the territorial determination of data 

processing was missing. It is unclear whether the video surveillance system applies only to 

the territory of the city of Belgrade or the territory of the Republic of Serbia [3]. 

Further, the Commissioner took the position that there was no comprehensive description of 

the envisaged processing operations, in terms of the provision of Article 54 of the Law on 

Personal Data Protection. Then, a comprehensive description of the envisaged processing 

operations, among other things, implies that they be clearly, precisely and systematically 

described. Regarding the risk for the rights and freedoms of the data subjects, in the 

submitted act, the controller recognized the "human factor in the use of intelligent video 

surveillance" as the biggest, but also the only risk, since no other possible risks were listed. 

In addition to the contradictions of certain allegations regarding possible risks to the rights 

and freedoms of individuals, it is not possible to clearly determine which risks have been 

identified in a particular case. Namely, the so-called The "human factor" can only indicate 

the source of risk, while the specific risk that may occur in the case of the rights and 

freedoms of persons is not defined, as well as the probability and seriousness of their 

occurrence [3]. 

The submitted act did not identify any other risks, which the processing in question, by its 

nature, the scope of this type of processing and the fact that it is the use of new technological 

solutions, would imply (for example, risk related to the collection of personal data of third 

parties that are not related to the commission of a criminal offense, risk regarding the 

exercise of other rights and freedoms of persons, risks regarding information security, etc.). 

This is especially having in mind the fact that the controller intends to process special types 

of personal data from Article 17 of the Law on Personal Data Protection, such as biometric 

data for the purpose of unique identification of persons. Therefore, other possible important 

aspects of the processing that are expected to present certain risks, and which do not refer 

only to the so-called "Human factor", were not considered in the submitted act. More 

precisely, from the description of the measures that the operator plans to take, it is concluded 

that the so-called The "human factor" is not the only possible source of risk within the 

subject processing. Only in relation to the clear identification of all risks can their analysis 

and assessment of the impact of the subject processing on the protection of personal data be 

approached. As already pointed out, a necessary precondition for the correct identification of 

all risks is a clear definition of a specific video surveillance system and a detailed description 

of all intended actions of personal data processingAlthough most of the submitted act refers 

to measures for the protection of personal data, they are not determined in a systematic way, 

so that the technical, organizational and personnel measures that the controller intends to 

take are distinguished. At the same time, these measures can be determined only after 

fulfilling the already mentioned previous requirements of the analysis. Notwithstanding the 

above, the proposed measures must also be determined. For example, as one of the measures 

to mitigate the so-called. "Human factor" as a recognized source of risk, the operator states 

that it will be implemented, among other things, by "valid education of employees in the 

Ministry and raising awareness of the need to protect personal data." However, data on the 

specific way in which this will be implemented, with what dynamics and the like have been 

left out [3].  

Also, regarding the allegations of the controller that "in the coming period, a" data protection 

person "will be appointed in accordance with the new Law on Personal Data Protection", it is 

noted that in accordance with the provisions of Article 57, paragraph 1 of the Law on 

Personal Data Protection, the controller and the processor are obliged to include the person 
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for personal data protection in a timely and appropriate manner in all activities related to the 

protection of personal data. In view of the above, it is necessary for this person to be 

included in the subject assessment of the impact on the protection of personal data, and his 

opinion has to be taken into account when drafting the same [3].  

Finally, the Commissioner concluded that the submitted act - Assessment of the impact of 

processing on the protection of personal data using a video surveillance system - was not 

made in accordance with the Law on Personal Data Protectionbecause it does not contain the 

necessary elements from Article 54 of the Law, and from the submitted act it cannot be 

determined to which specific video surveillance system / systems it refers, its legal basis, 

planned processing operations, what are the risks for the rights and freedoms of individuals it 

is a question of personality, and consequently, it cannot be determined whether the controller 

has adequately assessed the risks to the rights and freedoms of the person and whether he has 

foreseen appropriate measures for their reduction.  

Therefore, based on the analysis of the Commissioner, one gets the impression that the 

legality of the introduction of the video surveillance system is under great question. There 

are several reasons for this. First of all, this system largely disproportionately and illegally 

restricts human rights. Secondly, it is not clear what the purpose of this system is. Although 

the Ministry of the Interior cites the safety of citizens and the fight against crime as its 

purpose, given that the use of video surveillance and face recognition software and license 

plates is not proportionate to the risks arising from the freedoms and rights of citizens, 

especially the right to privacy, such a view cannot be acceptedThis is one of the conditions 

for the legality of the processing of personal data (proportionality in relation to the purpose 

of processing). Thirdly, it is disputable that, according to the findings of the author, no law in 

the Republic of Serbia precisely defines the right of the police to set up video surveillance in 

cities. Fourth, the Commissioner did not accept the Impact Assessment prepared by the 

Ministry of Interior. Finally, there is no comprehensive analysis of possible abuses of the 

mass surveillance system, which would be useful, given the frequent examples of private 

citizens' private data being compromised and the worldwide tendency to reduce the use and 

reach of these systems.  

4. CONCLUSION 

Based on the above, it can be concluded that modern information and communication 

technologies, in addition to many good sides, also have their "dark" side. This can be seen in 

the example of mass surveillance systems and face recognition software. The case of Edward 

Snowden showed all the danger of using the technologies of mass surveillance for the 

privacy of citizens, ie their guaranteed freedoms and rights. No less dangerous is face 

recognition software, as shown by the case of IBM, which announced (honestly or not) that it 

was withdrawing from the face recognition technology market, believing that this would lead 

to racial profiling. Practice shows that citizens around the world have "awakened" and 

recognized the dangers of using the system of mass surveillance, which has led international 

organizations and states to adopt a number of legal acts that would regulate this issue. 

It turned out that, more or less, there are two approaches to this problem. The first, which 

seeks to justify the use of these technologies, is based on the view that the use of mass 

surveillance technologies (even to the detriment of citizens' rights) is justified, in order to 

fight crime and protect national security. This approach is characteristic of several countries, 

primarily in the West, especially after terrorist attacks and other acts of endangering their 

national security. It seems that this approach is the starting point in the Republic of Serbia as 

well. This was shown by the case of the smart surveillance system in Belgrade, which was 

associated with numerous dilemmas and controversies. The negative position of the 
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Commissioner for Information of Public Importance and Personal Data Protection, who did 

not accept the allegations of the Ministry of the Interior in the Study on Assessing the Impact 

of Processing on the Protection of Personal Data Using Video Surveillance Systems, also 

contributed to this, in which the introduction of this system was justified by the fact that the 

benefit achieved by using a video surveillance system is much greater than the possible 

negative consequences for the protection of citizens' rights, ie that the measure of invasion of 

privacy is reduced to a minimum. Another approach to the legal regulation of the system of 

mass surveillance involves the adoption of legal acts prohibiting the use of this form of 

citizen surveillance.  

So the key question is what is the realistic balance between mass surveillance and its alleged 

security benefits in relation to the right to privacy? The emergence of new forms of mass 

surveillance systems (such as the social credit system in China) further exacerbates the 

problem. The answer to this question is very complex and, as usual, the truth lies somewhere 

between the need to protect national security and reduce crime rates on the one hand, and the 

need to ensure respect for the right to privacy and other freedoms and rights of citizens. 

Thus, the emergence and development of a system of mass surveillance has led to a certain 

shift of focus from a state that has disciplined individuals to a society of control. This new 

society, whose supervision is based more on the use of modern information and 

communication technologies and less on the physical control of citizens' behavior, monitors 

the behavior of individuals in order to manage their behavior and direct it in the desired 

direction. Therefore, the role of the legislator (not only in the Republic of Serbia) in this 

process is immeasurable and requires a more serious approach in ensuring human rights 

standards. This implies deeper cooperation between legal experts and software experts, 

because it has been shown that technology does not always keep pace with legal norms. 

Moreover, it is sometimes far ahead, so legal experts are not able to keep up with every 

technological advance in a timely manner. Another problem is the fact that legal experts 

often do not fully understand the meaning and scope of modern technologies, which often 

leads to rigid legal solutions. However, this problem is not unsolvable, given the fact that 

there are already some attempts to use new technologies with the aim of developing a system 

of human rights protection. Such an approach, along with building strong institutions and a 

judicial system, would contribute to the emergence of a new technologically smart society 

that respects the rights of its citizens.  
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Abstract: The rapid development of weapons and military equipment at the end of XX 

and the beginning of the XXI century led to the development of drones, whose 

application began at the end of the XX century. Today, drones are used for various 

purposes, although their development was intended for the defense and security 

system. Drones have a wide range of capabilities and therefore have unlimited use for 

both commercial and country defense and security purposes. Along with the 

development of drones, anti-drone assets were also developed. 

The paper presents and describes the possibilities of deploying anti-drone assets for 

military and police purposes. Anti-drone assets represent an indispensable segment in 

arming military and police units of the world, a wide range of capabilities which their 

characteristics provide classifies them as the most significant combat assets, without 

which a modern operation is unthinkable. The paper analyzes the characteristics of 

anti-drone assets in terms of their possible use for military and police purposes, and 

concludes on their effective use in modern operations. 

Keywords:  drone, anti-drone assets, anti-drone radar, anti-drone rifle 

1. INTRODUCTION 

Expansion in the development of weapons and combat systems has led to the development of 

drones for various purposes [3], which have a wide range of capabilities and are used in 

various fields. There are several different classifications of drones in relation to their 

purpose, size, construction characteristics, flight autonomy, payload, signal range, etc. 

[2,5,7,15,18,24] 

In order to fully understand the possibilities of application of anti-drone assets, first it is 

necessary to define the terms drone and anti-drone means, then to show and describe the 

possibility of using unmanned aerial vehicles in operations and the use of anti-drone assets in 

the fight against drones. 

The term drone has a broad meaning, which means all unmanned aerial vehicles – UAV 

(Unmanned Aircraft Vehicle), and there are fewer drones that can be armed (UCAV – 

Unmanned Combat Aerial Vehicle), regardless of whether they are remotely controlled 

RPAS (Remotely Piloted Aircraft System) or are aircraft with a certain level of autonomy. 

The analysis of the content leads to the conclusion that the word drone has the same meaning 

as the abbreviation – UAV (Unmanned Aircraft Vehicle), which means the synthesis of an 

unmanned aerial vehicle and the devices necessary to control it. [19] 
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Multi-copter (DRON) is a type of unmanned aerial vehicle of very simple construction, 

which is characterized by: small dimensions and weight, small engines, control is realized 

via a remote console, flight autonomy is several hours. 

The possibility of using drones in operations is as follows: monitoring, [20] detection of 

nuclear, chemical and biological weapons; mine detection; electronic reconnaissance; anti-

electronic warfare; communication relay; hyper-spectral scanning; radar imaging; laser target 

marking; radar interference [23]; combat action from different types of weapons; protection 

of critical infrastructure facilities; etc. 

An anti-drone device is a type of device that neutralizes the action of a drone, where: the 

drone is physically neutralized and disabled it for further action, forced to land, drone 

commands have been taken over and drone is forced to return to the starting position. 

2. PROBLEM DESCRIPTION 

The paper presents several different types of anti – drone assets with a focus on the 

presentation of their characteristics in order to show their capabilities for effective opposition 

to modern drones. The development of technology has made drones available, cheap and 

easy to use, increasing their range of capabilities for both military and commercial purposes. 

The use of drones poses a major threat to security, as there is the possibility of using 

commercial drones for various illegal purposes (explosive attacks, transport of narcotics and 

other illegal materials, surveillance of restricted areas and citizens, etc.) [26], thereby 

harming the economy and citizens. [8] Due to all the above, the use of anti-drone assets in 

the protection of defense and security is of great importance. 

Drones have certain characteristics that allow them to be detected by different approaches, 

such as visual [11,25,26], sound [26], radio frequency (RF) [10,22,26], infrared signal [8,9] 

and radar. [9.22] 

Anti-drone systems are increasingly using artificial intelligence, because that technology is 

experiencing development expansion. The development of technology has led to the fact that 

today anti-drone assets are used with great efficiency in the fight against drones. [6] 

In the next part of the paper, certain options available in the fight against drones are 

presented. Certain types of anti-drone assets have been constructed based on various 

techniques, which include the detection and tracking of enemy drones. [17] The purpose of 

anti-drone assets is to detect unwanted drones at a safe distance, classify drones, monitor and 

neutralize. [16] It is necessary to show the optimal characteristics of anti-drone assets in 

order to implement it in the defense and security system of a country. 

3. LITERATURE ANALYSIS 

There are a large number of works on drones by both domestic and foreign authors. Thus 

Milic et al. [18] analyze the use of civilian drones in the offensive operation of the 

Serbian Army, Inđic et al. [12] select drones for the realization of a chemical accident. 

Radovanovic et al. [23] in their work show the possibility of using civilian drones in the 

protection of the land security zone, and Milic et. Al. [19] also describe the possibility of 

using civilian drones in urban operations, while Stevanovic et al. [27] describe the 

possibilities of using drones for military purposes. Jovic [13] defines the legal aspects of 

the combat use of drones in counter-terrorist operations in the USA. 

There are a large number of foreign sources of literature describing the use of drones. 

Thus Arjomandi et al. [3] in his work performed the classification of drones, Bataoel [4] 

in his work describes the experiences of the use of drones in military operations in Libya. 
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Luo and Fan [15] define the development and application of the Chinese military drone in 

their work, and Zhong et al. [29] define the development trend of military drones. 

There are a large number of foreign sources of literature describing the use of drones. 

Thus Arjomandi et al. [3] in his work performed the classification of drones, Bataoel [4] 

in his work describes the experiences of the use of drones in military operations in Libya. 

Luo and Fan [15] define the development and application of the Chinese military drone in 

their work, and Zhong et al. [29] define the development trend of military drones. 

So far, various foreign authors have written about anti-drone devices, such as Jeremy 

Straub [28] in Anti-drone cyber-attacks, Abunada et al. [1] in the work Design and 

Implementation of an RF Based Anti-Drone System where the project aims to provide a 

systematic design of a drone detection mechanism using the RF control signal exchanged 

between the drone and its remote controller. Mahmood [17] in his paper describes anti-

drone systems and the required optimal characteristics of anti-drone assets, and Shi et al. 

[26] in its work provides a comprehensive overview of technologies used in the fight 

against drones and the development of an anti-drone system made up of a combination of 

several different technologies. Dressel et al. [10] in their paper describe the use of one 

drone to neutralize other drones. 

4. ANTI – DRONE ASSETS 

It is possible to use different types of anti-drone assets to fight against drones, depending 

on the purpose. The paper describes certain types of anti – drone assets. It is not possible 

to completely accurately classify anti-drone assets correctly, because there are a large 

number of different assets that are classified into several different groups of anti-drone 

assets, and certain assets are used in combination with other anti-drone assets where they 

form a new group of anti-drone assets. There is a significant number of different types of 

anti-drone assets that can be used in combination with several different anti-drone 

systems, which increases the efficiency of the assets in performing anti-drone actions. In 

the fight against drones, the following anti-drone devices controlled by one operator are 

used [26]: 

 anti – drone rifles; 

 drone monitoring equipment; 

 drone jammer; 

 drone detection radar;  

 drone operator locating system; 

One of the means for performing anti-drone actions is the anti-drone rifle, the 

development of which was directly influenced by the development of drones. Ergonomics 

and mobility are important features for the fight against drones. They are mostly intended 

for one operator. Depending on the model of the anti-drone rifle, the effect on the target 

that it achieves when neutralizing drones also depends. The effective range of anti-drone 

rifles is usually up to 2 km, but there are also models of anti-drone rifles that have an 

effective range greater than 2 km. The anti-drone rifle achieves its effect on the target by 

interrupting the GPS / Beidou signal for positioning, control, and graphical display of the 

drone, on the basis of which it requires the drone to be forced to land or return to the 

starting position; acts on the drone with the kinetic energy of the projectile or 

mechanically prevents further movement of the drone. Depending on the purpose and 

model of the anti-drone rifle, the combat characteristics also depend. The most important 

characteristics of anti-drone rifles are: effective range, frequency range, reliability, 

autonomy, weight. 
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When we talk about drone monitoring systems, that system can be active (sending signals 

and analyzing feedback) and passive (watching and listening) and can implement several 

functions that include: detection; classification or identification; locating and tracking; 

and warning. There are four key types of drone monitoring equipment: Radio Frequency 

(RF) Analyzers; acoustic sensors (microphones); optical sensors (cameras); and radar.[21] 

Their main purpose is to detect drones and warn operators that there is a danger from an 

unidentified aircraft. They are most often used in combination with other anti-drone 

systems that have the ability to neutralize drones. They find their application on critical 

infrastructure facilities, protection of state borders and facilities of national importance. 

So far, they are most often used in the protection of military facilities, airports, bases, as 

well as the protection of important facilities, and the effective range of these systems is 

usually up to 10 km. Their application is also possible in the operations of the security 

forces. 

Drone jammers greatly increase the combat capabilities, safety and security of the units 

that use them. This section presents portable mobile jammers that can be operated by a 

single operator. Wireless communications, however, are vulnerable against a wide range 

of attacks. An attack that is particularly hard to detect in every wireless network is the RF 

jamming attack.[16] The RF drone signal jammer blocks the connection between the 

hostile drone’s video, telemetry, command, control and navigation systems and the 

device’s operator. By jamming the communication channels, the drone is effectively 

disabled and forced back to its home base or grounded at its current location. 

Drone detection radar is a system for early detection of drones that provides protection 

to military facilities, critical infrastructure and facilities of vital importance to the state. 

The radar system detects all drones in the vicinity of the defined no-fly zone. The 

efficiency of these systems enables installation in an urban environment without 

consequences for citizens. Lightweight, portable radar systems enable the identification of 

drones over long distances with all the necessary information about the aircraft, have the 

ability to track hundreds of targets simultaneously, including mini UAV, which is very 

important when drones fly in swarms. 

The device for locating the drone operator provides the possibility to determine the 

location of the enemy drone operator with high accuracy and precision. These devices are 

usually small in size, light weight, easy to use, suitable for quick maneuvering. The use of 

these systems allows the remote control signal to be detected quickly. The model of this 

system is directly dependent on the distance of effective action, that is the maximum 

distance at which there is a possibility of detecting an enemy operator. It has not been 

widely used, because the device cannot neutralize the drone that poses a danger, and it is 

necessary to use it in a combination of several anti-drone means. The greatest importance 

of the application of this system is in the combat operations of the security forces, when it 

is of great importance to find the location of the operator who operates the drone. 

5. CONCLUSION 

As a means of counteracting unwanted drones, anti-drone assets have been developed that 

simultaneously follow the development of drones. These devices have been developed in 

order to protect against unwanted drones that violate safety and security. The paper presents 

a theoretical overview of certain anti - drone assets, with the aim of considering the 

possibility of using anti - drone assets in the fight against drones and their implementation in 

the defense and security system of the Republic of Serbia. The application of these means is 

conditioned by the expansion in the development of different types of drones that have a 
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wide range of possibilities and applications for both military and police as well as 

commercial purposes. 

Based on the content analysis, the following conclusions are reached about the possibility of 

using anti-drone means in the fight against drones: 

 They find their application in the field of defense and security, 

 Anti-drone assets have a wide range of possibilities in protection against the effects 

of unwanted drones, 

 The use of anti-drone assets increases the efficiency of units in performing anti-

drone actions, 

 The application of different models of anti-drone systems provides the ability to 

detect, identify, locate, monitor, warn and neutralize drones at different distances, 

 The use of anti-drone assets increases the level of protection of the most important 

objects from the effects of different types of drones, 

 The use of anti-drone assets is simple, safe and secure. 

Further research should be directed towards the establishment of requirements by the 

security sector for the characteristics of anti-drone assets, analysis of combat characteristics 

of anti-drone assets practical use of these assets, comparative analysis of anti-drone assets, 

application of multi-criteria decision-making methods in choosing the most effective anti-

drone asset for the needs of the Serbian Army and the entire security sector. 
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Abstract: The main topic of this paper is civil protection in the Republic of Srpska, 

viewed in the context of modern organization that should respond to the increasing 

threats to citizens, property and other social values. In order to understand the 

functioning of such a system, it is necessary to be familiar with civil protection system 

organization in the Republic of Srpska, personal and mutual protection measures, as 

well as protection and rescue measures. In order to better understand the position of 

civil protection in the Republic of Srpska, a legal framework and competency division 

of the entities in the field of civil protection is presented. The problem of this paper is 

related to the impact of the civil protection legal framework, which determines civil 

protection organization structure, its strengths, rights and obligations of various 

bodies, as well as personal and mutual protection measures in emergency situations. 

During the drafting of this paper, literature review and analysis methods were used. 

The aim of this paper is to acquaint the scientific and professional public with the 

specific of civil protection in the Republic of Srpska entity, which is an integral part 

of Bosnia and Herzegovina.  

Key words: civil protection, rights, structure, organization, protection measures 

1. INTRODUCTION 

The modern world has undergone far-reaching and substantial changes in the last two 

decades. After the “enthusiastic” period, after the collapse of the Soviet bloc and the 

interstate relations reorganization in Europe, the 21
st
 century is largely described as a century 

of globalization in the new conditions of a multipolar world [5]. It is also undeniable that in 

the new global framework, the borders are no longer so strong. The classical nation-state can 

control, to a much lesser extent, the flow of people, goods, information, i.e. its own territory, 

to a much lesser extent, as well as increasingly diverse security risks and threats, even when 

it comes to a monopoly of force [8]. The new conceptualization of international relations, not 

only at the global, but also at the regional level, therefore put the new dilemmas on the 

agenda and pointed to new questions about what are the possible security threats.  

With the end of the Cold War, the threats it carried also disappeared – the danger of a direct 

nuclear confrontation, but the world faced new security preoccupations that also brought 

great consequences [6]. 

Within the EU, there is no definition of “civil protection” in the legal framework, but instead, 

it is defined by joint activities in the field of “joint cooperation in the field of civil protection 

with the aim to protect people, environment, property and cultural heritage in case of major 

natural or created disasters, inside or outside the EU” [1]. 
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In its simplest form, civil protection is conceived as an activity of disaster consequence 

mitigation, protection and prevention measure implementation based on the exchange and 

building of specific knowledge, capabilities and capacities among states. The European civil 

protection development has been based from the beginning on the balance of national 

responsibility and European solidarity [2]. 

European civil protection has been progressively formed through bilateral and multilateral 

cooperation between states and their national organizations, as well as with EU institutions. 

It was formally established as an institution of international cooperation in 1985 within the 

European Community, as an instrument of member state coordination in the event of natural 

disasters [1]. 

2. LEGAL FRAMEWORK FOR DEFINING CIVIL PROTECTION IN THE 

REPUBLIC OF SRPSKA 

Civil protection in the RS is a protection and rescue actor that is relatively young, formed 

during the war in the 1990s, and as such confirmed by the Dayton Peace Agreement, which 

is in fact the Constitution of BiH.  

The basic document regulating the field of protection and rescue of the RS is the Law on 

Protection and Rescue in Emergency Situations (“The Official Gazette of the Republic of 

Srpska”, no. 121/12), which was adopted at the end of 2012, which brought the entity Law 

on Civil Protection in line with Framework Law on Protection and Rescue (“The Official 

Gazette of BiH”, no. 50/08). The RS protection and rescue system is organized on two 

levels: entity and municipality level. The umbrella body of this system is the Republic Civil 

Protection Administration, which, based on the amendments to the Law on Republic 

Administration, from January 2017, is a part of the Government of the RS as an independent 

republic administration. The administration chairman is an executive who has three assistant 

executives and who is accountable to the RS Prime Minister Laws of RS on which the RS 

civil protection is based are: Law on Amendments to the Law on Misdemeanors of the RS 

(“The Official Gazette of the RS”, no. 1/09), Law on Protection and Rescue in Emergency 

Situations (“The Official Gazette of the RS”, no. 13/02), Law on Trade in Explosive 

Substances and Flammable Liquids and Gases (“The Official Gazette of the RS”, no. 78/11), 

Law on Protection from fire (“The Official Gazette of the RS”, no. 71/12).   

1.1.  Civil protection regulations 

The basic civil protection regulations are: Activity plan for the preparation and 

implementation for earthquake protection and rescue measures in the RS for the period 2016-

2019; Rulebook on people’s training within primary and secondary education on hazards and 

protection against natural disasters and other emergencies; Rulebook on determining the 

citizens’ health ability to participate in protection and rescue in the RS; Regulation on the 

procedure for notification and the manner of exchanging data with other countries that may 

be affected by an emergency with cross-border effects; Curriculum for training and 

education 2016-2019; Rulebook on the manner of using the protection and rescue sign; 

Regulations on priority assistance for repairing damage on residential buildings; Rulebook 

on the appearance, content and use of the identification document for civil protection unit 

members and teams in the protection and rescue system; Instructions on clothing and insignia 

for civil protection unit members and teams in the protection and rescue system; Decree on 
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the content and manner of drafting the Plan for protection against natural and other disasters; 

Decree on the organization and functioning of the surveillance, information and alert system.  

CIVIL PROTECTION ORGANIZATION STRUCTURE IN THE REPUBLIC OF SRPSKA 

The organization structure of the Republic Civil Protection Administration consists of: 

Sector for Organization, Planning and Training, Sector for Demining, Sector for Financial 

Accounting and Legal Affairs and Administrative and Inspection Supervision. For the 

purposes of the paper, Sector for Organization, Planning and Training and Sector for 

Demining will be described.  

Organization structure of Sector for Organization, Planning and Training 

Sector for Organization, Planning and Training performs professional and other tasks related 

to the civil protection system development and improvement; civil protection forces 

organization, preparation and use; drafting of laws, bylaws and planning documents in the 

field of civil protection; instruction development in the field of civil protection; organization, 

planning and training implementation and civil protection structure exercises; informing the 

public about natural and other disasters.  

Sector for Planning and Civil Protection Measures: performs professional and other tasks 

related to the drafting of laws, bylaws and planning documentation within the scope of work; 

carries out tasks related to civil protection planning and measures; proposes the civil 

protection force organizational structure; coordinates the activities of consolidating planning 

documents; prepares appropriate decisions and orders for the civil protection measure 

implementation; prepares analyzes and reports on the state of civil protection; achieves 

cooperation with municipal and other important entities for protection and rescue from 

natural and other disasters.  

Sector for Training, International Cooperation and Information: performs professional and 

other tasks related to the drafting of laws, bylaws and planning documentation within the 

scope of work; conducts activities related to training, international cooperation, projects and 

information; prepares professional information; achieves cooperation with specific and other 

institutions related to organizing training for civil protection structures; proposes the 

priorities for attending state and international seminars in the field of civil protection.  

Sector for Surveillance, Information and Alert: performs professional and other tasks related 

to the drafting of laws, bylaws and planning documentation within the scope of work; 

conducts surveillance, information and alert activities; coordinates the unhindered 

information flow between the Republic Administration and entities for protection and rescue 

from natural and other disasters; proposes measures to improve work regarding the 

functionality and efficiency of surveillance, information and alert system; cooperates with 

important actors for protection and rescue from natural and other disasters.  

Regional civil protection sectors perform professional and other tasks related to the drafting 

of laws, other emergencies on the regional sector territory, monitor the civil protection 

system connections and functioning. They take measures for coordination planning and 

organization of protection and rescue measures and forces in the area covered by the regional 

sector. They coordinate and direct the work of municipal bodies and services and other 

important entities for protection and rescue in the sector area. They propose, prepare and 
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organize seminars, training and exercises for civil protection forces in the sector area. 

(http://www.ruczrs.net).  

1.2. Sector for Demining 

The main tasks of the sector are: removal of unexploded ordnance and demining: retrieving 

the injured and casualties from minefields; cleaning the terrain and housed for the return of 

refugees and displaced persons; participation in the drafting of laws, bylaws and other 

planning documents in the field of demining; instruction preparation from the Standard 

Operating Procedures for Demining; quality assurance control in demining; cooperation with 

the BiH Mine Action Center and other humanitarian and non-governmental organizations; 

performing professional and other tasks within the scope of its work, (http://www.ruczrs.net).  

2. CIVIL PROTECTION FORCES 

At the BiH level, there are no operational civil protection units, but there is a 

possibility of establishing an international assistance unit to consist of entity and Brčko 

District units. The only operational forces at the state level are the Armed Forces of BiH, In 

accordance with the entity laws and Brčko District’s legislation, which refer to the protection 

and rescue of the population and material goods, civil protection units are established, 

equipped and trained as civil protection operational forces. Their role is reflected in the direct 

engagement in performing tasks for protection and rescue of people and material goods from 

natural and other disasters, and the elimination of consequences caused by the emergence of 

those disasters. These units are established as units for general and specialized purposes, 

based on the Vulnerability Assessment. In the RS, civil protection units have been 

established at the municipal/ city level, while the Republic Administration has formed only a 

unit for UXO and mine destruction. The unit consists of 80 members divide into four 

specialized A-teams for UXO and mine destruction and six B-teams for demining. The 

management of civil protection force units is realized through the function of 

City/Municipality Mayor (Center for Security Studies of BiH, 2010). The Republic of Srpska 

has not yet implemented all activities related to the unit formation according to the 

Vulnerability Assessment, but it is in the process of “reviewing” the actual conditions of the 

available manpower and material and technical means. Exceptions are units for UXO 

destruction, demining and professional fire brigades.  

3. RIGHTS AND OBLIGATIONS OF REPUBLIC ENTITIES AND 

REPUBLIC ADMINISTRATION BODIES IN THE FIELD OF CIVIL 

PROTECTION 

The rights and obligations of the republic administration bodies in the field of civil 

protection are regulated by the Law on Protection and Rescue in Emergency Situations, 

which was adopted in 2012, and its amendments from 2017. 

3.1. Rights and obligation of the Government of the Republic of Srpska in relation 

to civil protection 

In the field of protection and rescue, the Government ensures the construction and 

development of the protection and rescue system of the Republic of Srpska and the planned 

connection of system parts and tasks into a single unit and in particular: it organizes 

protection and rescue system against natural disasters and other emergencies; adopts 

Protection and Rescue Program, the Program for Risk Reduction of natural disasters and 

http://www.ruczrs.net/
http://www.ruczrs.net/
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other emergencies; adopts the Vulnerability Assessment to natural disasters and other 

emergencies; adopts the Plan for Protection and Rescue from natural disasters and other 

emergencies; Plan for Training and Protection and Rescue Force Qualification; monitors and 

directs preparation for protection and rescue; provides assistance in reconstruction and 

recovery from natural disasters and other emergencies; declares state of natural disasters and 

other emergencies; makes a decision on mobilization and orders the use of forces and means 

for protection and rescue; provides the necessary financial resources in the budget of the 

Republic of Srpska for financing protection and rescue operations; adopts the methodology 

for assessing the threat of natural disasters and other emergencies; adopts the methodology 

for the development of the Plan for protection and rescue from natural disasters and other 

emergencies on the territory of the RS, the methodology for assessing the damage from 

natural disasters and other emergencies, establishes the Republic Headquarters for 

Emergency Situations; appoints the commission for large-scale damage assessment; 

determines the material resources used in the function of protection and rescue and performs 

other tasks in the field of protection and rescue.  

3.2. Civil Protection Administration rights and obligations 

Civil Protection Administration in the field of protection and rescue has the following 

competencies: it develops the Program for protection and rescue in the RS and the Program 

for risk reduction of natural disasters and other emergencies in the RS; it monitors, 

harmonizes and implements policies and guidelines and ensures enforcement of laws and 

other regulations in the field of civil protection in protection and rescue system; develops the 

methodology for the vulnerability assessment to natural disasters and other emergencies; 

develops the methodology for the protection and rescue plan development against natural 

disasters and other emergencies; develops the protection and rescue plan for natural disasters 

and other emergencies; develops program for equipping protection and rescue; organizes, 

prepares and trains civil protection service in the protection and rescue system at the level of 

the RS; coordinates the activities of entities important for protection and rescue in case of 

natural disasters and other emergencies; coordinates between entities involved in protection 

and rescue on the territory of the RS with actors for protection and rescue in BiH, Federation 

of BiH, Brčko District of BiH, neighboring and other countires; obtains and processes data 

on all types of phenomena and dangers that can lead to natural disasters and other 

emergencies; organizes and conducts monitoring, information and alerts; adopts and 

implements curriculum for training and education in the field of protection and rescue form 

natural disasters and other emergencies; selects and participates in scientific research projects 

in the field of protection and rescue; provides professional assistance in the field of 

protection and rescue; issues instructions and guidelines for the competent organizational 

civil protection unit of the municipality, i.e. the city; removes and destroys UXO and mines; 

realizes international cooperation through competent authorities in the field of protection and 

rescue; participates in protection and rescue actions in case of natural disasters and other 

emergencies; takes preventive, operative and postoperative measures in case of natural 

disasters and other emergencies; keeps records in the field of protection and rescue; orders 

the preparedness measures implementation; concludes agreements on engagement in the 

protection and rescue task and measure implementation; performs other tasks in the field of 

civil protection in protection and rescue system. 
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3.3. Local self-government bodies’ rights and obligations 

The bodies of local self-government unit in the field of protection and rescue have the 

following competencies: the municipal or city Assembly makes a decision on civil protection 

organization and functioning in the field of protection and rescue and ensures its 

implementation, in accordance with the unified protection and rescue system; makes a threat 

assessment from natural disasters and other emergencies; adopts Civil Protection 

Development Program in the field of protection and rescue; decides on Emergency Situations 

Headquarters establishment; plans and determines the financing sources for civil protection 

activities in the field of protection and rescue; considers the situation in the field of 

protection and rescue; makes a decision on determining the location for the UXO and mines 

destruction at the proposal of competent civil protection organizational units of the 

municipality or city in accordance with Civil Protection Administration and performs other 

tasks in the field of protection and rescue.  

4. PERSONAL AND MUTUAL PROTECTION MEASURES IN THE 

REPUBLIC OF SRPSKA 

Personal and mutual protection provides, firstly, the spontaneous and organized assistance in 

protection and rescue in conditions of emergencies and other dangers that pose constant risks 

in the citizens’ life and work [3]. Personal and mutual protection includes in particular: 

citizens training, preventive protection measures and procedures, first aid and self-help, care 

for children and the infirm and other emergency interventions in the protection and rescue of 

people and material goods [7]. The character, scope and content of personal and mutual 

protection measures must be conceived in such a way that it is acceptable to all citizens with 

minimal knowledge and minimal expenditure of material and technical resources. In the RS, 

these measures include: evacuation of the population and material goods, first aid, fire 

protection, rescue from ruins and floods, care for endangered and injured population, 

chemical, biological, radiological defense and animal protection and rescue. Such measures 

are present in all civil protection systems in the area. One of the specifics in the RS is the 

importance of protection against mines. From its establishment until today, civil protection 

system has not performed exercises that would educate the general public on how to act in 

various threatening situations. The main activity is advising citizens on actions in different 

situations through the media or printed leaflets. The most common advice is related to the 

following situations: floods, fires, earthquakes, thunderstorms, traffic accidents, landslide, 

heat stroke, avalanches, disease epidemics, terrorism, and nuclear strike. Sector for 

Demining carries out various activities when it comes to advising citizens on procedures with 

found mines and explosive devices. The basic civil protection tasks are performed by 

successful organization, preparation and implementation of certain protection and rescue 

measures, which, among other elements, make up the civil protection system. Protection and 

rescue measures are certain activities, actions and procedures of preventive and operational 

nature, whose organization, preparation and function are undertaken to protect and rescue 

people, material and cultural goods, and eliminate emergency consequences [3]. 

Civil protection measures and activities in the protection and rescue system on the RS are 

determined by protection and rescue plans adopted by companies and other legal entities, 

municipalities, i.e. city and the government. Companies and other legal entities are obliged to 

harmonize the protection and rescue plan with the protection and rescue plan of the 

municipality, i.e. the city. The plan for protection and rescue of the municipality, i.e. the city, 
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is harmonized with the Plan for protection and rescue from natural disasters and other 

emergencies in the RS. Protection and rescue plans can be unique, collective or individual 

for certain types of natural disasters and other emergencies. Such planning ensures vertical 

and horizontal civil protection management, which is discussed by Jurisic (2016), in 

Protection and Rescue in BiH. 

The Law on Protection and Rescue in the RS, in Article 59, identifies the following 

protection and rescue measures in the RS: surveillance, notification and alerting, sheltering 

people and material goods, protection against accidents, evacuation, care for the endangered 

and injured, chemical-biological-radiological defense and anti-epidemiological protection, 

rescue from ruins, protection and rescue on water and under water, protection and rescue 

from fire, protection from UXO and mines, first aid, animal and animal source food 

protection and rescue, sanitation, animal environment protection, protection and rescue in 

mines, plants and plant products protection and other obligations.  

5. CONCLUSION 

Considering that the RS, as an entity in BiH, borders with the Republic of Croatia, which is a 

member of the European Union, and with the Republic of Serbia, which is not, it is quite 

clear that the RS civil protection is of special importance when it comes to interstate 

cooperation in preparing and responding to threatening phenomena, as well as recovery from 

them, which are of common origin for all neighboring countries. In this regard, it can be said 

that it is useful to acquaint the scientific and professional public with the position, 

organization and functioning of the RS civil protection system. The legal protection and 

rescue system in the RS, entity bodies’ competencies, civil protection system organization, 

personal and mutual protection, protection and rescue measures and civil protection units 

were presented. This paper is useful in exchanging experiences in organizing and functioning 

of different civil protection systems, all with the aim to adopt the system that would provide 

the most adequate protection to the civilian population of different countries, which in many 

cases share common sources, holders and threat forms.  
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Abstract: The authors systematize the factors that affect the intelligence analysis 

process, starting from a taxonomy that classifies the factors into four groups: scope 

and quality of available intelligence data, individual reasoning (cognitive limitations 

of the human mind, limited rationality), inter-group dynamics and external factors 

(deception, denial, disinformation). In this paper, applying qualitative content 

analysis (of selected credible theoretical sources), the authors investigate inter-group 

dynamics and the phenomenon of group opinion as factors of influence on the process 

of intelligence analysis, especially considering the above-mentioned factors as 

limiting to the quality of intelligence products, and thus decision-making. The authors 

deal more closely with the time pressure and cognitive determinants of the 

intelligence analysis process. The article draws on security sciences, social 

psychology, cognitive psychology, and decision theory. The objective of the authors is 

to contribute to the development of intelligence analysis as a scientific discipline from 

a multidisciplinary perspective, more precisely, to conceptualize the segment which 

intelligence analysis must have in its research focus, to be operational in response to 

contemporary security challenges. 

Keywords: intelligence analysis, inter-group dynamics, groupthink, cognitive biases. 

1. INTRODUCTION 

The subject of the paper is intergroup dynamics and the phenomenon of group opinion as a 

factor of influence on the process of intelligence analysis. The research puzzle relates to the 

formulation of a theoretical framework that would provide an understanding of the impact of 

previously mentioned factors on the process of intelligence analysis. Therefore, the aim of 

this paper is to consider the impact of mentioned factors on the quality of intelligence 

products, especially as limiting factors, and thus as important determinants in the decision-

making process related to thematic frameworks and issues addressed by intelligence 

analytics. Within the stated research intention, as a secondary, and closely related goal of the 

paper, the exposition of some (substantial) theoretical concepts that consider time pressure, 

as well as the cognitive determinants of the intelligence analysis process, is defined. The 

article draws on security sciences, social psychology, cognitive psychology, and decision 

theory. The paper applies the qualitative content analysis method, ie, relevant  recent 

theoretical sources selected within the limits allowed by the paper parameters were analyzed. 

2.  INTELLIGENCE ANALYSIS AND ITS DETERMINANTS 

We can rely on the following definitions: „Intelligence is secret state or group activity to 

understand or influence foreign or domestic entities.“; „Intelligence analysis is the 

application of individual and collective cognitive methods to weigh data and test hypotheses 

mailto:trbojevicmilovan1@gmail.com
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within a secret socio-cultural context.“; „Intelligence errors are factual inaccuracies in 

analysis resulting from poor or missing data; intelligence failure is systemic organizational 

surprise resulting from incorrect, missing, discarded, or inadequate hypotheses.“[1]. Also: 

„The mission of intelligence analysis is to evaluate, integrate, and interpret information in 

order to provide warning, reduce uncertainty, and identify opportunities“, wherein the 

peculiarity of intelligence analytics is, among other things: „special challenges in evaluating 

the validity and credibility of information because the analyst is not directly involved in the 

initial acquisition ... feedback is especially rare and unreliable. For many important analytic 

estimates, outcomes remain unknown for a long time or cannot ever be known. Furthermore, 

often the U.S. government itself or another party will take an action that changes the 

outcomes that were the subject of the original analysis, making learning from feedback even 

more difficult”[2]. However, many factors that influence the process of intelligence analysis 

should be acknowledged and are necessary to systematize, and we start from the following 

taxonomy: scope and quality of available intelligence, as the first and difficult-to-realise 

prerequisite, including the completeness of desired, valid and adequate data as an ideal 

(bearing in mind that the intelligence area is not only an area of secrecy, but also uncertainty, 

unpredictability, conscious human action, arcane political tendencies, and The Black Swan 

phenomenon, among others); individual reasoning – which is influenced by the general 

cognitive limitations of the human mind (limited rationality, confirmation bias, heuristic 

bias, paradoxes of expert opinion), including especially not so rare time pressure; intergroup 

dynamics, specifically the phenomenon of groupthink; external factors (deception, denial, 

disinformation, as well as (indirect and rarely direct) influence of the decision-makers). 

Intergroup dynamics is, therefore, only one of the aspects that need to be kept in mind when 

analyzing the factors influencing the intelligence analysis process. Due to the 

interdependence of certain dimensions of the intelligence process, there is a connection 

between the above-mentioned factors.  

3.  INTER-GROUP DYNAMICS 

3.1. Effectiveness conditions and team tasks 

It is pointed out that the conditions for efficient team work in a broader organizational 

context are: identity of the team (even “subculture” suitable for the task), independence and 

“a well-defined, organizationally significant set of objectives”, with accompanying resources 

to achieve goals, including effective channels of communication with other organizational 

units; convincing guidance, with clear, challenging and consistent goals, tasks and 

performance criteria, with autonomy of members, but also with subordination and alignment 

of personal goals regarding to organizational goals, and with accompanying “tangible 

incentives (e.g., financial or status rewards) and intrinsic incentives (e.g., social recognition, 

positive internal feelings)”. In this regard, information integration and strong problem 

solving implies “organizational culture that promotes candid, but not ad hominem 

evaluations of proposed solutions” (a diverse process of gathering and consolidating 

information; emphasis on data-based analysis; “well-defined role assignments so it is always 

clear how discussion will proceed and how contingent decisions will be made”; willingness 

to decide with disagreement or on the basis of „consensus with qualification“); “enabling 

design”, functional adequacy, size and appropriate individual team composition, with: 

diversity of knowledge and skills, diversity of perspektiva i misljenja, communication skills, 

social-network resources, a commitment to the team’s goal. In order to contribute to the 

team's performance, the diversity of members should be relevant to the solution of various 

tasks – “especially in performing tasks that involve information seeking, information 

evaluation, and creative thinking”. Also, with the findings: that social diversity manifests 

negatively because produces interpersonal conflicts, communication problems and lower 
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cohesion (that with too much independence and diversity team work suffers from loss of 

identification, reduced motivation and coordination problems – and that too much 

dependence and monotony undermines ability team to perform components of the overall 

task that requires different thinking); the need for members to know the specifics of other 

members so as to support appropriate roles, with their coordination; team design should 

balance the different cognitive skills of the members; “the team must have a self-conscious, 

meta-level perspective that is constantly monitoring and correcting member motivations; 

refining operating procedures; and providing short-term feedback and eventual evaluation to 

allow members and the team to learn from experience performing the task”. Namely, 

effective teamwork implies flexible overcoming tensions between: „(1) individualistic-

selfish motives versus collective-organizational motives; and (2) promotion of diversity and 

independence versus promotion of consensus and interdependence... The second requires 

careful oversight by the team’s leader (or external manager)”. Recommendations for good 

performance are firm plans, self-awareness of team members in the working process and 

understanding of the nature of the assigned task, balancing the requirements for autonomy 

and consensus – in this cases teamwork is efficient, can increase the variety of solutions for 

generating innovative solutions [2]. Throughout the differentiation process, all organizations, 

as well as intelligence agencies, make compromises in order to maximize goals, in the 

direction of achievements: (1) resource efficiency (“ability to produce quality intelligence 

with economy of labor and capital”), (2) time efficiency (ability to work fast), (3) employee 

accountability (in relation to required activities), (4) ability to adequately respond to the 

environment (meeting the requirements of policy makers, as well as protecting resources and 

methods) and (5) adaptability (“the ability to innovate to meet changing security threats and 

policy decisions”). Differentiation enables specialization, intelligence products tailored to 

user needs, while agencies have their own terminology, routines, different decision-making 

rules, and standard operating procedures. The need of individuals for grouping is expressed 

in striving to perceive the social environment through groups (as the theory of social 

categorization shows), partly for the construction of our identity. The importance of 

foregoing dimensions is expressed because the processes of social categorization (cognitive 

process by which we determine individuals based on belonging to social groups) can affect 

the behavior of the individual, while the idea is to overcome communication problems.[3] 

3.2. Some implications of group affiliation 

The implications of group affiliation for the analytical process are multiple, we indicate the 

following: individuals have multiple in-group identities, the one that dominates  is depending 

on the context (CIA employee or CIA analyst); “group prototypes ʻdescribe and prescribe 

perceptions, attitudes, feelings, and behaviorʼ”; people tend to conform to their groups for 

both cognitive (conformity reduces uncertainty) and motivational reasons (“conformity 

increases that member’s attractiveness in the eyes of other in-group members”); “social 

categorization processes give people a sense of identity at work.. and provide them with 

guidance on how to behave”; culture (Benedict, 1934: “a constellation of values, 

assumptions, beliefs, behavioral norms, and routines that define a group of people united by 

ethnic or organizational membership”) shapes individual thought and behavior, also limits 

the way on which people conceptualize problems and solutions; cultural profiles offer 

members a roadmap for interpreting stimuli and leading reactions, but limit thought and 

action; ethnocentrism (which implies that members believe that the values, beliefs, behavior, 

and organizing principles of their group are superior according to the values of any other 

group) in the intelligence community (IC) may reflect a predisposition to favor the types of 

information (e.g., HUMINT) produced by the agency to which the analyst belongs; “the bias 

leads to perhaps the most common problem in intergroup relations, ʻreciprocal antipathyʼ“ – 
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which creates problems in cooperation and about exchange of information; prototypes 

maximize similarities within each group and differences between social groups (people tend 

to radicalize their views to accommodate group views) – an example would be the tendency 

to reject alternative assessments outside one's own agency. Stereotypes are of special 

influence: respecting stereotypes about another social group is useful to the extent that group 

members behave in a way that is consistent with stereotypes, with people tending to 

downplay stereotype-conditioned inconsistent behavior (e.g. about a work partner); 

stereotypes can lead to cooperation problems; the intention of the target can be mistaken and 

a malicious motive attributed to them, which makes the interaction more emotional. The 

context in which group categorization and intergroup bias are of the particular importance 

(also in the intelligence community) is when individuals are strongly tied to their cultural 

group (individuals tend to attache to strong cultures), which creates high cohesion among 

group members. Otherwise, when different groups are assigned a common goal, their group 

identity and cooperation grows, trust based on identification increases.[3] 

3.3. Groupthink 

Groupthink concept was popularized by Irving Janis in influential book Victims of 

Groupthink (1972), the details of his analysis did not hold up as coherent scientific claims, 

although Janise's basic insight – that over-compliance with powerful leaders, or client 

desires, can undermine a good assessment – seems unquestionable and important.[2] 

Namely, some researches do not provide unequivocal confirmation of the theory of 

Groupthink, but that the heuristic contribution is its greatest value. For example, researchers 

are drawing attention that Groupthink is best understood as a process by which group 

members try to maintain a common positive group identity.[4] Groupthink, as a small group 

phenomenon, is not the only thing relevant to the intelligence analysis process. However, the 

groupthink phenomenon is important forasmuch the pressure to reach a premature 

conclusion. The decision-making process thus leads to a single answer, and a negative 

impulse can come from many sources, from the team leader, or a senior analyst. 

Interestingly, the introduction of intentional disagreement, using methods such as the devil’s 

advocate, does not bring consistently improvements in judgements and team decisions. 

Polarization and overconfidence are also problems that arise in the process of group decision 

making. The aforementioned was encouraged by “nearly universal tendency for group 

discussions (or just individual expressions of opinions, without discussion)” to result in the 

polarization of individual opinions (about controversial issue, when attitudes become more 

extreme). Let us also add the universal tendency to associate with similar others, as well as 

the tendency for the opposing group to be viewed as more extreme and inferior. Polarization 

can also worsen intergroup relations, such as those between intelligence agencies. It is 

important to point out and “that more confident individuals within a group have a greater 

impact on the group’s answer to general-knowledge”, but this does not indicate relative 

overconfidence for groups but indicates individual impact on group solutions.[2] 

3.4. Intelligence errors and intelligence failures 

Research shows that individuals attach more weight to early-obtained information in 

considerations than later-obtained information, while confirmation bias further produces 

errors. During Operation Iraqi Freedom, the confirmation bias manifested itself in the 

mistakes rendered by intelligence analysts in the search for weapons of mass destruction 

seeking information that confirmed their origin hypothesis that it was developing in Iraq, as 

opposed to sufficiently evidence to the contrary. Namely, as Duffy (1993) points out, bias 

can occur in teams due to three different types of sources – cognitive, organizational and 

social – while researchers suggest that at the team level cognitive bias can be even more 
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pronounced as a result of team processes, organizational structure, policy and social 

interactions. Biases are formed and spread during team decision-making, cognitive biases are 

occurs within team cognition. The common task initiates cognitive processes – team 

cognition – based on the interaction of individual knowledge of each team member and team 

process behaviors. Team cognition “has been studied in relation to situation awareness, 

decision making, and mental models; however little work has been carried out exploring 

the interactions of biases”. It has been confirmed that “information sharing between team 

members positively influencing team effectiveness”, but also that in the process of 

cooperation, as a result of information exchange, instead of creating new knowledge, teams 

form biases. Further: “Tschan and colleagues (2009) found that confirmation biases among 

team members interacted with a process they called illusionary transactive memory, 

demonstrating the potential interactions between biases and team cognition”. Interestingly: 

“Our results also support previous research on hiddenknowledge profiles … Stasser and 

Titus (1987) found that teams were more likely to share common information that did not 

necessarily improve their performance. Our results extend their findings by suggesting that 

sharing non-critical (distracter) information may lead teams to actively discount new 

information that does not conform to their established viewpoint”. The conclusion of the 

research is “that when teams received parallel information early in their collaboration, they 

were more likely to discuss and agree upon incorrect solutions than when the same 

information was presented late in the collaboration”.[5] 

The analytical process involves several components of activities. The first task, Defining the 

Problem, requires a mixture of independence and consensus in the team. Independence and 

member diversity are important because of the need for diverse sources of information 

(evidence) because in the analysis “…ʻtriangulationʼ based on independent sources of 

information” opens the possibility of innovation, reduces errors and the strength of the final 

assessment. It is emphasized that “if members interact with one another when they seek or 

pool information, association blocking can occur”, which is the case “when individual team 

members get “locked into” a whirlpool of similar associations, and individual capacities for 

divergent thinking are impaired as they naturally respond associatively to one another’s 

communications”. The method of overcoming is switching “between independent individual 

analysis and social interaction” and enable individuals to acquire information separately, that 

is, “the best practice is to start independently, share ideas, then return to independent search 

or generation, then back to social interaction”. If different members favor different solutions 

at the beginning of the discussion, disagreement can promote more efficient aggregation of 

information, while any method that encourages more intense discussion is likely to improve 

performance somewhat. In the process of integrating information “the basic problem is to 

avoid overconformity to an early solution that interferes with thorough evaluation of 

alternate solutions the team has generated (i.e., avoid confirmatory thinking)”. The scope 

and diversity of information gives the advantages to the team over the individual, and the 

goal is just to focus different critical perspectives on choosing the most optimal solution. [2]  

3.5. Cognitive psychology and neuroscience 

One interesting study begins with the findings: “The human brain is… specialized for group 

living… People who accurately identify, value, and cooperate with in-group members enjoy 

numerous benefits, including the fulfillment of many basic psychological needs ... Extensive 

research has shown that even arbitrary assignment to a group elicits preferences for in-group 

relative to out-group members”. Namely, there is an increase in scientific (as well as media 

and social) interest for the effects of group membership on the basic perceptual, cognitive 

and biological processes, with the aim of better understanding their impact on parochialism, 

prejudice and intergroup conflicts. This interdisciplinary approach to the study of intergroup 
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relations (social neuroscience, social cognitive neuroscience) is based on the assumption that 

complex social phenomena can be better understood by combining social and biological 

theory and methods, respecting the flexible nature of social identity representation. The study 

focuses on “examining (1) how the basic concepts of ʻusʼ and ʻthemʼ are represented in the 

mind and brain and (2) the factors that drive people to flexibly update these representations: 

social identity (Tajfel & Turner, 1979; Turner et al., 1987), cooperation (Deutsch, 1949), and 

competition (Sherif et al., 1961)”. Something closer: “In order to integrate major theories of 

intergroup relations with research on the neural systems implicated in maintaining and 

updating our representations of in-group and out-group members, we examine how these 

representations affect fundamental psychological processes including perception, emotion, 

motivation, and decision-making, as well as subsequent behavior… and manipulating group 

features and intergroup dynamics”. Existing models of intergroup relationships have also 

been refined, and widespread networks of the brain regions supporting intergroup cognition 

have been documented. The conclusion of the study that it is an attempt to integrate classical 

theory and modern models of intergroup relations with the research of biological bases of 

intergroup dynamics, noting that theories operating at higher levels of analysis are more 

likely to stand the test of time, clearly state the necessity of an interdisciplinary research 

perspective. This opens up opportunities for collaboration between psychologists and 

neuroscientists, with a two-way exchange of knowledge: it emphasizes how biological 

processes support social cognition and behavior, and how social influences modulate 

biological processes (therefore, this is not an exercise in brain mapping; rather, it concerns 

development of the models which can be tested using cognitive and behavioral tasks).[6]  

3.6. Time pressure 

The issues of the intelligence community are mostly complex and time-sensitive, and 

intergroup dynamics are gaining in importance in the case of making decisions that require 

speed (time constraints, deadlines), as well “ʻhigh cognitive loadʼ (complex tasks that require 

much thoughtful effort) tend to increase the use of cognitive short-cuts such as social 

categorization processes” (therefore, intelligence analysts, for analyzes that are particularly 

complex and / or time-conditioned, are likely to seek help in their agencies, and will not seek 

the help of other agencies)[3]. Also, it is noticed that „time pressure increases the negative 

effects of the confirmatory thinking and information-pooling challenges… when shared 

information is mentioned, it is likely to be followed by affirmative statements and relevant 

discussion”[2]. One of the sources starts from the Attentional Focus Model (AFM) – 

developed to look at the impact of time pressure, but also other factors influencing group 

process and group performance – and refers to several other studies that support some of its 

settings, also findings that are not consistent with the model. We highlight the following 

statements: “a central implication of the AFM is that time pressure can either enhance or 

reduce performance”; if time pressure leads groups to focus on relevant informations 

decisions might be improved; „for many tasks (especially those that are complex and require 

careful processing of a large amount of information), time pressure is likely to restrict either 

the amount of information considered or the thoroughness with which information is 

evaluated beyond functional levels, thereby reducing decision quality”; “relevant input 

factors include other situational variables, such as stress, noise, and distraction; group 

structural variables, such as norms, cohesiveness, and composition; task characteristics … 

and individual difference variables, such as need for cognition or introversion”; „Under time 

pressure, the importance of reaching consensus before a deadline is likely to increase the 

salience of initial preferences… Time pressure also is likely to enhance consensus pressures 

that would prevent members from offering information that contradicts an emerging group 

preference”; decision quality likely enhance when initial preferences “are based on an 
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accurate assessment of information that is diagnostic”,  the opposite case is when starting 

from “unrepresentative or poorly processed information”; „arousal or stress leads individuals 

to focus on an increasingly narrow range of task-relevant cues … that may influence 

information processing and decision making”; time pressure is “positively related to an 

increased focus on activity that directly moved the task forward and inversely related to 

interpersonal and other activities that did not advance the task”; “Moderate… levels of time 

pressure enhanced the creativity and adequacy of written solutions”. The research findings 

are: „This study clearly demonstrates that both initial preferences and communication 

features of group interaction influence the quality of group decisions, and it provides 

moderate support for the AFM”; “Consistent with the AFM, time pressure led to a faster 

work rate … also tended to enhance the impact of initial preferences on final group decisions 

but only in the correct and weak incorrect preference conditions”; the study shows that the 

outcome of a decision relies heavily on the content of the group interaction, and initial 

preferences for a particular decision may be strong determinants of the content of the 

interaction.[7] 

4. CONCLUSION 

In order to contribute to the development of intelligence analysis as a scientific discipline 

from a multidisciplinary perspective, the paper conceptualizes the segment which 

intelligence analysis must have in its research focus, to be operational in response to 

contemporary security challenges, that is, it is referred to several aspects covered by 

intergroup dynamics and the phenomenon of groupthink – and the related dimensions 

influencing the outcomes of the intelligence analysis process. It is concluded that a more 

complex and in-depth study of intergroup dynamics as a factor in the efficiency of 

intelligence analysis entails an interdisciplinary approach which would include in this study 

merely indicated scientific disciplines, theories and models. A prerequisite for a good 

intelligence analytical product is to avoid errors in the analysis – and some of the basics in 

the paper are indicated – to timely identify opportunities, paths and pitfalls that lead to 

intelligence failures. The absence or presence of errors and failures is the basis for assessing 

the efficiency and effectiveness, ie., the degree of adequate performance of intelligence 

functions. It is concluded, therefore, that when evaluating the quality and scope of 

intelligence analytics, that is, its products (information, assessment, forecast), one of the key 

indicators is the extent of intelligence errors and / or failures, the lack of (as we conclude 

from recent literature) to provide timely insight into (planned) activities of intelligence 

targets, high-quality assessment of target actions, the nature of intelligence phenomena and 

their significance, as well as sufficiently accurate forecast of the related processes. The 

modern intelligence paradigm requires (interdepartmental) cooperation, coordination and 

exchange of information, so the importance of limiting the impact of certain aspects of group 

membership is noted as well as the need for a theoretical model that includes principles and 

guidelines that allow researchers to understand and to bind together many elements which 

determine the process of analysis,specifically the influence of (intragroup and intergroup) 

dynamics – because teamwork is sometimes a necessity of intelligence analytics. 
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Abstract: The paper describes the functioning of local self-government in emergency 

situations caused by floods. Special emphasis is placed on the applicability and 

quality of Protection and Rescue Plans in such situations and the topicality of all 

elements in a specific situation. The issue of preventive action and the quality of 

planning for emergency situations at the level of local self-governments in the area of 

the Autonomous Province of Vojvodina is especially relevant. 
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1. INTRODUCTION 

Emergencies can be declared due to various influential events that have harmful 

consequences for the population and material goods and endanger the social community in 

the affected area. The text presents the key elements of emergency situations, the theoretical 

approach to emergency situations, the legal framework of emergency situations and the 

problems of the functioning of local governments in emergency situations, with a focus on 

floods. 

Specially collected and analyzed data related to the problems of the functioning of local self-

government in emergency situations, ie the segment of protection and rescue plans in 

emergency situations, which enabled the analysis of the situation in local self-governments. 

The research was conducted in local governments on the basis of a selected sample of local 

governments, in whose territories floods have occurred in the last 20 years. The sample 

included about 18% of the total number of local governments in the area of AP Vojvodina. 

Based on the conducted research at the level of local self-governments on the territory of AP 

Vojvodina, which are reference for the mentioned issues, it was pointed out that there are 

various problems in the functioning of local self-government in emergency situations, 

especially in emergencies caused by floods. 

2. CONCEPT AND BASIC CHARACTERISTICS OF EMERGENCY 

SITUATIONS 

Lately, the term "emergency" is often mentioned as an integral part of everyday life. It is 

especially characteristic at the current moment, when the Kovid-19 virus pandemic becomes 

a dominant topic due to the way it spreads and the consequences it leaves on people all over 
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the world. This is just one side of emergencies that can be caused by a pandemic of 

infectious diseases. 

However, as Krsljanin D. and Karovic S pointed out, “… frequent natural disasters in recent 

years, with the consequences they cause, significantly endanger the community, human lives, 

material goods and the environment. The topicality of emergency situations induces the 

constant need of the social community to find an adequate response to the manifested 

security threats. By declaring a state of emergency, the social community creates a specific 

legal framework that enables the engagement and use of all available resources of society in 

protection and rescue. "[1] 

It should also be emphasized that a clear definition and understanding of the concept of 

emergency situations, according to the causes, is an important orientation of the actions of all 

bodies in that situation. In this regard, the authors Bajrami S. and Karovic S. and Radic G. 

point out that “the problem of clear theoretical definition and understanding of the term“ 

emergency situation ”today, when every country faces numerous risks and dangers, is 

another problem that hinders the successful and efficient functioning of all entities in 

protection and rescue of people, material goods and the environment. "Increasingly frequent 

and devastating accidents, accidents, disasters, natural disasters and other forms of 

endangering the population and society as a whole impose the need to clearly define and 

clarify the legal instrument used by the state in situations when basic living and working 

conditions are endangered." The same authors state that "The Constitution of the Republic of 

Serbia, as the basic and highest legal act of a state, does not recognize the term state of 

emergency, but only a state of emergency and war." [2] 

Article 2, paragraph 7, of the Law on Risk and Disaster Reduction and Emergency 

Management defines the meaning of the term "emergency", which means "a situation that 

arises from the declaration by the competent authority when the risks and threats or 

consequences for the population, environment and material and cultural goods of such scope 

and intensity that their occurrence or consequences cannot be prevented or eliminated by 

regular action of competent bodies and services, therefore for their mitigation and 

elimination it is necessary to use special measures, forces and means with intensified regime 

"( Official Gazette of the Republic of Serbia, No. 87/18). 

It can be stated that the essence of the emergency situation is in the disruption of the 

functioning of normal conditions for life and work of people, their health is endangered and 

the property and economy of the country as a whole are damaged. 

The emergency situation is characterized by unplannedness, disruption of normal life and 

work of people, material and financial damage and the engagement of capacity from the 

wider area of the state to repair or mitigate the damage. 

It should be especially emphasized, "The modern age has made the causes for declaring 

emergencies more and more complex, the consequences more destructive and, thanks to 

information and communication technologies, more and more present in the public, and thus 

in everyday life." Many mechanisms have been defined or created in scientific and 

professional bodies and institutions dealing with emergency situations, which can be used to 

anticipate, prevent, counteract and reduce the consequences of emergency events. "[3] 

Emergencies caused by floods take human lives and destroy and degrade the environment in 

various ways, causing great material damage and losses. 
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3. LEGAL FRAMEWORK OF EMERGENCY SITUATION 

Given the consequences of emergencies, especially floods, the key issue is to establish an 

adequate legal framework to establish an effective response system to floods and other 

disasters. Considering that the topic is oriented to the area of AP Vojvodina, in that sense, the 

focus will be on that area. 

"The area of emergency situations in AP Vojvodina, as pointed out by the authors Karovic S. 

and Domazet S., is regulated by a number of laws and bylaws adopted at the level of the 

Republic, but also by a number of regulations issued by the competent authorities of AP 

Vojvodina. It should be emphasized that, in legal terms, the area of emergency situations is 

not codified, but is regulated by a number of different laws, as well as bylaws. Given the 

importance and significance of these regulations, the following will be a kind of list of valid 

regulations that directly and indirectly regulate the area of emergency situations. Having in 

mind certain changes in the European legal regulations, the emphasis will also be placed on 

the most important regulations adopted by the institutions of the Union. "[4] 

In the following part of the text, the authors [4] stated: “When it comes to the Republic of 

Serbia (ie AP Vojvodina), some of the most important laws are: Law on Disaster Risk 

Reduction and Emergency Management (Official Gazette of the Republic of Serbia, no. 

87/18), Law on Fire Protection (Official Gazette of the Republic of Serbia, No. 111/2009 and 

20/2015), Law on Reconstruction after Natural and Other Disasters (Official Gazette of the 

Republic of Serbia, No. 112/2015) , Law on Defense against the City (Official Gazette of the 

Republic of Serbia, No. 54/2015), Law on Ratification of the Agreement between the 

Government of the Republic of Serbia and the Government of the Russian Federation on the 

Establishment of the Serbian-Russian Humanitarian Center 2012), Law on Ratification of the 

Agreement between the Government of the Republic of Serbia and the Government of the 

Slovak Republic on Cooperation and Mutual Assistance in Emergency Situations (Official 

Gazette of the Republic of Serbia - International Agreements, No. 1/2012). Instruction on the 

methodology for preparing the assessment of vulnerability to natural disasters and other 

accidents and protection and rescue plans in emergency situations (Official Gazette of the 

Republic of Serbia, No. 18/2017), Decree on the implementation of evacuation (Official 

Gazette of the Republic of Serbia, No. 22 / 2011), Decree on the content and manner of 

drafting protection and rescue plans in emergency situations (Official Gazette of the 

Republic of Serbia, No. 18/2011), Decree on mandatory funds and equipment for personal, 

mutual and collective protection against natural disasters and other accidents ( Official 

Gazette of the Republic of Serbia, No. 3/2011 and 37/2015), Decree on the Composition and 

Manner of Work of Emergency Situations Staffs (Official Gazette of the Republic of Serbia, 

No. 98/2010), Decree on the Amount and Manner of Exercising the Right to One-Time 

financial assistance (Official Gazette of the Republic of Serbia, No. 98/100), Decree on the 

manner of engaging items for the needs of protection and rescue and the manner of 

exercising the right to compensation for their use (Official Gazette of the Republic of Serbia, 

No. 10/2013), Decree on the proliferation of ob projects, activities and land in the categories 

of fire risk and other regulations (Fig. Gazette of the Republic of Serbia, no. 76/2010). " 

It can be stated that there are laws and regulations governing this area. However, it should be 

borne in mind whether the current level of development and legal functioning of the state can 

functionally implement all these legal acts in the system of functioning. In practice, this is 

obviously impossible. There are many reasons for this. 

A systematic approach is not provided at all levels of addressing the functioning of 

protection and rescue. Especially since at the level of local self-governments, this issue is 

only occasionally topical, in the period when an emergency situation occurs, while, on the 
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other hand, the staff in charge of this area is unprofessional and insufficiently motivated. The 

reason for this situation is, to a large extent, the spontaneous-campaign approach to solving 

these problems. 

4. PROBLEMS IN THE FUNCTIONING OF LOCAL SELF-GOVERNMENT 

IN EMERGENCY SITUATIONS 

Observing local self-government and its competencies arising from the Law on Disaster Risk 

Reduction and Emergency Management, as the authors Karovic S. and Domazet S. pointed 

out, “The main goal and reason for passing the Law was the need to and management of 

emergency situations as part of a unified system of national security in the Republic of 

Serbia, legally regulate in a unified way, creating legal conditions for the establishment of a 

unified and integrated system, while harmonizing the system of organization and functioning 

with real needs of protection and rescue natural and other disasters. "[4] 

At the level of local self-governments
1
, especially the part related to protection and rescue 

plans, elements of its successful functioning and implementation have not been established. 

This conclusion was reached after conducting research, focusing on the key segments that 

each protection and rescue plan should contain. The test results are shown in Table 1. 

Table 1. Protection and rescue plan in emergency situations 

Row 

number 
Claim  

Status 

YES NO 

8.  
At the level of local self-government, there is a Protection and 

Rescue Plan for responding to emergency situations 
3 5 

9.  
The plan elaborates in detail the procedures for the response of 

local authorities self - government in flood - induced situations 
3 5 

10.  
Within the Protection and Rescue Plan there is a 

Communication Plan 
3 5 

11.  
The Plan envisages locations and routes for evacuation of the 

population and material resources 
3 5 

12.  
The Center includes health centers for participation and 

assistance in situations caused by floods 
3 5 

13.  
The communication center and communication system are 

adequately equipped to meet objective 
3 5 

14.  
In general, the Protection and Rescue Plan in emergency 

situations enables action and the work of all local self-

government bodies in flood emergencies 

3 5 

Regarding the existence of the Protection and Rescue Plan at the level of local self-

government, the situation is different. In some local governments there are plans, while in 

most others they have not been made. The reason is certain terms given by the competent 

authorities for their development, and partly the inertia of the work of local self-government. 

In particular, it can be stated that there are no professional bodies that can make such plans, 

and the responsibility of the persons and those responsible for drafting the plans is simply not 

defined. 

                                                 
1
 Research conducted within the project "Model of functioning of local self-government in 

emergency situations (floods)" number 142-451-2675 / 2018-01 / 01 from 04.07.2018, 

funded by the Provincial Secretariat for Higher Education and Scientific Research AP 

Vojvodina. 
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By stating and establishing the factual situation that the Plans have not been made, he 

excludes other elements of the Plan. In the local self-governments in which the Plans have 

been made, it is stated that the bodies are experts in drafting the Plans and that the 

responsibility is at a level that can successfully implement other protection and rescue 

measures in emergency situations. 

The goal of the project was not to specifically name the local self-governments in which the 

Protection and Rescue Plan in emergency situations caused by floods was (not) made, but to 

record the general situation. In that sense, it succeeded, with the conclusion that it was not 

done in accordance with the Law that deals with the mentioned issues. 

The protection and rescue plan is periodically updated in accordance with the needs and new 

circumstances, completely re-drafted and adopted every three years, and if the circumstances 

have changed significantly before in accordance with the disaster risk assessment. 

The protection and rescue plan is required to be developed and adopted by all entities that 

have the obligation to prepare a disaster risk assessment. 

The protection and rescue plan is applied in both war and state of emergency. 

The content, manner of preparation and obligations of entities in connection with the 

preparation of disaster risk assessment and protection and rescue plans shall be prescribed by 

the Government. 

The methodology, manner of preparation and content of the disaster risk assessment and the 

protection and rescue plan shall be prescribed by the Minister in charge of internal affairs 

(hereinafter: the Minister). 

Parts of the disaster risk assessment and protection and rescue plan may be marked with the 

appropriate security classification mark in accordance with the law. 

Having in mind the complexity of drafting the Protection and Rescue Plan in emergency 

situations and the segments it covers, it should be noted that its drafting should be team, with 

the engagement of experts, so that the Plan reflects the real situation and does not exist only 

as a document. Its real use should be checked and implemented in a realistic scenario of 

events that would cause a flood of a certain intensity, or the worst case that was recorded in 

the observed period. 

This also requires time to draft, and a special difficulty for local governments is the lack of 

staff, their inadequate education, as well as the insufficient number of people engaged in 

these jobs. In that sense, certain structural changes are needed at the level of local self-

government, in which persons dealing with this issue of adequate educational profile should 

be implemented, with a clear definition of competencies and responsibilities. Otherwise, this 

segment will continue to be neglected and always in a problem that will come to the fore in 

the case of a real situation. 

5. CONCLUSION 

The paper points out that flood emergencies cause great damage, both in lost human lives 

and in the material sphere and environment. The sphere of defining emergency situations and 

its important characteristics were especially pointed out, and it was concluded that their 

characteristics are currently expressed through unplannedness, disruption of normal life and 

work of people, material and financial damage and the need to engage capacity from the 

wider state to damage sanitized or mitigated. 
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Emergencies are also defined by the Law on Disaster Risk Reduction and Emergency 

Management (Official Gazette of the Republic of Serbia No. 87/18), which is in favor of the 

context of legal regulations on emergencies. 

It was emphasized that there are different and numerous documents that regulate emergency 

situations and different actions in them. However, it remains to be stated that there is 

insufficient implementation in practice and practically the system has not come to life at all 

levels. This issue runs through the system so that it can respond to the needs of legal 

regulations and the level of current development of the state. 

It was determined, within the research conducted within the project "Model of functioning of 

local self-government in emergency situations (floods)" number 142-451-2675 / 2018-01 / 

01 from 04.07.2018, funded by the Provincial Secretariat for higher education and scientific 

research activities of the Autonomous Province of Vojvodina confirmed that protection and 

rescue plans have not been made at the level of local self-governments, and they are not in 

function, which has the consequence of the issue of local self-government in emergency 

situations. 

The key problem identified at the local government level is the lack of professional staff 

dealing with emergency situations and inadequate funding and the lack of a systemic solution 

regarding the implementation of regulations and responsibilities of all in local government. 
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Abstract: The degree of harmonization of the organizational structure with the 

environment determines the efficiency of each organization, including the protection 

and rescue system. Effective functioning and harmonization of behavior in the 

organization depends on a large number of factors, among which a significant place 

takes the parameters of the organizational structure. The purpose of the organizational 

structure is to achieve the mission, goals and objectives of the organization. The 

organizational structure should enable the protection and rescue system to respond 

quickly to all forms of security threats brought by the environment, ie. to enable the 

whole system for effective and efficient functioning and achievement of defined 

goals. In this paper, the parameters and model of the organizational structure of the 

protection and rescue system of the Republic of Srpska are analyzed. 

Key words: organization efficiency, protection and rescue, organizational parameters, 

organizational structure, efficiency factor 

1. INTRODUCTION 

Complex economic, security, political and other conditions set the harmonization of the 

protection and rescue system with the needs, possibilities and standards in security 

integrations, as a precondition for the successful realization of its intended social role. The 

basic condition for the functioning and development of the protection and rescue system in 

the modern environment is the construction and existence of an adequate model that will 

have a satisfactory level of flexibility. The reason for this situation lies in the fact that the 

modern environment is turbulent and characterized by discontinuity. 

The protection and rescue system of the Republc of Srpska, legally and organizationally, is 

structured within the Republic Administration for Civil Protection (RACP). Unfortunately, 

this does not represent an adequate solution because there is no clearly defined framework 

for action in the form of a protection and rescue strategy or a security strategy and, 

accordingly, the positioning of the protection and rescue system. For that reason, this area is 

not adequately regulated by law, and although certain activities have been undertaken in this 

field, no further progress has been made. The new legal solution should be dedicated to the 

organization, principles and division of responsibilities of all subjects of the protection and 

rescue system, not only the civil protection. This system is an extremely important segment 

of the Republc of Srpska security system and it is important how it is organized because a 

properly organized system enables the institution to do its job efficiently with the lowest 

possible costs and vice versa. 

2. DEFINITION OF ORGANIZATION AND ORGANIZATIONAL 

STRUCTURE 

Conceptually, an organization is defined as a conscious association of people whose goal is, 

by appropriate means, to fulfill certain tasks with the least possible effort in any area of 
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social life. The term of organization is used to denote both the process of organization or the 

results of organization and the organization as an institution or scientific discipline. Common 

to all understandings of the organization is that it is a conscious connection and mutual 

harmonization of a group of people who achieve the set of goals with appropriate material 

resources. The process of designing an organization is the process of creating an optimal 

organizational structure and determining the necessary responsibilities and authority of 

management, each component within the structure in order to achieve the goals of the 

organization [1]. 

There are several techniques and methods of shaping the organizational structure. General 

methods of organization solve problems related to the organization as a whole or some part 

of it. The analytical method based on the analysis of business results is, through various 

indicators, based on the fact that business efficiency depends on the degree of capacity 

utilization, cost economy, production factors and the time of engagement. The analytical 

method based on the examination of the functioning of the elements of business is based on 

the assumption of having the appropriate component in the process of reproduction. A 

complex analytical method is a combination of analytical methods that uses quantitative 

determinations to evaluate the existing and design a new organization. The method of 

process functions is based on the previous one, with the introduction of process functions as 

an important part of management. Graphic-matrix methods are an instrument for delimiting 

competencies and responsibilities between individual organizational units and individual jobs 

within these units. The complex matrix method is based on the analysis of the entire business 

and matrix-graphic regulation of relations between business holders. Special methods of 

organization are intended to solve individual organizational problems. 

Organizational structure is a narrower term than organization. Organizational structure is a 

system of relationships between people to perform certain tasks and is the most important 

part of any organization. It represents the comprehensiveness of connections and 

relationships between all factors as well as the totality of connections and relationships 

within each individual factor separately. The shaping of the organizational structure is 

influenced by two basic groups of factors: external factors, which cannot be influenced, and 

internal, which can be. Modern management prefers organizational structures that are 

flexible and adaptable to changes in the environment. Accordingly, organizational structures 

are divided into: classical - inflexible or inorganic (basic, functional and divisional), 

neoclassical - semi-adaptable and semi-organic (project, matrix) and modern - adaptable or 

organic (process, network) [2]. In the broadest sense, the organizational structure has five 

basic elements: the operational part consisting of all employees, the strategic part consisting 

of top managers, the middle part consisting of the middle level of management, the 

technostructure consisting of experts and staff staff supported by management. 

3. ORGANIZATIONAL DESIGN DEFINITION 

Although organizational design is conceptually often identified with organizational structure, 

analysis of the most commonly cited definitions shows that organizational design is a 

complex activity or design process of the entire organization, and organizational structure is 

only one of the elements, results or products of the design process [3]. Organizational design 

can be presented as a process of designing appropriate organizational solutions whose main 

task is to define an efficient and effective organization in dynamic and changing conditions 

[4], or finding the optimal form of organization to maximize performance [5]. In the relevant 

literature, in addition to the above, other definitions of organizational design can be 

found. The number of definitions was created as a result of the work of a large number of 

authors who study the observed concept while differences in definition can be justified by 
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the different approaches that researchers use when analyzing and combining individual 

elements of organizational design. 

As organizations must adapt to the various changes that occur both within it and those that 

come from the external environment, the basic purpose of organizational theory is to enable 

managers to understand and respond to emerging organizational needs and problems [6]. 

Thus, it is considered that the basic goal of organizational research is to discover the model 

of organizational design that will be most effective in different situations [7]. It is for this 

reason that it is often said that design is definitely the most important thing in the life of 

every individual, including organizations [8]. 

Since organizational design is a creative process through which different components of the 

organization harmonize with each other and at the same time harmonize with the mentioned 

situational factors, different elements, dimensions or design components can be identified by 

reviewing existing models. These models have been developed by a number of theorists with 

the aim of presenting and explaining the basic elements of organizational design, their 

interrelationships, and cause-and-effect relationships. If the created models are observed and 

analyzed according to the time of their creation, one can notice the way in which thinking 

about the best model of organizational design developed over time, as well as the way in 

which the range of identified elements changed. 

There are several different models of organizational models, the oldest of which is the 

diamond model. The diamond model is generally accepted in theory as a model by which an 

organization is viewed as a whole composed of interconnected elements [9]. The model 

illustrates the complex nature of organizational systems, and is based on the principle that the 

organization has four main components, ie interdependent elements: tasks, structure, 

technology and people, and is based on systematic thinking, interdependence and mutual 

influence of these elements [10].  

Nevertheless, the most of authors agree on several basic parameters of the structure, the most 

common of which are: division of duties, departmentalization, delegation of authority, and 

coordination [11].. This paper will use mentioned model in order to analyze the 

organiyational structure of Republic of Srpska protection and rescue system. 

4. THE REPUBLIC OF SRPSKA PROTECTION AND RESCUE 

SYSTEM  ORGANIZATIONAL MODEL CHARACTERISTICS  

The Republic Administration of Civil Protection of the Republic of Srpska (RACP) performs 

administrative and other professional tasks related to monitoring, harmonization and 

implementation of established policies and guidelines and ensuring the implementation of 

laws and other regulations in the field of civil protection, drafting program and planning 

documents of the Republic. collection of data for all types of phenomena and dangers that 

can lead to natural and other disasters for people, material goods and the environment, 

monitoring, informing and alerting, organizing, preparing and training the civil protection 

service in accordance with the training programs and plans, organizing and equipping civil 

protection units and teams at the level of the Republic, conducting selections and conducting 

scientific research projects in the field of civil protection, providing professional assistance, 

adoption of instructions and instructions for the work of the civil protection service of local 

government units, inspection supervision in the field of civil protection, removal of explosive 

remnants of war (ERW), demining, international cooperation in the field of civil protection, 

rescue from natural and other disasters, undertaking preventive, operational and 

postoperative measures in case of natural and other disasters, keeping records in the field of 

civil protection and other activities in accordance with the law keeping records in the field of 
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civil protection and other activities in accordance with the law keeping records in the field of 

civil protection and other activities in accordance with the law. 

The vision of the protection and rescue system envisages the establishment of an organized 

and efficient system of protection and rescue of people, material goods and the environment 

in the Republic of Srpska, which through programming and planning of preventive and 

operational measures and activities ensures strengthening community resilience. eliminates 

the causes of endangering people, property and the environment and reduces the negative 

impact of natural disasters and other accidents. 

The analysis of the current state of the protection and rescue system will basically include the 

analysis of the civil protection system embodied in the Republic Administration of Civil 

Protection. The analysis includes the use of a standard descriptive methodology for the 

analysis of the model of organizational structure through the analysis of the form of 

organizational parameters. The most important are those that arise in the subprocesses of 

structure design, ie in the subprocesses of differentiation and integration, as follows:  

 division of dutoes as a parameter of differentiation that shows the degree of 

specialization in the existing model of protection and rescue system of Republic of 

Srpska; 

 delegation of authority as a parameter that shows how the decision-making system is 

designed (centralization / decentralization);  

 grouping of units or departmentalization, as a parameter that shows the number of 

organizational units in the system, their size and range of management control;  

 coordination, as a parameter that arises in the sub-process of structure integration and 

shows how activities in the system are coordinated and controlled. 
 

4.1. Division of duties analysys 
 

The division of lresponsibilities illustrates how the overall task of an organization is divided 

into less specific tasks. It is a basic activity of organizational design. The specialization of 

individuals and narrower organizational units in one organization is the result of this 

activity. There is a direct relationship between the degree of division of responsibilities and 

the form of specialization. If the division of responsibilities is high then the specialization is 

narrow, and if the division of responsibilities is low, then the specialization is broad.  

The division of responsibilities has its horizontal and vertical dimensions. The horizontal 

dimension refers to the width and the vertical to the depth of the work. The horizontal 

dimension shows how many duties are performed by one individual in the organization, and 

the vertical dimension shows whether that individual can also control the duty he is doing or 

is just the executor of the duty. So, the range of activities assigned to one duty and the 

number of repetitions determines the horizontal and the degree of independence in their 

execution the vertical dimension of the division of responsibilities. Vertical specialization 

shows the degree of influence that each individual in the organization has on the duty they 

perform. The degree of influence can be low, when employees are passive participants, or 

high when employees become active participants in the decision-making process. 

The parameters of the organizational structure are the elements of the organization that show 

how the division of responsibilities was done, how the departmentalization was done, how 

the authority is distributed and how the activities of the organization are coordinated. There 

are a large number of combinations of relevant parameters that give different models of 

organizational structures [12]. The advantages of the division of responsibilities can be 

observed from a technical and economic point of view. The technical advantages of the 

division of responsibilities are the development of knowledge and expertise, as well as the 
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improvement of abilities and skills. The economic advantages of the division of 

responsibilities into specialized duties are the basic historical reason for the creation of 

organizations. The economic advantages are the following: higher productivity, better quality 

of products and services, lower costs of training and coaching of employees, etc. However, 

the division of labor also has certain shortcomings. So, in the case when a high specialization 

of duties is represented, when the task is divided into small simple operations performed by 

one employee, there is often the appearance of alienation, monotony, and even absence from 

duty. 

 
 

Figure 1. Scheme of internal organization of RACP 

The breadth, diversity and complexity of tasks, the large volume of jobs and the number of 

personnel needed to perform these tasks, along with the specific characteristics of how to 

perform protection and rescue tasks, appear as the main points affecting the complexity of 

the organizational structure of RACP (Figure 1). A high level of specialization in RACP 

achieves numerous advantages, such as: determining responsibility for performing certain 

tasks, improving the level of training, creating experts, a higher level of quality in 

performing duties, etc. However, specialization has its drawbacks, such as: limited usability 

of staff, narrowing interest in the whole work process and goals of the organization, etc. 

The organizational model represented in the RACP is characterized by insufficient and low 

division of duties in the horizontal and low in the vertical direction. Low horizontal 

differentiation means that employees in the operational sphere perform a relatively narrow 



69 

 

range of similar duties (Figure 1). In other words, RACP members specialize in functional 

areas, for example: demining, planning, administrative work, finance, etc. 

The leading staff of organizational units strives to direct the work in the direction of 

achieving high productivity, ie to achieve the best possible results in performing tasks and 

ensure high quality of performed tasks, all in accordance with the law and other legal 

acts. For these reasons, high horizontal specialization is represented. Low vertical 

specialization means that operatives have independence in their work and can control the 

work they do. Operators perform their work tasks and tasks independently and are active in 

making decisions in their work, because they are the best experts on issues in their field of 

work. 

4.2. Delegation of authority analysys  

Delegating authority is a parameter that shows how authority is distributed in the 

organization, that is, where decisions are made. Delegating authority is the process of 

transferring decision-making authority and some power from senior executives to lower-

ranking executives. Authority can be both informal or personal. Manifestations of this 

parameter are centralization and decentralization. Centralization is a feature of mechanical 

and decentralization of organic design. Activities on the design of the parameter of 

delegating authority are reduced to a choice between two options: centralization or 

decentralization of decision-making. Authors define authority in different ways, e.g. as: 

reputation and value based on it; as an influential force; as a power that becomes legitimate 

in a specific social context; as a legal right to make a decision in accordance with the job 

description of the manager, etc. [13]. 

Centralization essentially means control from one place (from one center) in the 

organization, and decentralization the division of such control into several places [14]. Just 

as it is impossible to carry out full centralization, so decentralization must provide the means 

to connect the parts as a whole, because its literal application (without such means) leads to 

organizational chaos. For these reasons, a combination of centralist and decentralist elements 

is sought. Unlike a centralized protection and rescue system, decentralization of the system 

would exist when there is no single organization, ie when there are only forces of local, 

regional and similar importance, which are managed and managed from the local or regional 

level. 

     

Figure 2. Scheme of teritorial organization of RACP 

The protection and rescue system, despite its organizational hierarchy and centralization, has 

the characteristics of functional decentralization, which usually does not suffer "waiting for 
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orders", but determines the rights and duties of each member of the system to take 

appropriate measures independently and in accordance with their competencies. The 

protection and rescue system is based on the local level and it should not be considered that 

there is a contradiction between the line component of the organization and the functional 

decentralization in the protection and rescue system. On the contrary, the local and national 

levels are complementary and characterize the essence and peculiarity of protection and 

rescue.  

The presented model of the RACP organization is characterized by vertical centralization, 

given that strategic and other important decisions are made centrally, at the RACP 

headquarters. Namely, a kind of division of duties, competencies and responsibilities were 

performed between the top management at the headquarters of the RACP and the heads of 

regional departments. The top management of the RACP retained the authority to make all 

important and strategic decisions, and the heads of regional departments were delegated the 

authority to make routine operational decisions. 

Within the regional department, there are territorially but not functionally differentiated 

organizational units. Territorial units are represented by municipal and city departments / 

civil protection officers and forces and resources at the local community level while there is 

no functional connection. Regional departments have the function of coordinating local 

organizational units. It is obvious that the process of delegating authority does not stop at the 

level of the regional department, but is still delegated to the level of the local 

community. There is also a certain delegation of authority outside the formal hierarchy, 

ie. horizontal decentralization. Experts who perform standardization and formalization of the 

process are assigned the appropriate authority and they actively participate in the adoption of 

certain regulations that define certain parts of the work process. 

The Republic of Srpska protection and rescue system is a single, centralized organization, of 

a closed type with a strict hierarchy. The organizational scheme is relatively simple, but there 

is no strictly derived principle of one-eldership and subordination to the lowest level. The 

organization itself is set on a territorial and functional principle. This means that the RACP 

operates on the territory of the entire Republic, under the unified administration of the 

Republic Administration, with an emphasis on the subordination of lower organizational 

units to higher ones. The centralized decision-making is supported by the fact that decisions 

on investments, employment and the salary system for all organizational units that are part of 

the Republic Administration are made at the RACP headquarters.  

The protection and rescue system can be characterized, as an organization with a high degree 

of centralization in the vertical direction and a certain decentralization in the horizontal 

direction. However, it should be noted that the protection and rescue system is specific and 

different from some other state systems, and as such must be centrally managed although 

decentrally executed to ensure reliability, coordination, control and flexibility. From the 

point of view of organizational structure, the protection and rescue system could be 

characterized as a model of mixed organization, functional and divisional structure [15].  

4.3. Departmentalization analysys  

Departmentalization or division of an organization into narrower organizational units is the 

activity of managers in the organization to group duties into narrower organizational units 

and define their size. This is the most important activity of organizational design, and the 

number and size of units are the most important parameters of the structure. By grouping 

units, organizational units are created at all levels and thus creates an image of the 

organizational structure expressed through the organizational scheme. Grouping of units is a 
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very important parameter of organizational design because it directly affects the possibilities 

of coordination, and the size of units determines the range of control in the organization. 

Duties in the organization can be grouped into units according to different bases: according 

to the types of duties or functions, such as production, finance, procurement, etc .; according 

to clients; by geographical areas, if the organization carries out activities in a wider 

geographical area outside the headquarters of the organization; according to the types of 

expertise and the degree of qualification. In essence, duties can be grouped according to 

kinship, similarity into rounded wholes we call business functions, or according to the 

subject of the business, which can be a product, customer, market, region, or a particular 

project. Also, the basis for grouping duties can be a combination of function and market, 

where duties are grouped in matrix manner, so that market units are combined with 

functional ones [16]. Departmentalization can be functional, territorial and project. 

In large organizations, where duties are most often grouped according to affinity into 

business functions, functional departmentalization predominates. The achieved level of 

specialization in the organization of the protection and rescue system is not great. Observed 

from the point of view of organizational diversity, the low level of specialization of duties 

and tasks in the organization of the protection and rescue system did not lead to a high 

degree of grouping (departmentalization) of duties related to the protection and rescue 

domain.  

Although organized as a single organizational system, RACP has basic organizational units 

at the headquarters as well as organizational units outside its headquarters - regional 

departments, where it should be emphasized that the horizontal differentiation of 

organizational units RACP, is realized as functional and territorial. At the 

headquarters, horizontal differentiation is only functional because the organizational units 

(regional departments) are formed for the territory of the entire Republic, in order to perform 

tasks in the domain of competence according to the line-territorial principle. Territorial 

organizational units at the coordinating level (regional departments) and at the operational 

level (municipalities / cities) are territorially differentiated and educated to perform all 

activities in a particular territory, with the internal organizational structure of territorial units 

not being further implemented. At the local level, there is a staff (formed as needed), civil 

protection commissioners and general purpose and / or specialized units.   

All areas of work - functions, on the basis of which departments were formed, were 

developed and the division of duties was performed in them (Figure 2). There is a certain 

degree of specialization and differentiation of duties and tasks between functions, 

ie. departments. Functional departmentalization is characteristic of a stable environment in 

which an organization can plan its activities. Organizational units at the headquarters of the 

RACP are not educated on a linear basis, working with the appropriate organizational units 

and the activities of regional organizational units, or so that they perform tasks within their 

scope in the entire area where the administration is competent. 

The organization of the RACP is determined by an internal document on the internal 

organization and systematization of duties in a unique way for the entire administration, 

according to the type of duty and other circumstances relevant to the performance of these 

tasks. The systematization of duties determines the duty in the administration, with the name 

and description of jobs and the number of executors, conditions for performing jobs, range of 

titles, job category, etc. The criteria used in the RACP for grouping jobs (functions) are: 

type, scope, complexity, responsibility, relatedness, connection and other conditions for their 

performance. The organizational structure of the protection and rescue system is conditioned 
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by the scope of work. The starting point for determining the internal structure of the RACP is 

the grouping of identical and mutually similar tasks into one organizational unit – units. 

For the presented model of organizational structure of protection and rescue system, it is 

characteristic that in addition to the functional, it contains elements of matrix structuring 

model, which basically has project teams, small flexible organizational forms, which are 

formed from case to case for certain specific tasks or projects. This model modifies 

traditionally functionally structured organizations by delegating decision-making rights to 

project managers (focused on solving complex and difficult tasks). 

The vertical line oriented to the functions is supplemented by the horizontal line oriented to 

the project (task). The management system is changing in the direction of depersonalization 

of the management function, which consists of experts who have professional competencies, 

vertically for individual functions, and horizontally for individual projects (tasks). The 

existence of "two-line management" is characteristic here. One line refers to "vertical" and 

the other to project (horizontal) management. Executors in this management system are 

subordinated to the manager to whom they belong by workplace (vertical management), and 

at the same time they are subordinated to the manager of the project team in which they 

perform the work task (horizontal management). In this system, vertical managers retain a 

commanding role, while project managers have a more professional, coordinating or 

controlling role, and they are “the first among the equalls” in the framework of the project 

they run. 

Teamwork enables higher productivity, quality and profitability. The matrix model, as a 

representative of the organic design of structuring, enables cooperation within operational 

bodies, work units or teams, as well as better use of resources, especially human 

resources. Integral team management belongs to the managers as project holders, in solving a 

specific task. Employees have two types of responsibilities: towards the head of the 

functional unit and towards the project manager, ie. task solving team. Namely, team 

members have two bosses, at the same time they are responsible to the team leader and the 

functional manager. 

The team leader reports to the organization manager. The organization of the protection and 

rescue system is characterized by the differentiation of the structure according to the 

territorial principle, which results in the formation of regional departments (Figure 2). This 

forms organizational units that have the task of carrying out the assigned tasks and tasks in 

the territory they cover, but, proportionally, the responsibility. Each regional organizational 

unit performs tasks for the territory for which it is in charge, while at the level of 

administration, tasks (functions) are performed whose services are also used by other 

regional units (personnel, financing, ie budgeting, etc.). The internal structure of the regional 

department is differentiated according to the territorial principle. Therefore, with the help of 

divisional elements within the mixed model of the organizational structure of the RACP, the 

territorial coverage of the Republic is achieved. Each regional organizational unit performs 

tasks for the territory for which it is in charge, while at the level of administration, tasks 

(functions) are performed whose services are also used by other regional units (personnel, 

financing, ie budgeting, etc.). The internal structure of the regional department is 

differentiated according to the territorial principle. Therefore, with the help of divisional 

elements within the mixed model of the organizational structure of the RUCZ, the territorial 

coverage of the Republic is achieved.  

The territorial aspect of the structure is based on the so-called model of divergent structure, 

in which organizational units cover a certain territory, and all together the entire territory of 

the Republic of Srpska. As already mentioned, in addition to the headquarters of the 
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administration, tasks and duties within the scope of work of the administration are also 

performed in organizational units outside the headquarters.  

Thus, the organizational model of the protection and rescue system is characterized by a 

relatively high level of departmentalization, which was performed on a functional, territorial 

and project principle. The range of control is the number of individuals responsible to one 

manager, or the number of employees controlled by one manager. The control span of a 

manager can have two forms: narrow or small range of control, medium, balanced or 

appropriate and wide or large span of control, which depends on the number of subordinate 

units and their size (degree of differentiation and integration), ie on the model of the 

structure of an organization [17]. In the observed model of the organizational structure of the 

RACP, the range of control is narrow. 

4.4. Coordination level analysys  

Coordination is a parameter that shows how in an organization, with a more or less 

fragmented structure, the parts are connected as a whole and how the top of the organization 

exercises control over its parts [18]. In other words, this parameter shows what mechanisms 

the management of an organization uses to keep all its parts together and how it provides a 

unique corporate spirit. It can be said that this is the parameter that keeps the organization 

together. Basically, three basic coordination mechanisms are possible: direct control (through 

a hierarchy of authority or chain of command (leadership)); standardization (entrance-

passage-exit); direct communication (between managers and between managers and 

employees) [19]. 

In the presented model of organization of the protection and rescue system of Republic of 

Srpska, coordination is represented through standardization of inputs (knowledge, ability and 

skills), work process and standardization of outputs and through direct control (through 

hierarchy of authority or chain of command). Almost every process is regulated by 

standards. By formalizing the behavior, a high level of self-control and predictability of 

behavior has been achieved, so that in the work processes, ie when performing jobs and 

tasks, RACP members know exactly what is expected of them, ie how they should act and 

how to perform the set tasks.  

Hierarchical control (direct control by senior managers) is also present in the protection and 

rescue system. The essence of this form of coordination is that it provides the flow of 

information (orders) in the downward direction from the organizational top to the operational 

managers and the flow of information about the degree of realization of the given orders, 

from the operational managers to the organizational top. The work of the protection and 

rescue system is extensively and precisely defined by various internal legal documents, and it 

can be concluded that the degree of formalization of the process and behavior of employees 

is very high 

Coordination as a function of management aims to establish harmonious relationships 

between the elements of the system and their activities during the execution of tasks to 

achieve a common goal. In other words, it represents the creation of a relationship in the 

functioning of the protection and rescue system, which achieves harmonization of the 

functioning of its organizational parts during the execution of the task by place, time and the 

engagement of people and material and technical means.  

This model of organizational structure, which is a combination of a functional model with 

elements of division (territorial type) and part of the matrix structure, allows success and 

efficiency not only in a stable and simple environment, but especially in unstable and 

complex conditions. Due to the dynamic environment in which the organization performs its 
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function and activity, organizational structure of protection and rescue system is in process 

of constant changes in order to adopt to the level of complexity and uncertanity in the 

external environment. 

5. CONCLUSION 

The previous analysis showed that in the organizational structure of the protection and rescue 

system of RepubliC of Srpska there is a combined approach in model design: mechanical 

design of the organization which results in functional structure and organic design, which 

results in divisional model (regional/territorial units), as well as elements of matrix model, or 

teamwork. Regardless of the combination, ie introduction of elements of territorial, matrix 

and other models of organization, it is noticed that the best results should be expected by 

combining several models of organizational structure and that the protection and rescue 

system remains true to its traditional model of organizational structure – based on principle 

of unity of command.  

It can be concluded that one of the important preconditions for efficiency in the functioning 

of the protection and rescue system of the Republic of Srpska, is the existence of an adequate 

organizational design, appropriate to the needs and specifics of society, economy and budget 

of the Republic of Srpska, but also the requirements of partnership and cooperation with 

other similar organizations in the region and Europe. Organizational design, therefore, plays 

a significant role in providing a legal, efficient and flexible organization that can adapt to the 

environment and therefore, the organizational structure is one of the success factors of the 

protection and rescue system. 
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Abstract: Protection and rescue is a part of the national security system and an 

integrated form of management and organization of protection and rescue system 

entities in the implementation of preventive and operational measures and execution 

of tasks of protection and rescue of people and goods from natural and other 

disasters, including recovery measures. Modern geopositioning systems are spatially 

oriented, navigation systems intended for the most accurate determination of the 

current position, speed and time of moving objects in a single reference system, on 

land, sea or air. In conjunction with geographic information systems, they enable the 

collection of geographic information, its storage, editing, analysis and display. As a 

result, there is the possibility of forming a unique database, as well as a decision 

support system that integrates spatially referenced data into a problem-solving 

environment. This system could, for example, help planners, in the event of an 

emergency, to easily calculate the time required to respond to an emergency, or 

preventive action. 

Кey words: geopositioning systems, protection and rescue 

1. INTRODUCTION 

The fact is that we live in a time of very rapid progress, but also in a time burdened with 

opposites. Man, as a conscious part of nature, is not satisfied with his current position. He is 

curious, he wants to go into the laws of nature, he wants to use those laws for his everyday 

needs, to reduce his efforts, to meet his needs of different nature: biological, psychological, 

physical and social. Man strives for free thinking and creativity. But, he is a part of the 

society and he valorizes all his aspirations, successes and failures with, at that historical 

moment, valid social criteria. Man is rarely satisfied with what has been achieved. Every 

achieved goal represents a thing for a person, which is self-evident, and the newly set goal is 

what is worth fighting for and making new efforts. Man, therefore, constantly pushes his 

goals and the limits of his desires. The general goals that the social community strives for are 

to ensure the existence of man and increase his well-being. The closer future of the existing 

satellite geopositioning systems is in mutual integration, and further in integration with other 

sensors for collecting all types of data that serve to create information needed for any aspect 

of human life, including protection and rescue in emergency situations. In that way, 

preventive action is provided in situations caused by natural disasters and human activity, or 

remediation of their consequences as much as possible. 

2. PROTECTION AND RESCUE SYSTEM IN EMERGENCY SITUATIONS 

Emergencies, caused by natural disasters or human activities, take many human lives on a 

daily basis and destroy and degrade the environment in various ways, causing great material 
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damage and losses. The risk of disasters exists in every society, because disasters slow down 

the sustainable development of society as a whole, and their occurrence in one region can 

cause damages in another region and vice versa. Disasters are a challenge that shows when, 

how much and in what way society is ready to react. Disasters can be avoided. There are 

ways to reduce risks and limit the consequences of disasters, as well as to increase society's 

resilience to disasters. 

The protection and rescue of the population, material and cultural goods in the Republic of 

Serbia is regulated by a series of acts, of which the Law on Disaster Risk Reduction and 

Emergency Management occupies a central place, as well as: 

 Constitution of the Republic of Serbia, 

 National Security Strategy,  

 The national program of risk management against natural disasters, 

 Action plan for implementation of the national program,  

 National strategy for protection and rescue in emergency situations,  

 instructions, decisions, ordinances and regulations 

The Constitution of the Republic of Serbia [3], Article 24, guarantees every citizen the right 

to life; Article 27, the right to liberty and security; Articles 68 and 69, the right to health and 

social protection; Article 74 regulates the right to a healthy environment, the right to its 

protection, the right to be informed about its condition, while Article 97 regulates and 

provides:   

– „4) defense and security of the Republic of Serbia and its citizens and emergency measures 

”;   

– „9) environmental protection and improvement system; protection and improvement of 

flora and fauna; production, trade and transport of toxic, flammable, explosive, radioactive 

and other dangerous substances ” and 

 – „10) protection of cultural property ”.  

By Articles 188-190. is defined the competence of the municipality to: “4) take care of 

environmental protection, protection from natural and other disasters; protection of cultural 

goods of importance to the municipality”. Article 200 defines the state of emergency: „When 

a public danger threatens the survival of the state or citizens, the National Assembly declares 

a state of emergency. The decision on the state of emergency is valid for a maximum of 90 

days, exceptionally 180 days. By declaring a state of emergency, the National Assembly may 

prescribe measures derogating from the human and minority rights guaranteed by the 

Constitution (in special situations, the Government may also do so by decree, with the co-

signature of the President of the Republic).“. 

The National Security Strategy [2] is the most important strategic document which 

determines the basics of the security policy in protection of national interests of the Republic 

of Serbia; provides an analysis of the environment of Serbia; identifies security challenges, 

risks and threats; determines national interests; determines the goals, basic principles and 

elements of national security policy and defines the structure, principles of functioning and 

responsibilities within the security system. The strategy is the basis for development of 

strategic documents in all areas of social life and the functioning of state bodies and 

institutions, in order to preserve and protect the security of citizens, society and the state. The 

strategy defines twenty-two challenges, risks and threats to the security of the Republic of 

Serbia. Two risks are directly related and affect the security of the population and material 

goods: 1) „Consequences of natural disasters and technical and technological accidents, as 

well as endangering the environment and the health of citizens due to radiological, chemical 

and biological contamination” and 2) „The dangers associated with the occurrence and 
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spread of infectious diseases in humans and infections in animals represent a security risk 

that could become more pronounced in the future”. A significant risk are technological 

accidents in which the effects of hazardous substances can affect not only the territory of the 

Republic of Serbia but also neighboring countries.  

Protection and rescue are carried out by the subjects of civil defense, primarily through 

preventive action and implementation of effective measures and activities for the purpose of 

preserving, protecting and improving the security of citizens, society and the state. 

According to Article 4 of the Law on Emergency Situations [4], the subjects of the protection 

and rescue system are: 1) state administration bodies, bodies of the autonomous province and 

bodies of local self-government units; 2) companies, other legal entities and entrepreneurs; 3) 

citizens, groups of citizens, associations, professional and other organizations. 

Entities referred to in paragraph 1 of this Article shall ensure the construction of a unified 

protection and rescue system on the territory of the Republic of Serbia, in accordance with 

this Law and other regulations, as well as programs, plans and other documents governing 

the organization, development, preparation and use of forces and resources. protection and 

rescue. Entities referred to in paragraph 1 of this Article shall implement preventive 

protection and rescue measures. 

The basic tasks of the protection and rescue system are [4]: 

1) programming and planning of protection and rescue measures and activities;  

2) protection, as a set of preventive measures aimed at strengthening the resilience of the 

community, eliminating possible causes of endangerment, reducing the impact of natural 

disasters, preventing other accidents and, and in the event that they do occur, reducing their 

consequences; 

3) coordination in the establishment, development and implementation of the National 

Strategy for Protection and Rescue; 

4) rescue and assistance, which means operational activities undertaken in order to save 

people, material goods and the environment;  

5) mitigation and elimination of the immediate consequences of natural disasters and other 

accidents, which means measures and activities taken to establish the necessary living 

conditions for citizens in the affected area; 

6) organizing, equipping and training protection and rescue forces; 

7) organizing, equipping and training state bodies, companies, other legal entities and 

entrepreneurs for protection and rescue; 

8) organizing and training citizens for personal, mutual and collective protection; 

9) providing and seeking assistance and cooperation with other countries and international 

organizations; 

10) management, leadership and coordination of subjects and forces of the protection and 

rescue system in emergency situations and 

11) other jobs and tasks of protection and rescue. 

Forces and means from the territory of the local self-government unit are used first in 

protection and rescue. In cases when, due to the extent of the accident, ie endangerment, 

forces and resources from the territory of the local self-government unit are not sufficient to 

protect and save people, material and cultural goods and the environment from disasters 

caused by natural disasters and other accidents, at the request of the Ministry - organizational 

unit responsible for emergency situations, the Ministry of Defense ensures the participation 

of organizational units of the Ministry of Defense, commands, units and institutions of the 

Serbian Army to provide assistance in protection and rescue, in accordance with the law. 

When units of the Serbian Army participate in protection and rescue, they are commanded by 
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their competent officers, in accordance with the decisions of the Emergency Situations 

Headquarters, which manages and coordinates protection and rescue. The Ministry of 

Defense and the Serbian Army do not develop special capacities for engagement in the 

execution of protection and rescue tasks, but in case of need, they support the existing 

capacities to the civilian authorities and holders of protection and rescue operations. 

Logistics support capacities, air forces, engineering formations and ABHO units (atomic-

biological-chemical defense) can be engaged in protection and rescue operations from the 

Ministry of Defense and the Serbian Army. 

Intensive cooperation has been established between international entities and the Ministry of 

Interior, primarily through the exchange of experiences, pointing out best practices, various 

types of education, courses and training, developing donation programs and the like. The 

current scope of conducted trainings cannot adequately meet all the requirements of the 

integrated management, leadership and control system in the field of emergency situations. 

The training system should be expanded, modernized and improved by creating a plan and 

program for further improvement of acquired knowledge. The implementation of trainings 

that strengthen the capacities reduces the insufficient training of those engaged, both for 

reacting in emergency situations, and for defining and applying preventive measures, 

mitigation measures, measures for renewal and remediation of the consequences of 

emergency situations. Also, encouraging non-governmental, non-profit organizations and 

citizens to be educated to act before, during and after emergencies, contributes to the further 

development and improvement of the integrated protection and rescue system. In order to 

develop an integrated protection and rescue system, in addition to the above, it is necessary 

to improve technical innovation and equipment, as well as improve the infrastructure, 

information and technological system with the application of modern technologies and 

standards of the European Union. 

The conducted analysis, which included the area of emergency situations in the Republic of 

Serbia and an overview of the state of natural disasters and other danger situations, obtained 

a document (Annex) in which the following shortcomings of the existing protection and 

rescue system were identified [1]: 

1) institutional-organizational: lack of conditions for consistent application of regulations, 

inadequate organization and implementation of preventive measures, unavailability of 

specialized cadastres, lack of comprehensive risk maps, uneven distribution of response 

services in the Republic of Serbia, non-established system 112, lack of hazardous waste 

management methodology; 

2) material and technical: unsatisfactory level of traffic and other infrastructure, outdated, 

unreliable equipment, means and vehicles of emergency response services, inadequate 

financing of maintenance of protection and rescue systems, lack of specialized vehicles and 

equipment for response to chemical accidents in road, rail and river traffic, insufficient 

number of mobile eco-toxicological units; 

3) cooperation, coordination and availability of information: insufficient coordination 

between the subjects of the protection and rescue system in emergency situations, 

insufficient cooperation between scientific and research institutions and direct users of 

research, insufficient cooperation with non-governmental and private sector, need to improve 

international cooperation; 

4) human resources and education: inadequate professional qualification and technological 

discipline of available human resources, lack of specialized staff, insufficient training of 
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professional staff, unpreparedness and low level of local government capacity, 

underdeveloped culture of prevention
2
. 

There is a need to competent authorities (emergency headquarters and other participants in 

protection and rescue) make decisions within protection and rescue system. Decisions are 

made in conditions of uncertainty and major changes in the situation and lack of information. 

A suitable way to collect information are modern technologies projected in a geographic 

information system (GIS). GIS processes spatial data. Spatial data is information related to 

spatial position. Thus, GIS enables the connection of activities that are spatially connected. 

In addition, GIS integrates spatial and other types of information within a system and thus 

offers a stable framework for spatial analysis and leads to better information management, 

better analysis, scenario development capabilities and increased project efficiency. 

3. SATELLITE GEOPOSITIONING SYSTEMS 

Global Navigation Satellite System (GNSS) is the name for modern geopositioning systems 

that provide geospatial positioning with global coverage. Satellite systems for global 

positioning (location determination) - enable simultaneous and fast determination of three-

dimensional position, speed and direction of movement of objects at any point on the earth's 

surface, as well as the distribution of a unique time. These functions are available to an 

unlimited number of users in all weather conditions, regardless of the time of day or night. 

Today, there are several global positioning systems in use in the world, three of which are 

the most developed and have the widest use. One is the US Ministry of Defense system, 

NAVSTAR GPS, or just GPS, the other is the Russian version of the system for this purpose, 

which is marked GLONASS, and the third is GALILEO, a global navigation satellite system 

developed by the European Space Agency. The first two systems were developed, primarily 

for military purposes, but today their civilian use is very widespread, while the third system, 

the first civilian system, was developed primarily for civilian use. Today, it is common for 

GPS, GLONASS, as well as other realized, planned, or future systems to be called global 

navigation satellite systems. 

Global navigation satellite systems have a wide range of uses, which is why they are used for 

the following activities: navigation, ranging from personal devices for hiking to devices for 

cars, trucks, ships and planes; time transfer and synchronization; location-based services; 

data entry into the geographic information system; search and rescue; locating devices used 

in wildlife management; toll payment; location-based media, etc. 

From many definitions, as one of the most comprehensive, the following could be declared: 

"Global positioning system is a spatially oriented navigation system designed to 

continuously meet the need for more accurate determination of current positions, speed and 

time of moving objects in a single reference system on land, sea or air”. The introduction of 

GNSS has created the conditions for, so far, the most accurate measurement of lengths 

between satellites and earth stations (GNSS receivers on Earth), which can be distributed at a 

distance of up to several thousand kilometers. 

Satellites in space represent reference points with a known position in satellite navigation 

systems. Satellites transmit weak signals received from receivers on Earth, and then calculate 

their position by measuring the distance of the satellite. In order for the system to function 

properly, many control stations and control center that regularly communicates with satellites 

are necessary. Thus, the whole system consists of three segments: the spatial segment, the 

                                                 
2
 The results of the analysis are given in the Annex - Area of Emergency Situations in the 

Republic of Serbia, which is printed with this strategy and is an integral part of it. 
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control segment and the user segment. The global navigation satellite system allows small 

electronic receivers to determine their location (longitude, latitude and altitude), with an 

inaccuracy of several meters, using weather, transmission signals from satellites. Receivers 

calculate the exact time and position that can be used for different purposes, as mentioned 

above. 

4. APPLICATION OF MODERN GEOPOSITIONING SYSTEMS IN THE 

PROTECTION AND RESCUE SYSTEM 

The development and application of satellite navigation systems have reached such a degree 

that they are into all spheres of the economy of developed countries, becoming one of the 

biggest drivers of their development. These systems will provide greater safety and 

efficiency in all modes of transport. It will enable an increase in economic prosperity, 

progress in industry and an overall improvement in the quality of life. The range of possible 

applications of satellite navigation systems is immeasurably wide. Satellite navigation will 

become an interesting innovation in all spheres of life, research, transport organization, 

monitoring of structures and different types of automation. The system will greatly facilitate 

the organization of air, sea, road and rail transport. Transport control requires high 

positioning accuracy, reliability and integrity of this information. These requirements will be 

met by a complex positioning system consisting of a combination of global satellite 

navigation system with other sensors. The efficiency, safety, continuity and accessibility of 

sea transport is of great importance. The systems will be used in all phases of sea navigation: 

at sea, when docking and maneuvering ships in the port in all weather conditions. Air 

transport is getting denser every day, and the airspace is getting smaller, which presents 

difficulties in managing air transport. With the help of satellite navigation systems, pilots and 

flight controllers will be able to determine the position of the aircraft accurately and reliably 

enough, which will enable denser and safer air transport and ease of landing and take-off. So, 

in aviation, the sophisticated application of satellite navigation systems and other electronic 

devices will enable in-flight navigation, approach and landing of planes, collision avoidance 

and early warning of the crew in case of deviation from the course. Global satellite 

navigation systems will enable the monitoring of the movement of hazardous substances 

(radioactive waste, oil, etc.) and will improve many specialized services (rescue services). 

A large segment of risk lies in the possibility of a chemical accident occurring during the 

transport of a dangerous substance or group of substances from one location to another, and 

thus uncontrolled emissions of toxic, flammable or explosive, chemical substances. In this 

complex area, whose ultimate goal is fast, complete and efficient action in preventing and 

neutralizing the consequences of contamination of hazardous substances during transport, the 

inevitable part is the implementation of modern navigation satellite systems and 

geoinformation technologies. The probability of chemical accidents during the transport of 

hazardous substances is not small, especially if we take into account the obsolescence of the 

technological process in the chemical industry and the depletion of resources for storage and 

protection of hazardous substances. On the other hand, our country belongs to the transit 

countries and because of that, the traffic of dangerous goods on the international road 

corridors has increased. Chemical accidents occur suddenly and often in unpredictable 

places, and therefore the speed of action and the way of engaging work teams is the most 

important factor in repairing the consequences of the accident. The advantages of using these 

technologies can be identified through: fast and secure delivery of data on the potential 

location of the accident using a global positioning system, rapid assessment of the effects of 

contaminants by combination of mathematical models within the geoinformation 

environment and by informing subjects about the data and coordinating their action using the 

GPRS
3 

communication service. Therefore, the application of satellite navigation systems is 
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particularly suitable, because in a short period of time it gives an approximate assessment of 

the situation, on the basis of which certain measures can be taken to protect the population, 

material resources and the environment. 

There is no unique number in the Republic of Serbia that citizens can call in emergencies, 

but each of the emergency services has its own number and dispatch center (192 - police, 193 

- firefighters, 194 - ambulance), whose coordination is insufficiently efficient. Also, the 

caller identification/location system is not functional (which makes it difficult for emergency 

services to respond quickly) and is not a well-developed database for monitoring all hazards, 

events, emergencies and disasters. The introduction of the universal system "Number 112 for 

emergency calls" in Serbia will provide coordinated, fast and efficient intervention and 

assistance in emergencies and disasters, in full accordance with the standards and practices 

present in the countries of the European Union. "Emergency number 112" is a system that 

includes developed operational procedures, technical equipment, increased operational 

readiness and trained staff, in accordance with European standards. This system, based on 

GPS technology, allows operators to see on the screen where the call is coming from and 

which unit can provide help the fastest. A database of all events, dangers, catastrophes and 

crises will also be formed. The system for notification, early warning and alerting in the 

Republic of Serbia will be improved and the process of decision-making and determining the 

execution of tasks will be coordinated. The Government has established the Budget Fund for 

emergency situations in order to provide additional funds to finance the preparation for the 

implementation and development of programs, projects and other activities in the field of 

emergency situations. It is enabled to finance projects that go beyond the regular distribution 

of funds, and which contribute to the improvement of the integrated protection and rescue 

system. 

5. CONCLUSION 

Uncontrolled consumption of natural resources and endangerment of the environment has 

already reached serious proportions. This primarily refers to excessive exploitation of forests, 

uncontrolled disposal of energy potentials, arable land and sources of drinking water, air 

pollution, watercourses and land and uncontrolled waste disposal. In addition to irreparable 

material damage, such actions cause unfavorable changes in the macro and micro climate 

and seriously endanger the right of people to live in a healthy environment. The 

consequences of natural disasters and technical and technological accidents, as well as 

endangering the environment and the health of citizens due to radiological, chemical and 

biological contamination, are constant security risks for the Republic of Serbia, its 

population and material goods. Significant risk are technological accidents in which the 

effects of hazardous substances can affect not only the territory of the Republic of Serbia but 

also neighboring countries. The environment is additionally endangered by facilities with a 

high degree of risk in the countries of the region, as well as commercial facilities with 

technology that does not meet international environmental standards. 

The newly formed system of protection and rescue is adapted to real needs and can, finally, 

respond to all challenges and risks that the population may face, creates conditions for more 

efficient protection of life, health and property of citizens and preservation of the 

environment. Concentration of related jobs and services was performed, competence and 

specialization were specified, as well as economical and rational use of existing available 

resources. The system is rational, decentralized, useful, adaptable and corresponds to the real 

needs and possibilities of the Republic of Serbia. This is required by laws and bylaws. If all 

activities are implemented, with the application of modern navigation systems, the risk to the 

safety of the population is reduced to a minimum. However, there are many problems in the 
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formation of the system, such as the lack of material and financial resources at all levels of 

organization (from public administration to citizens), but most of the problems are related to 

the aforementioned shortcomings of the National Protection and Rescue Strategy. 
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Abstract: The main function of the power system is the continuous supply of 

electricity, and the condition of energy facilities is one of the important factors of its 

functionality. This paper presents the classification of power transformer station by 

voltage level, type of building on which or in which transformers are located and the 

construction period, and presents a database for further research in order to develop 

a methodology for inspection, risk assessment and maintenance. 
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1. INTRODUCTION  

The basic power system function is continuing supply of consumers with electric power of 

adequate quality, and it comprises three basic parts: electric power production, transmission, 

and distribution. Any defect of any of these sub-systems diminishes the renewal capability or 

completely hampers the performance of the basic power system function.  

Electricity grid comprises lines and transformer stations which are interrelated and used for 

power transmission and distribution from power plants to consumer area i.e. end consumers. 
[1] The grid which ensures power transport from a production centre to a consumption centre 

is called transmission grid, and power distribution from the consumption centre to consumers 

is performed through distribution grid.  

The basic transmission grid elements include input transformers for voltage rise, transfer 

lines constructed as power lines, and step-down transformers for voltage reduction. The most 

frequent voltages in the transmission grid include 440 kV, 220 kV, and 110 kV. The 

transmission grid supplies multiple distribution grids. Distribution grid comprises the system 

of the lines and transformer stations which are interrelated and are used for supplying urban, 

rural, residential, commercial, industrial, and other types of consumers. The distribution 

system uses high, medium, and low voltages. 

In the Republic of Serbia, power production and distribution are concentrated within 

company EPS, and power transmission is concentrated within company EMS. 

The Republic of Serbia power distribution system is under the competence of Company for 

Power Distribution “EPS Distribucija” d.o.o. Beograd, established on 01 July 2015, as a part 

of Public Company “Elektroprivreda Srbije”. Electric power distribution company “EPS 

Distribucija” d.o.o. Beograd has the role of single Distribution System Operator (DSO). 

EPS Distribucija performs the power distribution activity through 33 branches, allocated at 5 

distribution districts: Novi Sad DD, Belgrade DD, Kraljevo DD, Nis DD, and Kragujevac 

DD.  
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This paper analyses the Novi Sad DD performing the power distribution activity through 7 

branches (Novi Sad PD, Subotica PD, Pančevo PD, Zrenjanin PD, Sombor PD Ruma PD, 

Sremska Mitrovica PD). 

 

Figure 1: Novi Sad distribution district 

In order for the power supply to be as reliable as possible, the condition of the power 

facilities must be taken into consideration. Unless there is an investment in the maintenance 

of these facilities on a regular basis, any defects, which may occur as the consequence of 

errors in the stage of designing or executing the construction works, and any damages which 

may occur as the consequence of incidents, mechanical impact, chemical aggression, 

physical impacts (e.g. earthquake, explosion, bombardment, overcurrent, fire, corrosion, 

frost, friction, etc.) [2], significantly affect the facility durability and usability. Damages in 

the facilities of the power system result in the increase in the risk of the occurrence of 

hazards, and potential consequences may be considered from several aspects: damages of 

facilities themselves, lack of power supply, environment pollution (oil leak from power 

transformer unless the facility has ecological oil sewer, fire, noise), etc. 

Regarding the analysis of hazard occurrence impact, depending on the power transformer 

station types, the following may be stated:  

 the power transformer stations of higher voltage level of 110/x kV and 35/x kV 

supply far higher number of consumers than the power transformer stations of lower 

voltage level 20(10)/0.4 kV. Accordingly, in the event of an occurrence of a high 

scale hazards (earthquake, floods, fires, explosions...), they would result in the most 

difficult consequences – they could affect peoples’ lives and environment, cause 

high material damages in the facility and the facilities around it, and result in the 

power supply disruption for a longer time period. In the power transformer stations 

of higher voltage level, the power transformers are located outside a facility, and 

unless such facilities have an ecological oil sewer system, there is a threat of 

environment pollution due to power transformer oil leakage. 

 In the power transformer stations of lower voltage level of 20(10)/0.4 kV, the 

consequences resulting from a large scale hazard are lower relative to the 

transformer stations od higher voltage level with regards to the material damage and 

power supply disruption, because they supply lower number of consumers, but, 

human lives may be affected and environment may be polluted, to a high extent, 

since they are provided for populated areas. The power transformer stations of all 

voltage levels are exposed to the effect of the atmospherics (rain, snow, ice...). These 
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outer impacts, the characteristics of the material a facility is built of, facility age, and 

the facility structure condition have a high impact to the facility (useful) life. 

2. POWER TRANFORER STATION TYPES 

An electric facility with one or several power transformers is called a power transformer 

station. Lines (aerial and underground) enter and exit a power transformer station for the 

purpose of supplying consumers and transformer station itself. Electric facilities may also be 

installed in buildings and in the open area, and they may be cased. Medium voltage, air 

insulated, open facilities and metal cased plants are installed in concrete, tin, or masonry 

facilities. High voltage, air insulated plants are installed in the open area, and, in particular 

cases, when they are of smaller dimensions, they may be installed in a building. 

2.1. 110/X kV Power Transformer Stations 

110/X kV power transformer stations are intended for the power distribution in cities and 

industrial areas. In sense of construction, there are several standard solutions of these power 

transformer stations - multi-floor or ground floor facilities in which a low voltage facility is 

located, and a high voltage facility and power transformer are located outside the building. 

110/X kV power transformer stations are, based on the number of the lines reaching it and 

the number of power transformers provided for, divided into: antenna, transient, node, and 

urban power transformer stations. 

Figure 2a) presents a standard solution of 110/x power transformer station building, and 

figure 2b) presents a standard high voltage, 110/x power transformer station facility.  

 

  
Figure 2: Standard solution of 110/x transformer station, a) PTS building, b) PTS facility 

2.2. 35/X kV Power Transformer Stations 

35/x power transformer stations are intended for the power distribution in cities and 

industrial facilities. The Novi Sad DD has 59 power transformer stations of this voltage 

level, constructed based on several standard solutions. Figure 3 presents the 35/x power 

transformer station type which is the most prevailing in this distribution area.  

The power transformer stations of this voltage level are not constructed any more. The 

reason is that the termination of 35/10 kV voltage transformation has been planned for a 

longer number of years, and transfer to single 20 kV medium voltage is planned. 

 

 
Figure 3: 35/X kV power transformer station standard solution 
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2.3. 20/0.4 kV and 10/0.4 kV Power Transformer Stations 

20/0.4 V and 10/0.4 kV power transformer stations are intended for power distribution in 

settlements, industrial facilities, construction sites. These power transformer stations are 

constructed as prefabricated concrete (PCPTS), masonry (MPTS), tin (TPTS), column 

(CPTS), bricked in the existing facility (BIPTS) or compact concrete (CCPTS) power 

transformer stations. Based on the method of connection towards medium voltage side, such 

power transformer stations may be terminal or transient. 

 

A prefabricated concrete power transformer station is the facility which is assembled at spot 

using reinforced concrete prefabricated elements. Since the construction (assembly) of these 

standard transformer stations is exceptionally fast, it is rather demanded nowadays, and due 

to lower facility dimensions and prefabricated elements, the maintenance thereof is 

simplified. 

The below presented standard solutions are constructed in the Novi Sad distribution district: 

EV 11, EV 21, EV 41. The difference among these facilities is reflected both in the number 

and layout of the prefabricated elements (Figure 4)  

 

   
Figure 4: Prefabricated concrete power transformer stations a) EV 11 TYPE, b) 

EV21 TYPE, c) EV41 TYPE 

Masonry power transformer stations are built in urban and rural areas as a self-supporting 

facility with underground structures in which a power transformer and electric power 

equipment are located (Figure 5a). 

Tin power transformer station is, most often, intended for power distribution in settlements, 

industrial facilities, and construction sites. Power transformer and its complete 

accompanying equipment are located in a tin metal casing (figure 6). Due to expensive 

maintenance, tin power transformer stations are not further constructed. Majority of the tin 

power transformer stations have been replaced with prefabricated concrete power 

transformer stations or compact power transformer stations. 

a)  b)   

Figure 5: Masonry power transformer station a) Masonry 

PTS, b) Tower 

Figure 6: Tin power 

transformer station 

Column power transformer station is intended for the distribution of power to consumers in 

villages, suburbs, construction sites, agricultural holdings, and other consumers for 10/0.4 

kV and 20/0.4 kV voltage levels. It is constructed in two versions: column power transformer 

station on steel lattice mast (Figure 7a) and portal column power transformer station (Figure 
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7b). Column power transformer station occupies a large area, it is easily installed and simply 

assembled and maintained. Construction of this power transformer station type does not 

require much earthwork. 

 

  

Figure 7: Column power transformer stations a) steel lattice mast structure, 

b) steel portal structure 

 

Compact concrete power transformer stations (Figure 8) are intended for power distribution 

in urban areas. In the Novi Sad DD, the construction thereof started 15 years ago. These 

power transformer stations replaced a high number of masonry power transformer stations - 

towers and old tin power transformer stations. The advantage of these power transformer 

stations is that they occupy a small area and they easily fit the environment. Complete power 

transformer station - building, transformer, and complete power equipment is set up in a 

workshop and subsequently transported to the installation site and installed in previously 

made excavation. 

 

 
Figure 8: Compact concrete power transformer station 

Distribution power transformer station includes the equipment, which may, if it is incorrectly 

installed, affect the environment of nearby population in the event of noise or fire. Because 

of that, it is implemented as a separate facility, and only in particular cases, including the 

approval by urban planning authority of relevant public administration, it is installed in a 

residential, commercial building or in building of other purpose. A power transformer station 

installed in an existing facility is called bricked-in power transformer station (BIPTS). 

3. OVERVIEW OF THE NOVI SAD DA POWER TRANSFORMER 

STATIONS 

The benchmark presentation of the power transformer stations in the Novi Sad area is 

presented in table 1. The table presents the power transformer stations by voltage level, 

facility type, and construction period. 
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Table 1:Number of the power transformer stations in the Novi Sad DD by branch - overview 

by voltage level, facility type, and construction period (until 31 December 2019) [3]  

PD 
Constructi

on period 

110/x 

kV 

35/x 

kV 
20(10)/0.4 kV 

MPTS MPTS 
PCPT

S 

MP

TS 

TPT

S 

CPT

S 

CCPT

S 
BIPTS 

NS 

2020-2006 2 0 322 20 0 193 25 14 

2005-1991 2 0 207 12 3 161 1 7 

1990-1971 8 6 285 124 3 120 0 19 

≤1970 3 13 30 153 6 136 0 19 

ΣNS  15 19 844 309 12 610 26 59 

SU 

2020-2006 0 0 69 5 0 155 15 0 

2005-1991 1 0 61 13 0 153 0 0 

1990-1971 8 3 238 64 0 529 0 0 

≤1970 2 4 0 45 0 133 0 0 

ΣSU  11 7 368 127 0 970 15 0 

PA 

2020-2006 1 0 68 1 0 139 29 4 

2005-1991 0 0 43 3 2 100 0 2 

1990-1971 7 2 150 95 1 270 0 19 

≤1970 1 6 7 108 3 46 0 14 

ΣPA  9 8 268 207 6 555 29 39 

ZR 

2020-2006 0 1 46 6 0 70 3 1 

2005-1991 1 1 25 6 0 103 1 3 

1990-1971 5 2 128 75 0 295 0 6 

≤1970 2 13 12 205 0 53 0 8 

ΣZR  8 17 211 292 0 521 4 18 

SO 

2020-2006 0 0 28 2 0 149 4 1 

2005-1991 0 0 24 7 1 181 0 0 

1990-1971 7 0 161 53 2 295 0 3 

≤1970 1 0 0 99 1 96 0 4 

ΣSO  8 0 213 161 4 721 4 8 

RU 

2020-2006 2 0 72 2 0 146 9 1 

2005-1991 1 0 17 1 0 177 0 0 

1990-1971 4 0 130 19 0 250 0 4 

≤1970 1 1 6 26 2 57 0 2 

ΣRU  7 1 225 48 2 630 9 7 

SM 

2020-2006 0 0 13 0 0 51 0 0 

2005-1991 0 0 21 2 0 55 0 0 

1990-1971 2 0 73 18 0 103 0 6 

≤1970 1 5 4 18 0 33 0 4 

ΣSM  3 5 111 38 0 242 0 10 

Total 

2020-2006 5 1 618 36 0 903 85 21 

2005-1991 5 1 398 44 6 930 2 12 

1990-1971 41 13 1165 448 6 1862 0 57 

<1970 11 42 59 654 12 554 0 51 

ΣDA   62 57 
2240 1182 24 4249 89 141 

7923 

Based on the results presented in table 1, the following may be seen: 

 The 10/x kV voltage level power transformer stations account for 0.8%, the 35/x kV 

power transformer stations account for 0.7%, and the 20(10)/0.4 kV voltage level 
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transformer stations account for 98.5% of the total number of the power transformer 

stations in the Novi Sad distribution area. 

 MPTS account for 16.18%, PCPTS 27.85%, TPTS 0.30%, CPTS 52.84%, CCPTS 

1.08%, and BIPTS account for 1.75% of the total number of the power transformer 

stations in the Novi Sad area. 

 The age of the majority of the 110/x power transformer stations (66.13%) is between 

1971-1990, while the age of over 50 years of the power transformer stations amounts 

to 17.74% of the total number of the power transformer stations of this voltage level.  

 The 35x kV facilities were mostly built in the period older than the year of 1970 

(73.68%), which does not exclude the construction thereof in some later period, but 

in a relatively low number (26.32%). The consequence thereof is the transformation 

transition from 110/35 kV to 110/20 kV. In the past 30 years, only 3.51% of the total 

number of the power transformer stations of this voltage level was constructed.  

 The expansion of the prefabricated concrete power transformer station was in the 

period from 1971 to 1990. A high number of these power transformer stations is over 

30 years old - 54.64% of the total number. These power transformer stations are, 

because of their construction method and characteristics, also, very presented 

nowadays - 27.59% of the total number was built in the past 15 years. 

 The number of the 20/0.4 kV and 10/0.4 kV masonry power transformer stations 

significantly decreased in the past 30 years which is seen in the fall in the percentage 

- 6.77% of the total number of these power transformer stations.  

 Out of the total number of the tin power transformer stations, 75% is more than 30 

years old.  

 The column power transformer stations are, like the PCPTS, present even today. The 

majority of these power transformer stations was constructed in the period 1971-

1990 - 43.82% of the total number CPTS. 

 All compact concrete power transformer stations were constructed in the past 15 

years.  

 The majority of the bricked-in power transformer stations are over 30 years old 

which amounts to 76.60% in percentage out of the total number of the power 

transformer stations of this type. 

The average age for the transformer stations by voltage level is as follows: 

 110/x kV: the average age amounts to 39.34 years, whereby the average age at the 

PD NS and PD RU is lower (38.47 and 30.38 years, respectively), while the average 

age at other distributions is higher (PD SU 41.45 years, PD PA 42.44 years, PD ZR 

40.25 years, PD SO 40.63 years, PD SM 44.67 years). 

 35/x kV: the average age amounts to 50.37 years, whereby the average age at the PD 

ZR is lower (45.35 years), while the average age at other distributions is higher (PD 

NS 51.32, PD SU 52.43 years, PD PA 52.13 years, PD ZR 45.35 years, PD RU 51 

years, PD SM 58.0 years). 

 20(10)/0.4 kV: the average age amounts to 32.98 years, whereby the average age of 

the PD NS and PD RU is lower (29.82 and 29.08 years, respectively), while the 

average age at other distributions is higher (PD PA 33.46 years, PD SM 33.31 years, 

PD SO 34.52 years, PD SU 34.35 years, PD ZR 37.79 years.)  

4.  CONCLUSION 

In order for the power supply to be as reliable as possible, the condition of the power 

facilities must be taken into consideration. Depending on the facility age i.e. year of 

construction and condition, the functionality thereof may be affected in time. The percentage 
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of the power transformer stations older than 50 is high, due to which the grounds that various 

big and small damages are expected in them are realistic. The issue of the review and 

assessment of the condition of the power transformer station facilities, as well as other 

facilities of the power system is, to some extent, set out in the rulebooks ([4], [5], etc.). 

However, since the average age of the facilities is over 40 years, it could be expected that the 

issues which are the consequence of facility deterioration will be increasingly frequent which 

reflects to the significant of preventive activities.  

This paper presents the division of the power transformer stations by the voltage level and 

building type in which the power transformers are located and the period of construction of 

these facilities and presents the inputs for the analysis with a view to creating of the 

methodology for the overview, risk assessment, and method of the power transformer station 

maintenance. 
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Abstract: Many factors contribute to maintaining the safe living of the population in a 

certain territory. Sudden and complex phenomena aimed at violating security 

represent a kind of test of the ability to react and adapt. Depending on the scientific 

and professional assessment of society's exposure to certain threats, preparations for 

response can be theoretical and experiential. Responsibility, readiness and the ability 

to adapt become imperative properties of the human security factor, and coherence 

and multidisciplinarity are the basic features of response in the context of security. 

Prevention and deterrence, as parameters of the security situation, increasingly 

reflect the unwillingness of society to preserve and improve the security situation. As 

it is impossible to predict all carriers of security threats, the scope of preventive 

action implies much more than targeted preparations for responding to a specific 

security threat. Preventive action in the function of preserving security has several 

dimensions, and the exploration of each one individually provides a deeper insight 

into the importance of society's readiness to react. 

Keywords: prevention, the human factor of safety, accountability, readiness and 

adaptation’ 

1. INTRODUCTION 

Preventive action, in the majority of cases, arises from catastrophes and accidents to which 

humanity was not ready to respond. The consequences suffered in tangible and intangible 

form, and above all the caused losses of human lives, are the initiators of changes so that 

similar scenarios would not be unprepared again. Slightly rarer, but also significant 

important forms of preventive action are the result of timely detection of security problems, 

responsible response and raising the level of readiness of the entire society to face the threat. 

Because the degree of vulnerability of the society to a certain danger affects how, when and 

what measures of preventive action will be taken. 

The terms used as synonyms for the notion of prevention are preparation, reduction and 

recovery. However, in order to avoid a certain danger or reduce its consequences, the 

readiness of society plays a key role, contained in strategic commitments, legislative 

provisions, institutional frameworks and developed awareness of each individual about the 

importance of recognizing dangers and contributing to life, safety and health. 

Human security is prevention-oriented and requires a dual focus on protection and 

empowerment [1]. The authors accept the view that there is no universal methodology for 

implementing prevention. Why it is necessary to react preventively, how countries give 

experiential examples to others by dealing with dangers and how important it is to recognize 

the necessity of preventive action in strategic documents, is analyzed in the continuation of 

this work. 
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2. CULTURE OF PREVENTION 

For prevention (lat. praevenire), it self can be freely said that it can be present in those areas 

of society which are directly related to the protection and preservation of human lives. From 

the traditional field of action in medical field, veterinary medicine and all biological sciences 

in general, prevention is increasingly becoming the primary sphere of confronting the 

opinions of the scientific and professional public in the field of safety. In order to avoid 

undesirable outcomes or to minimize them, prevention, in the field of security, was originally 

engage by exact sciences (psychology, sociology, pedagogy, etc.) in order to reduce various 

types of deviant behavior in population. Forasmuch in mind that the causes of violence do 

not mean only individuals or smaller groups, and in order to prevent the emergence or 

escalation of conflicts between countries, preventive action has begun to initiate the action of 

all capacities and resources at the national level, and even involve regional and global actors. 

with theoretical and experiential proposals in the field of economics, politics, diplomacy and 

other spheres. The necessity of coordinated engagement of all available potentials has been 

confirmed by almost every country on the planet when dealing with natural and technical-

technological disasters. From that aspect, prevention is the first step of action in the field of 

security, which avoids the occurrence of a catastrophe in a timely manner or reduces it to a 

minimum. 

According to some authors, four elements can be identified in security: assessment, 

protection, detection and response. Assessment is a preparation for the implementation of the 

other three elements. Protection is protection and involves the application of measures to 

reduce the possibility of endangerment. Detection is the process of identifying security 

challenges, risks and threats, while response is the process of eliminating the consequences 

and restoring normal functioning [9]. Prevention means all those actions that lead to early 

detection of security challenges, prevention and protection from them, and therefore all four 

elements can be observed within it. As a set of measures and activities derived from the 

scientific understanding of consistent and changing system weaknesses, the ability to predict 

in time or experience in dealing with the consequences of security risks and threats, 

prevention becomes an integral part of every area of vital interest to the state and society. 

The classification of prevention in the field of safety, based on the field of medicine, refers 

to: primary, secondary and tertiary. Primary prevention would identify the assumptions, 

conditions and causes of phenomena or phenomena that lead or may lead to the creation of 

disasters, as well as the elements of their elimination. Secondary prevention involves 

activities that create the preconditions for early detection of conditions that can lead to the 

declaration of disasters, thus increasing the possibilities for timely interventions that can 

prevent the progression, deepening and spread of conditions or causes, but also reduce the 

impact on population, environment and material goods. Tertiary prevention means taking 

measures and activities that seek to avoid the repetition of conditions and causes of disasters 

or deepening and complicating those conditions that would lead to even greater 

consequences, as well as creating conditions for recovery from the consequences [3]. 

The concept of prevention of security threats above all implies and requires coordinated 

activities aimed at preventing phenomena that are not in accordance with the legislation, and 

in their essence harm citizens, social groups or society as a whole [1]. Therefore, in the 

function of building trust and strengthening security, the culture of prevention is built and 

promoted through institutions responsible for preventing the endangerment of human lives 

and repairing the consequences of accidents and catastrophes. 

 



94 

 

3. CORRELATION BETWEEN PREVENTIVE ACTION MEASURES AND 

DISASTERS 

Although sometimes security challenges and risks are stopped by preventive action, which is 

somewhat the case with conflicts, such as disasters caused by nature, technical and 

technological accidents and other security problems, prevention is proving to be the initial 

reaction. The preventive function of security can be reported in relation to the sources of 

endangerment, which are most often classified as social, natural and technical-technological. 

The International Disaster Database shows the general diversification of disasters into natural 

and technological ones. Within natural disasters, further divisions have been established into 

geophysical (earthquakes, massive earth movements and volcanic activities), meteorological 

(extreme temperatures, fog, storm), hydrological (floods, landslides, wave movements), 

climatological (drought, glacial lake outflow, fires), biological (epidemics, insect infections, 

animal accidents) and cosmic catastrophes. Technological accidents are divided into 

industrial (chemical spills, ruins, explosions, fires, gas leaks, poisoning, radiation, oil spills, 

etc.), transport (air, road, rail and water transport) and other accidents [5]. 

In addition to understanding the diversification of disasters, it is important to know the 

characteristics of the community prone to endangerment. Each community is unique and has 

its own local needs, experiences, resources and ideas regarding prevention, protection and 

response mechanisms and recovery from different types of disorders [6]. Depending on the 

ability to detect security challenges and risks, the preparation for the deployment of available 

capacities, the readiness to react and the intensity of exposure to a certain danger, states will 

show different degrees of vulnerability. For example, if we compare the consequences of 

earthquakes in three countries, the Republic of Haiti (2010), the Republic of Chile (2010) 

and New Zealand (2011), we can see drastic differences in the consequences. In the Republic 

of Haiti, the earthquake caused 222,517 deaths, 486 people were killed in the Republic of 

Chile, and in New Zealand the consequences of the earthquake were reduced to material 

destruction [4]. Preventive measures implemented through strict building regulations, regular 

control of law enforcement and implementation of activities based on the experience gained 

from dealing with the previously suffered consequences of the earthquake, reduced losses in 

New Zealand to a minimum while preserving human lives. 

In order to define appropriate prevention programs, it is necessary to critically consider and 

analyze the security problem, and due to the need, its correlation with other challenges and 

risks. Then include other factors in the analysis, such as frequency of occurrence, expected 

occurrence and duration, temporal and spatial determinants of manifestation, possible or 

suffered consequences, as well as available response capacities. 

Various state or civil structures are prepared through action plans and programs for action in 

case of emergencies or state of emergency. The construction of quality prevention programs, 

as an imperative, imposes the need for more intensive and extensive activities not only of 

official departments, but also of non-state entities. Public and private investment in disaster 

prevention and reduction, through structural and non-structural measures, is essential to 

improving the economic, social and health status and culture of resilience of people, 

communities, countries and the environment [6]. Including a number of measures and 

procedures of employees, preventive action is reflected in regular preparations through 

various types of training and exercises of members of the forces and bodies of the Ministry 

of Interior, bodies and units of the Emergency Management Sector, then commands and units 

of the Serbian Army, intelligence and security services, border police, communal police, 

physical and technical security services and others, in order to be trained and ready for 

timely engagement in the function of protection and rescue of the population and critical 
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infrastructure. In the prevention of security challenges and risks, as well as the elimination of 

the consequences of security threats, humanitarian and voluntary organizations have an 

important place and role, such as the Serbian Red Cross, the Serbian Amateur Radio 

Association, voluntary fire brigades, the Mountain Rescue Service and others which perform 

protection and rescue from accidents and catastrophes by carrying out permanent or 

occasional actions. In the event of a catastrophe or event on the basis of which an emergency 

situation can be declared, every person has a moral duty to help and provide assistance. 

Regardless of the humanitarian and civilizational character of individuals, society or the 

state, this is not enough, because without organized action it is difficult to expect that the 

desired success will be achieved [3]. 

The answer to the expected question of how modern society manages the supervision and 

prevention of security-threatening phenomena can by no means be universal. The sources of 

information and data on which the answers are based come from research in relevant 

sciences, consultations with key organizations dealing with disaster prevention, preparation, 

planning and response and recovery, as well as comparisons of leading international 

approaches [2]. In a word, prevention refers to all measures, activities and actions that the 

state and society are ready and able to take in order to avoid and reduce the challenges and 

risks of a specific form of threat. 

4. PREVENTION IN STRATEGIC DEFINITIONS OF THE REPUBLIC OF 

SERBIA 

Counties base their strategic commitments on the analysis of the security environment, the 

emphasis on national interests, the identification of latent and manifest security challenges, 

risks and threats, as well as the optimal way to achieve security and defense. A dynamic, 

subject to change and, above all, unpredictable security environment, the emphasis is on the 

ability to react in a timely manner, adapt and survive in the changed living conditions. In 

such conditions, only with the joint engagement of all subjects of society and the state, 

security risks and threats can be overcome, and national interests can be preserved and 

strengthened. As it is highlighted in strategic commitments of the Republic of Serbia, within 

the national security system, comprehensive and harmonized management and action in the 

execution of tasks and tasks is provided in order to prevent, mitigate and neutralize security 

challenges, risks and threats and eliminate the consequences of their manifestation [7]. The 

national security system, based on management and executive work, is guided by the 

principles of functioning, which include prevention. By realizing the principles of 

prevention, the national security system envisages and acts proactively in order to prevent 

the emergence of challenges, risks and threats to the security of the Republic of Serbia [7]. It 

is the executive part of the national security system that, through its preventive action, 

efficient response and elimination of the consequences of endangering security, ensures the 

preservation of national values and the protection and realization of national interests [7]. 

However, the governing part, ie the National Assembly, the President of the Republic, the 

Government and the National Security Council, create preconditions for preventive action of 

the executive system, ie timely response of the defense system, internal security system, 

security intelligence system and other entities important for national security. Preventive 

response, basically recognized from the aspect of protection from natural disasters, technical-

technological accidents and catastrophes, is most represented in the realization of the 

national interest in preserving the environment and resources of the Republic of Serbia, 

although its importance is not negligible in the realization of other national interests. 

Preventive response is one of a number of necessary measures to achieve the objectives of 

monitoring, assessing, planning and taking measures to mitigate the effects of climate 
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change, flood and fire protection, improve environmental quality, efficient hazardous waste 

management and improve resource management capabilities. 

In achieving the primary defense interest of the Republic of Serbia, ie the protection of 

sovereignty, independence and territorial integrity, it is necessary to achieve the goal of 

timely detection and prevention of security challenges, risks and threats. In order to timely 

detect and prevent challenges, risks and threats to the security of the Republic of Serbia, the 

capacity and capacities of the security intelligence system will be improved [8]. But the 

realization of this goal is recognized through the cooperation of all competent state bodies, 

cooperation with other states and international organizations, as well as active participation 

in the work of regional and other international organizations in the field of security and 

defense. Also, in the realization of the interests of protection of the security of the Republic 

of Serbia and its citizens, the importance of prevention, timely and effective response to 

emergency situations has been confirmed through strategic commitments. In this regard, it 

seeks to ensure the functional integration of services of interest for protection and rescue and 

emergency management and the construction of public alarm systems in the territory of the 

Republic of Serbia; continuous training of emergency headquarters and the population to 

perform protection and rescue operations; as well as active cooperation with international 

organizations in the field of protection and rescue of the population. The Republic of Serbia 

is determined to actively participate in international activities for the prevention of crises 

caused by natural disasters and the elimination of damage caused to the region and the world 

[8].  

The national interest, the improvement of national security and defense through the process 

of European integration, is achieved by reaching the required level of ability to participate in 

civilian missions of the Common Security and Defense Policy of the European Union. The 

engagement of civilian experts of the Republic of Serbia in civilian missions of the Common 

Security and Defense Policy on conflict prevention, support for institution building and post-

conflict stabilization, security sector reform, establishment and strengthening of the rule of 

law, protection of human rights, mediation, support of economic reconstruction and other 

aspects of engagement in civilian missions [8]. By participating in the prevention of conflicts 

whose background is colored by armed action, the multiple dimension of the importance of 

preventing security challenges, risks and threats is confirmed. If the defense system, as well 

as the entire national security system, shows the ability to anticipate and act proactively to 

prevent challenges, risks and threats, it can be considered that it has successfully performed 

its preventive role. 

5. CONCLUSION 

The stability of the national security system is reflected in the rapid adaptation to the new 

changes, but also in preventive and proactive action. In preventing and mitigating the effects 

of security challenges, risks and threats, the experience gained or shared greatly facilitates 

further preparations in dealing with a specific security problem. 

Some authors point out that analyzes in the field of prevention are the weakest link in the 

disaster management system [3]. The dynamic pace of global change, often raises new 

questions and at the same time re-examines existing analyzes and knowledge of many 

narrowly specialized areas. The pandemic, caused by the spread of the COVID-19 virus 

infection, confirmed that security issues know no state borders. In establishing the optimal 

conditions for functioning, it proved to be necessary to engage all the units of one society, 

both public and private. An integrated and multidimensional, in a word comprehensive 

approach, was tested by operating conditions in a short period of time. In addition to the 

executive part of the national security system, as the main bearer of decision-making and 
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action in crisis situations, the active engagement of the management part referred to making 

comprehensive decisions, creating conditions and guidelines for the work of the executive 

part. 

In such circumstances, one of the permanent determinants of the crisis of humanity, the state 

of emergency, in addition to armed conflicts, received new causes of proclamation such as 

terrorism, assassination of political figures, natural disasters, and even the spread of 

epidemics. The declaration of a state of emergency due to the catastrophe caused by the viral 

infection COVID-19, which affected the whole world, reflects both the preventive and 

subsequent reaction of the society. The analysis of prevention in the field of security is 

evident through the activities whose undertaking is equally initiated before and after the 

catastrophe. 
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http://vssp.edu.rs/wp-content/uploads/2017/03/Za%C5%A1tita-informacionih-sistema-Bezbednost-IS.pdf
http://vssp.edu.rs/wp-content/uploads/2017/03/Za%C5%A1tita-informacionih-sistema-Bezbednost-IS.pdf
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Abstract: More and more frequent extreme meteorological events, caused by climate 

changes stress the need for more serious implementation of disaster risk management 

policy. In order to respond to stresses caused by natural disasters and other hazards, 

it is required to understand risks timely, appropriate readiness, reaction capacities 

and capacity of a community to recover within shortest possible time frame and 

return to period before undesired event in strengthened condition.  

In May 2014 our country was affected by a 100-year flood which caused damages of 

around 1.7 billion USD. At that time, due to absence of appropriate national 

methodology for assessment of damages and losses, international methodology was 

used by which assessments were performed by international experts, recommended by 

European Union, United Nations and World Bank.   

This document shows method of post disaster need assessment incurred in 2014, 

comparative analysis of international and national methodology which is still 

effective in our country, and steps which were taken for enhancement of the national 

document. Besides, importance of this process for preparation of overall recovery of 

the country after undesired event was also analyzed, but also better understanding of 

disaster risk.  

Key words: Risk management, Disasters, Assessment of damages and needs, System, 

Recovery 

1. INTRODUCTION 

Every disaster, whether natural or caused by human factors, causes large material damages, 

especially in urban environment. Preparation and implementation of prevention measures to 

undesired events is within responsibility of both the government and every individual. 

However, when disaster occurs, it is necessary to properly assess material damages and all 

losses arisen in the course and after event. Assessment is important both for financial factor 

needed for recovery and reconstruction of destructed and lost resources, but also for analysis 

of needs for continuance of orderly life after disaster.  

In spring 2014 the Republic of Serbia was affected by floods caused by heavy rainfall which 

did not happen over last 100 years (National program for management of natural disaster 

risks, 2014.). In order to prepare for recovery and renewal after disaster, it is necessary to 

start assessment of damages, losses and needs. Methodology, which is effective in the 

Republic of Serbia, was adopted in 1987, at the time of Socialist Federal Republic of 

mailto:sandra.nedeljkovic@obnova.gov.rs
mailto:mlaban@uns.ac.rs
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Yugoslavia, and, although being a good and comprehensive document, it was compiled at the 

time of existence of different social and political system and cannot respond to contemporary 

purposes. Our country, due to lack of financial resources, asked for international financial 

support, and in June 2014, in Brussels, donor conference was held aimed to support for 

Serbian recovery (KPOPP, 2015). For the purposes of report on damage which will be 

presented at donor conference, as requested by the Serbian Government, process of 

assessment of damages and needs started, supported by UN, EU and WB under 

internationally recognized methodology Post Disaster Need Assessment (PDNA). Report 

which was presented at the conference formed a basis for creation of comprehensive country 

recovery process. 

2. REGULATTIONS APPLICABLE TO DAMAGE ASSESSMENT AFTER 

NATURAL DISASTER IN THE REPUBLIC OF SERBIA 

Document which is applied in the Republic of Serbia, governing damage assessment after 

natural disaster, is the Guidance on single methodology for assessment of damages from 

natural disasters (SFRY, 1987). This by-law was prescribed by director of Federal Statistics 

Authority on the basis of article 6 of the Law on statistical researches of interest for whole 

country (SFRY, 1973) and Program of statistical researches of interest for whole country in 

period from 1986 to 1990 (SFRY, 1985). Methodology provides application of the same 

principles for all damages caused by natural disaster, especially by flood and earthquake, but 

also by other events, such as: fire, drought, storm and hay, landslide, epidemics, epizootic 

diseases, damages from plant diseases and appearance of different pests in agriculture, 

drought and other disasters and events causing large-scale damages. Methodology also 

covers damage caused by pollution of soil, water and air, as well as other large-scale 

damages occurred due to technical weaknesses or obsolete technology (clause 39.). Reason 

for single approach to damage assessment and purpose of methodology is submission of 

request for award of solidarity funds according to article 2 of Agreement on determination 

and assessment of damages caused by natural disasters (SFRY, 1978). Objective of 

methodology is determination of type and size of damages in natural measurement units and 

valuation indicators, by territory, cause and time of occurrence of damage, and by owners 

and users of resources. Results of assessment are used for determination of size of losses in 

social wealth, and for determination of measures for removal of occurred damages and 

consequences. Subject of assessment, in accordance with methodology, are direct and 

indirect damages. Direct damages include direct damages on damaged and destructed assets, 

material and cultural resources, and all costs caused by direct damages. These costs also 

include costs of reacting in the course of disaster, defense, care about population, etc. 

Indirect damages include lost revenue due to production decrease caused by natural disaster 

or any other cause. Constructions are also covered by damage assessment, which includes 

also those built without construction permits, and those built without exploitation permits, or 

those which do not meet conditions for obtaining exploitation permit on any other account. 

Attachment No. 2 to methodology contains Nomenclature of assets and other resources, 

which elaborates all assets and resources which are covered in assessment in more detail.  

Methodology determines responsible parties for the conduct of damage assessment affairs. 

According to clauses 12 and 13, and in compliance with responsibilities, a required number 

of municipal expert committees are established. Clause 19 recommends that representatives 

of insurance of property and persons should also take part in expert committees, as most 

qualified persons for damage assessment. Every committee has its own, precisely 

determined, territory in which it performs damage assessment, so as to avoid overlapping.  

Municipal committee prepares summary report on assessed damages in the territory of 

municipality and submits it to executive body of municipality assembly for adoption. 
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Adopted report is submitted to republic, or provincial committee for damage assessment. 

Clause 14 determines task of republic, i.e. provincial committee for damage assessment to 

consolidate work of municipal committees, provide them required assistance in 

implementation of methodology for damage assessment, prepare summary report on 

damages in the territory of the country, or autonomous province. Summary report on 

assessed damages in the territory of the country, or autonomous province is submitted to 

Federal executive council for adoption, together with proposals of measures to be taken for 

removal or mitigation of consequences of damages. Process of damage assessment sets also a 

framework for recovery and renewal, and for future prevention.  

Document defines basic notions and causes of occurrence of damages. Clause 39 defines or 

describes all causes, natural phenomena but also disasters occurred due to obsolete 

technology and those caused by human factors. Besides, if it occurs that two causes arise 

from among them, one occurs as primary and other as secondary, the one which caused 

damage which is subject to assessment should be taken as cause of damage. For example, 

forest fire occurs due to thunder, or destruction of dam causes flood. 

Document determines basic principles of damage assessment. Damage is assessed by direct 

insight on the spot, through determination of book value of resources, along with 

depreciation costs. As reference price for costs market value at that time is taken or market 

prices immediately before undesired event.  

Methodology contains forms for inventory of damages with guidance for completion, which 

are individual subject to type of damage. There are separate forms for resources, assets, 

constructions, cultural sites/monuments. Every form contains table of results of assessed 

damage. Based on damage assessment, relevant Report is prepared. This report is prepared in 

the form of elaboration. Beside table with results of assessment, report should contain data 

on: 

- Features and type of cause of damage (such as: strength of earthquake, height of water, 

duration of retention of effused water, duration of drought periods, level of pollution of soil, 

water and air, etc.),  

- Data on affected area,  

- Number of human casualties classified by sex, age and occupation, 

- Number of households and persons affected by natural disaster,  

- Data on reaction in the course of disaster, evacuation and care about and supply of 

population,  

- Data on interruption in orderly economic and social life, educational activities, etc.  

At the end of report, it is needed to propose measures for removal of consequences of 

damages. Methodology also prescribes control of damage assessments by establishing 

special commissions which, based on sample, check whether damage assessment was 

performed by consequent application of methodology and whether data is provided which 

may serve for assessment of actuality of assessed damage.  

Presented methodology is currently being applied in the Republic of Serbia, every time when 

the Serbian Government declares natural disaster and starts renewal process (Law on 

Recovery after Natural and Other Disasters, 2015). In 2019 the Serbian Government 

established inter-ministerial working group with the aim to prepare new methodology for 

damage assessment (Serbian Government, 2019.). Given that from enactment of Instructions 

on single methodology for assessment of damage from natural disasters more than thirty 

years passed, that over this period there were significant social, economic, political and 

climate changes and conditions, it is necessary to start making new Single methodology for 

assessment of damage from natural and other disasters. 
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3. INTERNATIONAL METHODOLOGY FOR POST DISASTER NEEDS 

ASSESSMENT AND RECOVERY STRATEGY  

Post Disaster Needs Assessment (PDNA) is international methodology and forms a tool for 

assessment and first step which should be taken by national governments for the purposes of 

comprehensive approach to recovery after undesired events. Document was developed in 

common approach by three international institutions, UN, EU and WB. They confirmed 

coordinated action after disaster by signing Common declaration on assessment after crisis 

situations and renewal plan on 25 September 2008. Declaration primarily represents a joint 

platform for action, so as to avoid overlapping in actions by these institutions in support to 

countries after disasters. It is intended to harmonize resilience capacity of countries to crisis 

situations, recovery in accordance with needs of vulnerable population, and strengthening of 

capacities of national bodies for efficient prevention, reaction and recovery after disasters. 

Besides, declaration confirms use of common methodology for assessment of needs after 

natural disasters and common approach to recovery planning. This single methodology was 

created because different agencies and authorities assessed damages and needs in different 

ways, so the need arose for drafting a single standardized and comprehensive methodology 

that will cover all sectors (PDNA, 2013).  

Methodology was accompanied by development of a Manual for assessment of post disaster 

needs, whose purpose is to provide support to governments of affected countries in recovery 

and planning assessments after natural disasters. Manual consists of Volume 1 and Volume 

2; Volume 1 provides general guidance for conduct of processes, which are reflected in 

establishment of teams, coordination, data collection, content of reports. Volume B contains 

chapters which provide guidance for assessment of needs for particular sectors, 

infrastructure, economy, agriculture, health system, education, etc. 

More direct objective of methodology is to provide framework for efficient coordinated 

support by EU, UN and WB to national governments which ask for international support for 

recovery and reconstruction after natural disasters and mobilization of financial and technical 

resources. Integral part of post disaster needs assessment is The Damage and Loss 

Assessment (DaLA) Methodology which was developed by Economic commission of United 

Nations for Latin America and Caribbean (UN-ECLAC, 1972.). 

PDNA process is always launched and led by the national government with support from 

WB, UN and EU experts. At the beginning of the process, a team at the government top level 

of a country is established on the basis of the manual, and afterwards technical teams 

consisted of representatives of government bodies, local authorities, NGO, private sector and 

citizens, which all comprise the national team. As support to the national team, international 

organizations and international finance institutions form an expert team (PDNA, p.16). 

Image 1. Illustrative sample of national and international actors participating in the PDNA 

Downloaded from https://www.unescap.org/sites/default/files/Ms.%20Matur%20-

%20PDNA%20 presentation.pdf 

National Actors International Actors 

 Presidential Ofce or equivalent 

  The Ministry of Finance 

  The Ministry of Planning or equivalent 

  Line ministries 

  Civil Defence 

  Governors, senators and mayors 

  National Red Cross 

  National NGOs 

  Civil society organizations 

  Community-based organizations 

  Afected population 

  Private sector 

  EU 

  WB and other IFIs 

  UN agencies 

  Other bilateral donors 

  International NGOs 

  Regional International Organizations 

 

https://www.unescap.org/sites/default/files/Ms.%20Matur%20-%20PDNA
https://www.unescap.org/sites/default/files/Ms.%20Matur%20-%20PDNA
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Damages and losses on infrastructure and property, circulation of goods and services, and 

availability and quality of provided services are assessed. In addition to evaluation of direct 

damages and losses which are called effects/consequences of disaster, impacts caused by the 

event are also assessed, by taking two basic elements in account:  

- Economic impact on macro and micro level through assessment of possible impact of 

natural disasters to economic performance and temporary macro-economic misbalance which 

may arise due to disasters, as well as impact to personal revenues of households and 

employment in all sectors; 

- Impact to human development, as impact of natural disaster to life quality of people on 

middle and long term. 

PDNA also assesses process of management and making decisions for every sector that may 

be affected by natural disaster. This includes interruption in functioning of administration 

processes, basic utility services, social services and social and cultural life. National and 

local capacities which should manage recovery processes are also assessed. In this segment 

participation of women in decision-making processes at all levels is particularly taken into 

account, or, role of women in all post disaster processes, and in particular in recovery 

process (PDNA, p.26). 

Sectors in which PDNA is conducted are production, infrastructure and social sector, and 

they may vary from country to country. Areas which are interlinked are gender equality, 

administration, living environment, reduction of risks from natural disasters, employment 

and basic foodstuffs (PDNA, p.13). 

 
Image 2. Downloaded from https://www.unescap.org/sites/default/files/Ms.%20Matur%20-

%20PDNA%20presentation.pdf 

Upon assessment, according to the manual, next step is drawing up of Recovery strategy, 

which contains priority needs, recovery interventions, expected results, recovery and 

reconstruction costs and funding sources. PDNA report forms a basis for mobilization of 

financial resources, such as arrangement of donor conference. Recovery strategy must be 

drawn up with applying principle build back better – BBB, in order to reduce existing risks 

and avoid new ones in the future. Therefore, applying this principle means that infrastructure 

built after disaster should be more resilient to next strikes of the same and larger intensity, so 

information about risk must be a basis for producing design and technical documentation. 

Manual stresses that process is focused on people, inclusiveness; data is gathered about 

affected population and classified by sex, age, existence of disabled persons and those with 
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special needs. Analysis of impact of natural disasters to human development is particularly 

stressed.   

Comprehensive PDNA report consists of four basic elements:  

1.Context before natural disasters and initial information, 

2.Assessment of consequences of natural disasters. 

3.Assessment of impact of natural disasters.  

4.Recovery strategy, including recovery needs by sectors. 

PDNA assessment is comprehensive report of damages, costs, losses in all affected sectors, 

but also effects and impacts which such disaster caused to a country. In guidance for conduct 

of procedure, special stress is on compliance with principles of humanity, impartiality, 

neutrality as well as principle Primum non nocere - „first of all, do not cause damage“ – 

ensuring that process has no harmful effect to affected persons and country. Damage 

assessment should be focused on most vulnerable population, women, children and orphans, 

people who live in poverty and persons with special needs, young and older population. 

Promotion of equality and prevention of discrimination of any kind based on race, color, 

nationality, ideology, sex, ethnic background, age, language, religion, disability, etc., are 

stressed. Besides, it is most important that the process should be managed by the government 

in coordination with international partners, that national and local entities and experts are 

engaged in the process and role of local community and participation by affected population 

are especially important in assessment of needs and priorities and in recovery process. 

Principle of transparency and responsibility within PDNA process is unavoidable, especially 

in recovery and reconstruction and fund spending (PDNA, 2013.). 

4. DAMAGE ASSESSMENT AFTER FLOODS IN THE REPUBLIC OF 

SERRBIA OF MAY 2014 

In May 2014 Serbia experienced rainfalls which were not registered in past 120 years 

(Serbian Government, 2014). Republic of Serbia, due to insufficient funds, asked for 

international assistance in the process of reaction and recovery (KPOPP, 2015). Serbian 

Government, immediately after cessation of rainfall, conducted assessment of needs for post 

flood recovery. European Union, United Nations and World Bank provided financial 

assistance and expertise in conduct of this assessment. Assessment lasted for five weeks, 

from 9 June to 10 July 2014. Assessment team consisted of representatives/officials of 

relevant ministries, government offices, agencies and units of local self-government. 

According to assessment total effects of floods in 24 affected municipalities is 1,525 million 

EUR, of which 57% is value of destructed material resources, while 43% are losses in 

production (presented in table 1). When methodology applies also to other affected 

municipalities, total amount of damages and flood effects is 1.7 billion EUR. 

By sector approach to assessment it may be seen that largest damage occurred in production 

branches, 1,070 million EUR, which is 70% of total damage, social sector to which housing, 

education, health belong, with 242 million EUR and comprise 16% of total damages, and 

infrastructure with 192 million EUR comprises 12%. As regards individual branches, most 

affected was energy production with 494 million EUR and 32% of total damages and losses, 

then housing with 231 million EUR and 15%, agriculture with 228 million EUR and 15%, 

trade with 225 million EUR and 15% and traffic with 167 million EUR and 11%. 
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Table 1: Damages and losses due to floods in May 2014. (Floods in Serbia 2014, 2014). 

 

Based on this report Donor conference was held in Brussels in July 2014, and non-refundable 

support collected by Serbia aggregately amounted to 220.7 million EUR (KPOPP, 2015). 

Report largely helped giving priority to recovery process in Serbia, so that Serbian National 

Assembly, on 18 July 2014, passed a special law, Law on removal of flood effects in the 

Republic of Serbia (Serbian Official Gazette, No. 75/2014) with one-year effectiveness 

period. Method of recovery was governed by article 2 of the Law and is carried out in 

accordance with government recovery program adopted by the Serbian Government. Serbian 

Government adopted Decree on establishment of Office for assistance and recovery of 

flooded areas (Serbian Official Gazette, No. 55/2014) as authority which will be in charge of 

conduct of recovery process in the country. By its decrees Government enacted state 

recovery programs for each of affected sectors individually, on the basis of which recovery 

process after May floods in Serbia was carried out. 

5. COMPARATIVE ANALYSIS OF NATIONAL AND INTERNATIONAL 

METHODOLOGY 
 

On the basis of insight into both documents, at the very beginning different terminology is 

noticed. Time margin in development of these two documents is more than two decades, so it 

may be deemed that different terminology is expected. Very use of methodology, i.e. purpose 

of producing documents, but also their application is different. National methodology serves 

to reimburse damage and was created on the basis of social agreement in one specific social 

and political environment, communism. International methodology was developed with the 

aim to facilitate international financial assistance to countries after disasters, and provide a 

standardized approach to countries in making reports on assessment of damages and losses 

and preparation of recovery strategy. When a part relating to very methodology for 

assessment of damaged and lost resources is considered, although having a different 

terminology, it points to the same matters. For example, both methodologies cover all sectors 

and all potential events whether they were caused naturally or by human factors. Then, direct 

damages are defined in the same way as physical damages on infrastructure or goods. In 

national methodology indirect damages are subject of consideration, and in international 

these are losses. Indirect damages represent lost revenue, whereas all increased expenditures, 
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but also potential losses arising as effects of such disaster are regarded losses, in addition to 

lost revenue, such as cost for additional fuel quantities due to use of alternative roads/routes, 

etc. In this segment international methodology goes one step forward, assessing also impact 

of such event to human development.  
 

When structure of making report by both methodologies is viewed, consistency is noticed, so 

in introductory part, type and features of events are presented, which is followed by a 

detailed assessment of damage by sectors, and at the end of both documents recovery 

activities are prepared. In national document measures for removal of consequences are 

considered, while international document defines creation and structure of recovery strategy 

more precisely, along with applying “principle of building better”, whereby future prevention 

is stressed, which omits in the national document. Law on recovery of 2015 contains 

“principle of building better”, which means that process of recovery of structures and 

infrastructure entails building of better system which will make whole society more resilient 

to future natural and other disasters (article 10) giving a good basis that new national 

methodology in the future can be harmonized with national legal framework. International 

methodology also gives large attention to vulnerable groups, needs of affected population, 

local community and inclusive and participatory approach of whole process, while national 

document is relied upon officials and experts in assessment process. 
 

6. CONCLUSION 
 

After occurrence of natural disaster, every country, immediately upon cessation of process of 

reaction and rescuing people, animals and property, should start assessment of incurred 

damages. For damage assessment it is required to have a clear and standardized methodology 

and procedure in place. In addition to experts who should apply methodology in a 

consequent way, it is required to include affected population as much as possible. Special 

attention should be paid to vulnerable groups, and to needs of population aimed at 

achievement of recovery, renewal and return of social community to normal life conditions 

as soon as possible.    
 

There is no doubt that the Republic of Serbia should create a new document in a way to be 

aligned with current political order, legal framework and contemporary methodology. Legal 

framework which governs disaster risk management in Serbia is comprised of two key laws: 

Law on risk mitigation and management of emergency situations and Law on recovery after 

natural and other disasters, which are both already harmonized with international 

methodology, standards and practices, so it is necessary to create a new methodology in the 

Republic of Serbia and harmonize it with contemporary national regulations.  
 

Regardless of whether a country requests international financial support or not, it is far 

easier, to extent possible, to harmonize the national document with international standards, 

i.e., PDNA directions, primarily for the reason that conditions would be created in such way 

that national human capacities which could draft PDNA report would be educated, which 

would also largely alleviate whole renewal process and preparations of the country for 

recovery. To extent to which assessment and consideration of needs are more precise, it is 

easier to prepare recovery strategy and take appropriate recovery activities.  
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Abstract: The evolution of the Global Navigation Satellite Systems (GNSS), GPS, 

GLONASS and the rise of Galileo, as well as BeiDou Navigation Satellite System 

(BDS), may not be just a triumph of space based technology, but in many cases 

represents promotion of political and economic interests. Originally, GPS was 

envisioned as a military system. Since the 1990s commercial and civilian use of GNSS 

increased. Today, the BDS enlarges the China military power and supports the Space 

Silk Road. 
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1. EVOLUTION OF GNSS 

The past decade has seen a dramatic change in the satellite navigation. Political, strategic and 

economic considerations have led to the construction of independent Global Navigation 

Satellite Systems (GNSS) by four nations or federations [1]. Global Navigation Satellite 

Systems provides position, navigation and tracking, for military and civilian users. By today, 

only the US (GPS), Russia (GLONASS), the EU (Galileo) and China (BeiDou or BDS) have 

own operational Global Navigation Satellite Systems. Historically GPS has been a “dual-

use” system with a military and civil or private sector applications. However, GPS has 

evolved from a primarily military system to a system used today in international air, sea and 

road traffic, as well as many other economic and non-economic areas [2]. The GPS, 

GLONASS and BeiDou are all military controlled GNSS systems, however Galileo is a 

programme under civilian control.  

 
Picture 1: GNSS satellite constellation (ESA) 
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On the other hand US policy toward GPS is based on parallel monitoring the development of 

other Global Navigation Satellite Systems [2]. Due to political crisis, the cooperation of 

GLONASS with GPS and Galileo has slowed, while on the other hand China and Russia are 

working on the compatibility of their systems [3]. Moreover, China and Russia have signed 

the joint statements on system compatibility and interoperability, as well as application 

development between BeiDou and GLONASS. The first phase of a joint project to test the 

performance of the two systems in the Belt and Road region had completed [4]. 

Table 1: Global Navigation Satellite Systems  

https://cddis.nasa.gov/Techniques/GNSS/GNSS_Overview.html, accessed 14/08/2020  

Country/Operator GNSS 
Number of 

satelitte 

Full 

Operational 
Orbital height 

United States of 

America 
GPS 24 1978 20 200 km 

Russian 

Federation 
GLONASS 24 1995 19 140 km 

European Union Galileo 30 2019/20 23 222 km 

People's 

Republic of 

China 

BeiDou 35 2020 
21 528 km, 

35 786 km 

By backing one of the four major GNSS, the leading great powers have therefore once again 

found themselves in intensified geopolitical competition. In this aspect the four leading great 

powers compete for global influence [3].  

The development and application of satellite navigation systems penetrates into all spheres of 

the economy of developed countries, becoming one of the greatest drivers of their prosperity. 

These systems provide greater security and efficiency in all types of transport, increase the 

economic prosperity, industrial advancement and an overall improvement in the quality of 

life [5]. The range of possible applications of satellite navigation systems is wide. This paper 

presents several political, strategic and economic implications of the completion of an 

independent BeiDou navigation system.  

2. THE RISE OF BDS NAVIGATION SATELLITE SYSTEM 

The idea of own Chinese GNSS dates back to the 1980s. The BeiDou Navigation Satellite 

System (BDS) project was formally launched in 1994 and became operational in 2000 with 

the first generation Beidou-1 system (BeiDou – “Northern Dipper”, on chinese 北斗 – “Big 

Dipper” constellation). Namely, in 2002, China requested a permit for frequencies for its 

global navigation satellite system, under the name COMPASS [6]. These Chinese satellites 

have become a central part in China’s ambitious space pretension. 

Within the first phase of Beidou-1, a constellation of satellites was deployed for navigation 

on the territory of China itself. During the framework of the second phase of Beidou-2, by 

2012, a satellite positioning system for the Asia-Pacific region was created. Today, as part of 

the third phase of Beidou-3, the deployment of a satellite constellation for navigation has 

been completed covering the entire surface of the Earth. According to the Chinese 

authorities, this system should become a competitor to the existing satellite navigation 

systems, including the most widespread system in the world – the GPS. 



110 

 

 
Picture 2: BDS expansion of coverage 

As a national key technical project, China applies the principle that “the BDS is developed 

by China, and dedicated to the world”, to serve the development of the Silk Road Economic 

Belt and the 21st Century Maritime Silk Road (“Belt and Road Initiative” – BRI), and 

actively encourages international cooperation regarding to BDS. Therefore, China will work 

with all other countries, regions and international organizations to promote global satellite 

navigation development and make the BeiDou better serve the world and benefit mankind 

[6]. In fact, one of the manifestations of the concept of the “Space Silk Road” (“Information 

Silk Road” or a “Digital Silk Road”) is the expansion of BeiDou for the countries 

participating in the Belt and the Road Initiative [7]. In June 2014, during the meeting of the 

China-Arab States Cooperation Forum, Chinese President Xi Jinping made it clear that 

efforts should be made to implement BeiDou Navigation Satellite system in the Arab world 

[8]. 

The BDS has been independently constructed and operated by China responding to the needs 

of the country's national security, economic and social development. BeiDou provides „all-

time, all-weather and high-accuracy positioning, navigation and timing services to global 

users“ [9]. From a geopolitical perspective, BeiDou offers an alternative to GPS, allowing 

China to further strengthen its global position to challenge the US central position in 

information technology. Further, the BDS is more accurate as a navigation system. BeiDou 

aims to provide better internet and technology, especially for countries in Asia, Africa and 

Latin America. Lastly, there are also clear security implications, because BeiDou enlarged 

the China military power [10].  

Global Satellite Navigation Systems have important defense and military significance and 

are one of the basic strategic infrastructures. BeiDou system will allow the Chinese military 

to use satellite navigation independent from the US GPS system. Namely, BeiDou will 

enable the Chinese People's Liberation Army (PLA) to “conduct precision strikes at greater 

range”, and could “significantly expand the operational ranges of Chinese strategic forces”. 

Moreover, “secure satellite communications could support long-distance nuclear submarine 

patrols”, and may also “enable strategic bomber patrols and ground-based missile 

deployments overseas” [11]. Actually, BeiDou’s global reach will have “important 

implications for the future of PLA precision strike and power projection capabilities” [12]. 

The BeiDou satellite navigation system provides more than just basic technical support for 
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military defense, but also lay a good foundation for further development of China’s economy 

[13]. 

3. CONCLUSION 

Over the past decade, there have been dramatic changes in satellite navigation. Political, 

strategic and economic considerations have led to the build-up of independent Global 

Navigation Satellite Systems (GNSS) by four nations or federations: US (GPS), Russia 

(GLONASS), the EU (Galileo) and China (BeiDou or BDS). 

Space has become new area of global competition and satellite play essential role in security 

and defence. It is strategically important that all great powers have their GNSS because it 

enables greater global geopolitical role in the world. GNSS cover all aspects of life and 

sectors of the world economy. In political aspect GNSS gives more independence and 

sovereignty of industrial policy, while in economic aspect GNSS means higher global market 

share. Further GNSS allows efficiency in transport industry and technological superiority.  In 

addition, GNSS is of strategic importance to the armed forces because it provides them 

independent and secure navigation system important for performance and success of military 

operations. 

The BDS was developed by China, and „dedicated to the world“, to serve the development of 

the Belt and Road Initiative. The fundamental of Chinese space policy is to cover the entire 

geographical area of the BRI to promote its foreign policy and strategic interest [14]. A 

“Space Silk Road” will connect all the other “roads” and “belts”, with the BDS being the 

most important component. The GNSS market is growing rapidly comprises products 

(receivers and devices) and services using GNSS-based positioning. The BDS has 

significantly improved its accuracy and reliability, and formed an independent, controllable 

and complete BeiDou industrial chain. The BDS is widely used in transportation, maritime 

activities, weather forecasting, surveying and mapping, fire prevention, time synchronization 

of communication, disaster reduction and emergency rescue. BDS also influences all aspects 

of people’s life and production, and injects new vitality into global economic and social 

development. As China’s BRI expands, the BeiDou will definitely impact China’s political 

and economic position around the world. Also, Beidou provides Chinese PLA with an 

accurate, independent navigation system, vital to guidance and control missiles, warships and 

attack aircraft, which further confirmed China's status as a great power. 
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Abstract: The Corona virus has spread rapidly around the world, so the WHO 

declared a pandemic due to the threat to the health of the population. The clinical 

picture can be completely mild, but also very serious in individuals. Since a clear 

treatment protocol has not yet been established, there is deep concern and a need for 

action planning in relation to the complexity in developing potential scenarios of 

relevance to public health. The paper provides an overview of the measures applied 

at SBB, an overview of surveys conducted among employees, which show the 

condition of employees and the fact that the implemented measures are effective. 

Key words: COVID 19, HSE management, prevention, analysis, public health  
 

1. INTRODUCTION 
 

"A pandemic is a contagious disease that crosses national borders and spreads to most of the 

world or the world as a whole, threatening people in all affected areas." [5] 

Due to the pandemic, every security system in any house / company, as well as every 

individual, was forced to introduce certain security measures in order for the house / 

company / individual to continue to function optimally in the emergency circumstances 

declared due to the spread of Corona virus. It turned out that few were ready for an adequate 

quick response. 

There has been a global response regarding the measures to prevent the spread of infectious 

diseases, so countries around the world have made certain decisions in accordance with their 

own policies and beliefs, but the general trend has been followed. Also, a large number, 

about 200, scientific papers analyzing COVID 19 have been published from January until 

today. 

This paper gives us an overview and analysis of the measures introduced by SBB Company, 

from the aspect of safety and health at work. The introduced measures represent an 

implementation of the guidelines of the Government of the Republic of Serbia and the World 

Health Organization in relation to the security system of the company SBB. 

2. OBJECTIVES AND MEASURES 
 

Companies whose business should not be interrupted, such as electricity distribution, water 

supply, telecommunications companies, etc., were forced to react quickly and adopt a plan of 

preventive measures in accordance with state regulations, and in exceptional cases in 

accordance with the decisions of the Crisis Staff of the municipality or city, had the city or 

municipality been declared a hotbed of the epidemic, so the measures taken were stricter than 

the measures at the state level.  

mailto:dmarijak@gmail.com
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Preparedness is an integral part of strengthening the system and is essential for disaster risk 

management. Inadequate prevention and infection control measures can lead to the 

transmission of the infection among employees and then throughout the community. 

SBB goals for epidemic preparedness: 

1. To prevent access to the company’s premises through relevant measures, 

2. To increase the safety and security of employees and 

3. To prevent the possibility of SBB contributing to the spread of infection through relevant 

measures. 

2.1. Plan of preventive measures  
 

The basis of the response system and organization in the creation and implementation of 

measures came from the person in charge of security and it was necessary to involve top and 

middle management, as well as all employees. Given the surprise of the state, SBB found 

itself in a similar situation, which dictated the gradual introduction of measures and daily 

careful monitoring of the situation in the country and the world.  

"The employer is obliged to amend the act on risk assessment in case of any new hazards and 

changes in the level of risk in the work process" [4] 

The Crisis Staff of the company met on 03/13/2020, and from the meeting originated the 

Plan of Preventive Measures, with the following explanation:  

 
Picture 1: Decision on the application of special measures from [1]   

Source: [1] 
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In the prepared document, which is in the Plan of preventive measures, an overview of 

measures is given, including specific responsibilities. Also, as a conclusion of the document, 

priority is given to stricter measures of the country in relation to the measures given by the 

document:  

"Should stricter measures be issued by the Government of the Republic of Serbia, such 

measures have priority over the guidelines given in this document and their application is 

binding."[1] 

2.2. Plan for implementing the measures to prevent the occurrence and spread of an 

epidemic 
 

Since the Republic of Serbia passed the Rulebook on preventive measures for safe and 

healthy work to prevent the occurrence and spread of an epidemic on 07/03/2020 ("Official 

Gazette of RS", no. 94/2020), which obliges the Employer to, for all jobs in the work 

environment, adopt a plan for the implementation of measures to prevent the occurrence and 

spread of epidemics of infectious diseases, which is an integral part of the act on risk 

assessment adopted in accordance with law and regulations in the field of safety and health at 

work. "[3], the above-mentioned document, i.e. the Plan of Preventive Measures, is July 10, 

2020. modified in accordance with the Rulebook on preventive measures for safe and healthy 

work to prevent the occurrence and spread of epidemics of infectious diseases ("Official 

Gazette of RS", No. 94/2020) and the Plan of application of measures for prevention of 

occurrence and spread of the epidemic of infectious disease was adopted.  

The plan for the implementation of measures to prevent the outbreak and spread of the 

epidemic will not be given in full, but the content of the document and an overview of the 

measures implemented, followed by a review of a continuous survey conducted among 

employees regarding the implementation of measures and health status. 
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Figure 2: Content 1 of [2]  
Source: [2] 
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Figure 3: Content 2 of [2]  

Source: [2] 

2.3. Measures applied  
 

The employer has ensured the application of preventive measures at every work station in the 

work environment, and in particular the following: 

1) Before the start of work, written instructions and instructions on measures and procedures 

for preventing the outbreak of an epidemic of an infectious disease are provided; 

2) work in shifts and work from home has been organized; 

3) Enhanced hygiene and disinfection of work and auxiliary rooms is carried out, which 

includes regular disinfection of rooms and frequent ventilation of the work space, as well as 

disinfection of cars;  

4) Sufficient quantities of soap, towels, running water and alcohol-based disinfectants are 

provided for hand washing; 

5) Regular cleaning of all surfaces that are frequently touched at the workplace is provided, 

especially premises and equipment such as toilets, door handles, fixed telephones, computer 

equipment, printing and copying machines and other work equipment; 

6) Records are kept on disinfection of working and auxiliary premises;  

7) All third parties are informed about security measures;  

8) Waste and garbage are regularly removed from the premises (garbage cans lined with a 

plastic bag so that they can be emptied without contact with the contents); 

9) The procedures for entering and leaving the employer's premises are respected, the 

prescribed instruments and equipment for personal protection at work and other protection 

measures during the work process are used; 

10) There is a strict control of the movement of employees who work in the organizational 

unit in which any infected employee worked; 

12) Business meetings and trainings take place via computer, i.e. via conference calls; 
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13) There is a procedure in place in case of symptoms or in case of direct contact (direct 

contact is defined as contact at a distance of less than 2 m without a mask): The procedure is 

to send them home, have them call their chosen doctor and do a test - the employee whose 

test is negative or who has a doctor's certificate that the employee can return to work safely 

may return to the workplace; 

14) A questionnaire is filled out every seven days;  

15) Maintaining social distance outside work is recommended;  

16) Paper towels are used, not multiple-use ones;  

17) Own cups and glasses are used, which everyone washes after use, or disposable 

packaging;  

18) Work uniforms are taken into account - namely, the clothes worn at work are separated 

from the civilian clothing; 

19) Enhanced personal hygiene; 

20) Procedure for chronic patients - they are provided with the possibility of working from 

home;  

21) For field workers, who visit users for complaints or connections, the procedure is to 

check the user's condition regarding COVID 19 by phone and repeat the questions before 

entering the apartment, with mandatory wearing of the mask by both the employee and the 

user;  

22) Installation of plexiglass sheet, in the form of transparent sheets at the points of sale, as 

well as disinfection tubs at the entrance to all business premises and 

24) All other measures are applied as recommended by the epidemiologist. 

3. ANALYSIS OF APPLIED MEASURES 

The applied measures are constantly revised and updated in accordance with the 

epidemiological situation and legal regulation, and/or the recommendations of the Republic 

of Serbia and epidemiologists.  

Given the seriousness of the situation, the company's size - number of workers and location 

units, it is necessary to know whether the proposed measures have been implemented and 

how effective they are.  

The analysis of the applied measures is reflected through the health condition of the 

employees as well as through the information whether each worker has been provided with 

the relevant protective means. 

The way in which this is monitored is through a questionnaire, which is filled out every 

seven days, starting from the announced end of the state of emergency, on May 6, 2020, 

when most employees returned to SBB's business premises.  

The questionnaire consists of 3 questions: 

1. Do you know whether you have been in direct contact with an infected person in the last 7 

days? YES / NO (where we defined direct contact as contact without mask at a distance of 

less than 2 m)  

2. Are you provided with a mask and a disinfectant? YES / NO  

3. Do you have any of the symptoms of the disease, such as fever, cough, headache, 

shortness of breath? YES / NO. 

The survey is filled out at the level of the entire SBB, that is by 1,600 employees, personal 

information is not stored, but is divided according to sectors and location units. As an 

example, for each point of sale, the point of sale manager is in charge of surveying sales 

agents and writing the condition for himself and his business subordinates in the 
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questionnaire, signing it and returning it to the security person for inspection and any 

feedback/response. A feedback/response is a response to an unwanted answer to one of the 

three questions asked - that is, if the employee has been in direct contact with an infected 

person, if he or she lacks a mask or disinfectant, or has some of the symptoms of the disease. 

The interviewer interviews his employees every Monday, and if there is a change in the 

answer during the week, the safety person is notified immediately.  

A point of sale in a city in Vojvodina is an example of the feedback/response to the survey, 

when a sales manager made an extraordinary statement that his spouse was positive on the 

test, but without symptoms. The response included complete isolation of the employee, 

referral to his chosen doctor and testing. At the testing, the employee proved to be positive, 

and as a result, it was decided to close the point of sale for 7 days for public health reasons, 

and employees had to self-isolate and monitor their own health. Since none of the other 

employees showed any symptoms over the 7 days, the point of sale was opened after 7 days.  

 

 
Figure 3: Example of a completed survey  

Source: Archive of a Person for safety and health at work 

4. CONCLUSION 

Given the delicacy of the situation, the above measures are subject to constant changes and 

updates.  

The current situation of the pandemic crisis has taught us that a proactive approach and the 

involvement of all employees in the system of safety and health at work is a useful tool in 

finding adequate measures. Particularly important is the involvement of each individual in 

taking responsibility for risk reduction.  

In order for the measures to be as adequate and efficient as possible, it is very important not 

to ignore any risks to mental health during the risk analysis, because this is a new situation 

that not everyone experiences in the same way.  

Establishing some kind of internal service for psychological support to employees would be 

a good measure in eliminating any consequences of the pandemic on mental health. 
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Abstract:  Modern internet users face various challenges and opportunities for 

identity verification. The motive of this paper is to acquaint users with identification 

mechanisms in order to prevent identity theft and data protection. This research is 

based on user identification that uses multi-factor authentication (MFA). The 

research determined the current familiarity of users with the mechanisms of MFA, as 

well as their general opinions about this technology. The research used several of the 

most visited sites from our region, which have this type of identity verification. The 

comparative method, normative method and methods of induction and deduction were 

used in the research. 

Keywords: Identification, authenticity, law, security 

1. INTRODUCTION 

1.1. The concept and significance of multi-factor authentication 

We are witnessing the growing development of information technologies that have a 

fundamental impact on modern society. With the development of information technologies, 

the amount of data and their transfer have become much larger and more sophisticated [11]. 

With the increase in the amount of data and their transfer, there is a need for greater 

protection of user identity. One of the most secure methods [9] for data protection and access 

control of applications by Internet users is multi-factor authentication (MFA). 

MFA is a secure authentication process that requires more than one authentication technique. 

The way of identity verification over the Internet to which users have been accustomed so far 

is by using an identification name (username, e-mail, telephone number) in combination with 

a user password (one-factor authentication - SFA). A more modern way of verifying identity 

is multi-factor authentication, which is increasingly used. The MFA combines two or more 

types of authentication, along with an identification name and user password, to provide a 

better and more secure way to authenticate users. 

The goal of the MFA is to validate legitimate users to secure their sensitive information by 

providing layers of defense while making it more difficult for unauthorized individuals to 

access the user data. The advantages of MFA adoption are that it provides an attack-resistant 
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user authentication method. From the attacker's perspective, they have to overcome several 

barriers to enter the target system [5]. 

Nowadays, the average attacker has enough hardware power to obtain a user password using 

a GPGPU (General Purpose Graphics Card) as well as an FPGA (Programmable Integrated 

Circuit) programmed for that purpose. Using GPGPU, an attacker can break through over 

500 000 000 user passwords per second. Also, by using an FPGA, an attacker has over ten 

times more power to break user passwords while using much less electricity than a GPGPU 

[10]. For that reason, today's systems need to be provided with additional factors. In 2019, 

according to a survey conducted by the “Identity Theft Resource Center”, in the first half of 

the year there were 811 attacks on systems where 493 011 910 user accounts were 

compromised. In the first half of 2020, there were only 540 attacks where 163 551 023 user 

accounts were compromised [8]. This 33% drop is due to the introduction of stronger 

security measures, but also users pay more attention to their security using MFA [7]. 

Phishing and farming attacks are a special problem. Phishing and farming is a form of 

cybercrime based on social engineering methods. This form of cybercrime is becoming 

increasingly dangerous and causing increasing damage to citizens and businesses [6]. 

Given the Cambridge Analytica scandal and the major affair over the misuse of personal data 

of citizens around the world, there is a need for a more detailed analysis of European Union 

regulations regarding the protection of personal data [12]. Unfortunately, there is no single 

legal act on identity theft and farming in the European Union. Instead, there are many 

different legal documents [6]. However, practice has shown that the application of these 

regulations, in particular the General Regulation on the protection of individuals with regard 

to the processing of personal data and on the free movement of such data, and the repeal of 

Directive 95/46/EC (General Data Protection Regulation), sometimes problematic, especially 

because the mentioned regulation is applied outside the borders of the Union. In the future, 

further development of regulations related to the protection of personal data can certainly be 

expected [12].  

1.2. Technology overview 

As already mentioned, users are used to SFA because of its ease of use. The use of MFA 

achieves greater safety compared to SFA [2]. For an MFA, each additional factor aims to 

increase security where the user is involved in some type of communication or requires 

access to a system. The three most common categories are [10]: 

 knowledge factor (something that is known) - this factor usually asks the user to 

answer correctly asked secret questions for which only the user knows the answer  

 possession factor (something that is owned) - the user is required to own something 

in order to confirm his identity. That thing can be a security token or a SIM card. In 

the case of mobile authentication, the smartphone is mainly the ownership factor 

used in conjunction with OTP applications such as Google Authenticator, Authy 

(Figure 1) and similar applications 

 inherence factor (something that is inherent) - represents any type of biometric 

authentication such as pupil recognition, fingerprint, voice, face, etc. 

Also, there are two other categories [10] that contribute as additional factors: 

- location factor - in this case, the smartphone, as one of the possible factors, can contribute 

as users are often carrying their phones with a built-in GPS device and in combination with 

the following factor, further verify their identity 

- time factor - as stated in the previous case, in combination with the location factor, the 

credit card in this case can be used as an example. It is not logical for the user to use the card 
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at an ATM in Serbia and to use the same card at an ATM in Spain in time span of about ten 

minutes. 

 

 
Figure 1:  OTP applications – Google Authenticator (left), Authy (right) 

Source: https://www.nytimes.com/wirecutter/reviews/best-two-factor-authentication-app/  

 

a. Example of using multi-factor authentication 

One example of good use of MFA will be shown in the example when verifying identity on 

the Facebook.com website. The authentication procedure is as follows: 

1. Navigate to facebook.com 

2. Enter username and password (Figure 2) - this method represents SFA. If the user has not 

set up the MFA and if it comes from a known device, the user will complete the verification 

of their identity with this step 

 
Figure 2: Facebook identity verification 

Source: Author's work 

3. If there is an MFA, it is necessary to go through a few more steps to get the required code 

(Figure 3). 

a. It takes a possession factor to satisfy; in this case, a smartphone 

b. It is desirable that the smartphone is protected by some form of protection (biometric 

security, pattern, password, etc.) 

c. Depending on the MFA that is active on facebook, it can be an SMS code that is not 

very secure [3] or a code from an OTP application. An example application used is 

Authy, which offers an additional level of protection for the codes themselves. There 

is a biometric protection (Figure 4) that needs to be verified before the OTP code is 

displayed, which further increases protection against attackers. 

 

https://www.nytimes.com/wirecutter/reviews/best-two-factor-authentication-app/
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Figure 3: Facebook MFA OTP code 

Source: Author's work 

 
Figure 4: Authy biometric protection 

Source: Author's work 

4. The next step is to enter the OTP. There is an option offered that the user wants to save the 

device and no longer wants to enter the OTP code during each authentication. 

5. The last step is to confirm on another device that the user actually accessed his account, 

and not the attacker (Figure 5). It is also possible to use the same device that was used during 

the authentication, which is not a secure way of verification because a potential attacker, if 

he bypassed all authentication, can delete the logs that are kept during authentication. 

 

 
Figure 5: Facebook – identity verification logs 

Source: Author's work 

2. DEFINING THE PROBLEM 

Multi-factor authentication has been widely used in recent years as a special form of Internet 

user authentication. Different studies have used different methods to establish a correlation 
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between Internet users and multi-factor authentication in order to arrive at certain findings. 

The problem with this research is the very small number of regional sites that use this type of 

authentication [1], which users access on a daily basis. For that reason, a questionnaire was 

made testing user's knowledge and the number of encounters with this form of user account 

protection.  

The hypotheses to be tested in this study are as follows: 

Hypothesis 1: Internet users from our region are familiar with MFA and feel safer with it 

Hypothesis 2: The following types of authentication are preferred: face recognition sensor, 

fingerprint sensor, verification code via applications, code via sms messages 

Hypothesis 3: Internet users from our region will spend more time logging into the system, if 

this will increase the security of their user accounts. 

2.1. Solution of the problem 

108 respondents from 8 countries in our region participated in the research. The age of the 

respondents ranged from 17 to 55 years, of which 65.7% were female respondents and 34.3% 

were male respondents. The research was conducted during the summer of 2020 

electronically in the form of a questionnaire. The questionnaire consisted of several phases. 

In the first phase, questions are related to the general data of the respondents (age, gender, 

country of birth, etc.). The second phase of the questions referred to the education and 

employment of the respondents, while in the third, largest, the questions were related to 

multi-factor authentication (MFA). At this stage, the respondents answered whether they 

were familiar with the term MFA, what it means to them, how many times they saw it. A 

special emphasis, through the questions asked, was done on their opinion on data security 

through this type of authentication. 

Google forms was used to create the online questionnaire. Google forms is an integral part of 

Google G Suite and provides an overview and statistical analysis of responses. By obtaining 

completed answers from the users, an analysis was performed. 

Data for each respondent is stored separately in the answer section. Access to all answers for 

each respondent is provided, as well as summarized responses of all respondents. The 

questionnaire was done anonymously. 

2.2. Research results 

After the data was collected, it was necessary to export this data into excel for further 

analysis. The results of the research are presented in tables and graphs. 

Based on the obtained data, we can notice (Figure 6) that the respondents use mobile devices 

(mobile phones, tablets, etc.) more than personal devices (desktops, laptops, etc.). 

 

 
Figure 6: Graphic representing types of devices that respondents use the most  

Source: Author's work 
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Most respondents have heard of the term multi-factor authentication (Figure 7). 

 
Figure 7: Graphic presentation of the respondents' familiarity with the term MFA 

Source: Author's work 

 

The problem of this research is the fact that 65.7% of respondents have encountered this type 

of protection less than 10 times (Figure 8). This is a small number and indicates insufficient 

protection of our sites, systems, applications with this type of protection [4]. This data 

matches the general use of this technology [4]. In the future, this technology should be 

implemented as much as possible to protect the data, which has proven to be a very good 

form of authentication [9]. 

The problem of this research is the fact that 65.7% of respondents have encountered this type 

of protection less than 10 times (Figure 8). This is a small number and indicates insufficient 

protection of our sites, systems, applications with this type of protection. This data matches 

the general use of this technology [4]. In the future, this technology should be implemented 

as much as possible to protect the data, which has proven to be a very good form of 

authentication [9]. 

 
Figure 8: A graph showing how many times respondents saw MFA 

Source: Author's work 

 

The devices used by the respondents have at least some degree of authentication (Figure 9). 

This was confirmed by 83.3% of respondents. 

 
Figure 9: A graphical representation showing whether the devices used by the respondents 

have any degree of authentication 
Source: Author's work 
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Respondents who confirmed that they were referred to MFA stated that they felt safer and 

preferred a fingerprint sensor and a pattern, which coincides with the fact that they mostly 

use mobile devices. Nowadays, those devices are increasingly using this type of data 

protection. A significant number of users also use the code via e-mail, the code via SMS and 

the verification code via the application as a form of authentication. The least preferred are 

security questions, face recognition sensor and phone confirmation (table 1).  

 

Table 1: Data on the MFA that respondents prefer 

Multi-factor authentication 
Percentage of users who prefer 

this type of authentication 

Fingerprint reading sensor 35.2 % 

Pattern 19.4 % 

Code via email 10.2 % 

Code via SMS 9.3 % 

Verification code via the application (Google 

authenticator, Authy and similar…) 
7.4 % 

Face recognition sensor 6.5 % 

Confirmation by phone 6.5 % 

Security questions 4.6 % 

They don't use it 0.9 % 

Internet users from our region encountered the most with the fingerprint sensor 65.7%, while 

the least encountered is the verification code via the application of wich 35.2% of 

respondents have answered (table 2). 

Table 2: Data on the MFA that respondents have encountered  

Multi-factor authentication encountered by Internet 

users 

Percentage value of 

respondents 

Fingerprint reading sensor 65.7  % 

Code via email 54.6 % 

Code via SMS 53.7 % 

Pattern 51.9 % 

Security questions 50 % 

Face recognition sensor 48.1 % 

Confirmation by phone 44.4 % 

Verification code via the application (Google 

authenticator, Authy and similar…) 
35.2 % 

Other 2 % 

 

Of the total number of respondents, 79.6% answered that they would spend more time on 

identity verification, if this would increase the security of their accounts. This result shows 

how important it is for internet users to have their user accounts as secure as possible. 

The contribution of these results is that for the first time it has been shown that multi-factor 

authentication is very important to users from our region, that they are familiar with and 
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follow this technology and that they are willing to sacrifice their time to increase their 

security. 

3. CONCLUSION 

This research confirmed that multi-factor authentication plays a key role in the security of 

user account data. This study is designed to provide feedback to internet users from our 

region on this type of data protection. 
 

The research needs and expands the connection between internet users and MFA. One 

interpretation of the obtained results would be that internet users are familiar with this 

technology and are willing to spend more time for authentication in order to better protect 

their data. Another important fact of this study is that MFA are not used enough, which is 

shown by the fact that more than half of the respondents have encountered this technology 

less than 10 times. Third, it was found that the legal regulations related to the protection of 

personal data are not sufficiently developed, and it is necessary to make more efforts in this 

regard in the future at the national and international level. This research can be an 

introduction to some of the following research that could suggest models for improving the 

application of multi-factor authentication. 

REFERENCES: 

[1] alexa.com: Top Sites in Serbia, Available from 

https://www.alexa.com/topsites/countries/RS Accessed: 2020-08-25. 

[2] Aloul, F., Zahidi, S., El-Hajj, W.: Multi Factor Authentication Using Mobile Phones, 

International Journal of Mathematics and Computer Science 4, No. 2, (2009), pp. 65-80, 

1814-0424 

[3] Channell, J.: Why 2FA SMS is a Bad Idea, Available from 

https://blog.sucuri.net/2020/01/why-2fa-sms-is-a-bad-idea.html Accessed: 2020-08-20. 

[4] Davis, J.: List of websites and whether or not they support 2FA, Available from 

https://twofactorauth.org/ Accessed: 2020-08-25. 

[5] Dipankar, D., Arunava, R., Abhijit, N. (2017). Multi-Factor Authentication, In Advances 

in User Authentication, Springer, 978-3-319-58806-3, Memphis, USA, pp. 185-233 

[6] Domazet, S. (2019). Phishing and pharming attacks aimed at identity theft of internet 

users, Proceedings/5th International Scientific Conference "Security and Crisis 

management-theory and practice- SECMAN, pp.10-15, 978-86-80692-04-3, Belgrade, 03-04 

October 2019, Regional Association for Security and Crisis Management S4 GLOSEC 

Global security doo 

[7] Frazier, S.: The 2019 State of the Auth Report: Has 2FA Hit Mainstream Yet?, Available 

from https://duo.com/blog/the-2019-state-of-the-auth-report-has-2fa-hit-mainstream-yet 

Accessed: 2020-08-17. 

[8] Leonhardt, M.: The number of data breaches is actually down 33% so far this year—

here’s why, Available from https://www.cnbc.com/2020/07/14/number-of-data-breaches-

down-33-percent-in-first-half-of-2020.html Accessed: 2020-08-17. 

[9] Lopes de Souza, R., Lung, L., Felipe Custodio, R.: Multi Factor Authentication Using 

Mobile Phones, 2013 12th IEEE International Conference on Trust, Security and Privacy in 

Computing and Communications, (2013), pp. 746-752, 978-0-7695-5022-0/13 

https://www.alexa.com/topsites/countries/RS
https://twofactorauth.org/
https://duo.com/blog/the-2019-state-of-the-auth-report-has-2fa-hit-mainstream-yet


129 

 

[10] Margaret, R.: multifactor authentication (MFA), Available from 

https://searchsecurity.techtarget.com/definition/multifactor-authentication-MFA Accessed: 

2020-08-15. 

[11] Petrov, C.: 25+ Impressive Big Data Statistics for 2020, Available from 

https://techjury.net/blog/big-data-statistics/ Accessed: 2020-08-25. 

[12] Trajkovic, A., Milovanovic, A., Domazet, S. (2019). Digital footprint of users on 

regional websites, Proceedings/5th International Scientific Conference "Security and Crisis 

management-theory and practice- SECMAN, pp.205-208, 978-86-80692-04-3, Belgrade, 03-

04 October 2019, Regional Association for Security and Crisis Management S4 GLOSEC 

Global security doo 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



130 

 

VI INTERNATIONAL SCIENTIFIC CONFERENCE 

SAFETY AND CRISIS MANAGEMENT – THEORY AND PRACTISE 

SAFETY FOR THE FUTURE – SecMan 2020. 

FIRE RISK ANALYSIS AND FIRE SAFETY 

MEASURES 

Biljana Lovcevic Kureljusic 
1
, Mirjana Laban 

2
, Slobodan Moraca 

3
,  

Igor Pesko 
4
, Anka Starcev-Curcin 

5
  

1
 NIS ad Novi Sad, Narodnog fronta 12, Novi Sad, Serbia, biljana.lovcevic@nis.eu 

2
 University of Novi Sad, Faculty of Technical Sciences, Trg Dositeja Obradovica 6, 

Novi Sad, Serbia, mlaban@uns.ac.rs, moraca@uns.ac.rs, igorbp@uns.ac.rs, 
astarcev@uns.ac.rs  

Abstract: Constructed industrial facilities are subject to structure collapse if exposed 

to fires. Due to the significance of the industrial plants, many of which are classified 

as critical infrastructural facilities, fire security is crucial in preventing or mitigating 

damages resulting from the effect of fire. The single objective of the application of any 

preventive measures at an industrial facility, from the fire protection aspect, includes 

fire prevention, timely fire detection, and fire consequences mitigation, to prevent fire 

impairing the bearing power and stability of a building structure, safety of people, 

environment, and complete ancillary infrastructure. Active and passive fire protection 

is classified as a group of the preventive measures which are most often applied at 

industrial facilities and plants. 

This paper presents the conceptual designs of active and passive fire protection, 

including the analysis in detail of the materials used for the passive protection of 

concrete steel, and wooden structures. The practical example demonstrates the 

necessity of the knowledge of the static system and structure elements, as well as the 

knowledge of the material characteristics in order to align the requirements in terms 

of fire protection and structure requirements from the aspect of building structure 

bearing power and stability. 

Key words: fire protection, industrial facilities, passive protection, structure 

1. INTRODUCTION  

Industrial facility fire safety is very complex since there are big fire occurrence hazards. To 

achieve an efficient industrial plant fire protection, it is necessary to recognise all hazard 

sources which could cause fire, and realistically assess the efficiency of any preventive 

measures at the plant, both during design, and during the facility construction and use.  

In particular, the need to ensure fire protection of industrial facilities and ancillary 

infrastructure is higher for the plants and facilities intended for storing flammable and 

combustible fluids and flammable gases, where, very soon after the occurrence of fire, there 

are explosions resulting in collapsing of infrastructural components (e.g. facility structures or 

plant supporting structures), which are characterised as severe incidents. Collapse of 

supporting structures may result in disasters and severe threats to people’s lives, which may 

dramatically increase when environment safety is also affected.  

The damages resulting from the fires in industrial facilities may be huge, not only to the plant 

which has sustained high material damage, but also to the plants which are directly related to 

it, as well as the state if such a plant is a part of the critical infrastructure. 

 

mailto:biljana.lovcevic@nis.eu
mailto:mlaban@uns.ac.rs
mailto:moraca@uns.ac.rs
mailto:igorbp@uns.ac.rs
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2. FIRE RISK ANALYSIS USING THE BOW-TIE METHOD  

To consider all fire occurrence risks in an industrial facility, the qualitative risk analysis was 

made using the Bow-Tie method. The Bow-Tie analysis is based on the identification of 

threats, potential hazard which could occur due to the loss of control over the hazard, 

identification of possible scenarios which may result in the hazard, as well as possible 

consequences such an event could have. 

The key reason for the creation of the analysis in this paper is to show the preventive and 

reactive measures applied in the facility, in order to safely use the facility and in order for the 

resulting damage in case of fire to be as lower as possible. In the presented analysis, fire is a 

hazard, and the cause thereof is the human factor, which is, based on many statistics, the 

cause of fire in more than 90%.  

The left side of the model, fig. 1, lists the “threats” - the situations which could directly cause 

the event and the preventive measures which are recognised in order to minimise the 

potential situations. The general conclusion about the “threats” is the need that the facilities 

are designed and constructed in accordance with the regulations, standards, good engineering 

practice while applying the legislation and prescribed controls (engineering control of 

technical dossier, facility technical inspection, engagement of expert supervision of works 

execution, etc.). Following the facility construction, during the use thereof, it is necessary to 

properly maintain the facility and ensure safe and healthy operation at the facility, and 

facility maintenance is executed pursuant to the regulations, whereby skilled and trained staff 

are engaged. 

The right side of the model, fig. 1, shows the consequences which may occur after the fire 

and the measures taken to prevent or mitigate the fire consequences. Due to the fire 

occurrence, the consequences recognised are as follows: explosion, downtime of complete 

outage, loss of structure carrying capacity and stability, impairment of people's safety and 

health, and responsibility of both the company and natural persons employed at the company.  

 

Figure 1: Bow-tie analysis of fire risks in the industrial facility 
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To prevent the explosions, it is necessary to apply all technological safety measures for plant 

operation stopping in the event of disaster and to install specific fire alarm and extinguishing 

systems, explosive gas and steam detection systems, and in the zones where there are 

explosive mixtures, equipment and devices must be set up as EX. 

The consequence of high temperatures, developed in the event of fire, is loss of the carrying 

capacity and stability of the building structure, which results in the structure collapse, a high 

number of human victims, and economic loss. Therefore, it is necessary to take the measures 

to mitigate the damage and prevent the carrying capacity and stability of the structures, such 

as the application of passive structure protection and alignment of the requests when 

selecting the structure and material type, and the application of relevant fire protection 

measures. 

During fire, toxic gases often evaporate in the atmosphere, in particular those of industrial 

plants, and affect the environment and safety and health of both the employees and the 

people living in the vicinity of the industrial plants. Also, the outage of the industrial plants 

results in the interruption of the staff operation for a certain period. The damage volume and 

the extent to which the company is capable of overcoming resulting damage impact possible 

loss of the employees’ jobs, or temporary interruption of operation, whereby such employees 

will receive certain remuneration. Market loss is unavoidable due to the plant downtime for a 

longer time period, and material damages are, in cases of outage or downtime, high. Due to 

the damage of the plant and equipment, they, very often, need to be replaced, for which a 

long procurement and making procedure is required. 

When all consequences following fire, based on the executed risk analysis using the BOW-

TIE method are considered, it is necessary to very carefully review all potential risks and 

apply all fire protection measures in the industrial plant. 

3. FIRE PROTECTION MEASURES AT FACILITIES 

Fire protection is an important part of any fire safety strategy at an industrial facility, the 

single aim of which is to prevent fire or mitigate any damages after the fire occurrence to 

prevent any threat to people, impairment of carrying capacity and stability of building 

structure, material assets, and occurrence of any damages, both actual and indirect damages. 

Two direct approaches reducing the risk to building structure damage due to fire include: 

application of the materials insulating parts of the structure against extreme temperature 

increase and installation of the devices which (when they are activated) detect and extinguish 

fire. These two systems of structure element protection are passive protection and active 

protection. In such context, passive protective materials are defined as “fire resistant 

materials” which are externally installed or directly included in the building structure 

elements. Contrary to that, active protection systems cover the systems for fire alarm and 

fire extinguishing, Both active and passive fire protections are applied at the industrial 

plants. 

3.1. Active Fire Protection  

Active fire protection means an installed installation of specific fire protection systems at a 

facility, which includes stable systems for automated fire detection and alarm, stable systems 

for explosive gases and steam detection, stable systems for fire extinguishing and removal of 

smoke and heat. The objective of active fire protection is to obtain information on fire 

occurrence in the initial stage to extinguish fire and evacuate people from a facility in a 

timely manner. 
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Stable fire alarm and detection systems are the primary active fire protection. The systems 

operate based on the principle of “registering” and “alarming” about any changes when fire 

occurs in the premise in which they are installed, which include heat, flame, and smoke.  

When there is a possibility of presence of explosive and combustible gases or steam in a 

facility, it is necessary to install the system for detecting explosive and combustible gases 

which is the best available type of the preventive protection for any hazards which could be 

caused by gases. Explosive and combustible gases or steam are the gases which create 

mixtures with the air which burn or explode if an ignition source increases their temperature 

to the ignition temperature. Based on timely detection of potentially hazardous 

concentrations of combustible/explosive gases using portable or stationary detectors and 

signals though alarm sirens and luminaires, it is possible to locate and eliminate the causes of 

the incidents when they occur. 

If, besides any fire protection preventive measures provided for, fire occurs, stable fire 

extinguishing systems have an important role in extinguishing any initial fire. Stable fire 

extinguishing systems as a means for fire extinguishing use water, water mist, CO2, foam, 

powder, halons, and “green means”, where the selection of means for extinguishing is made 

based on the type of combustible matter which may occur during fire. 

Smoke and heat removal systems are installed in the facilities where there is a threat of 

development of high quantity of smoke and heat in a very short time. Smoke occurs in a high 

number of fires and prevents efficient fire extinguishing and safe evacuation of people due to 

high carbon monoxide concentration, resulting in smoke intoxication and suffocation of 

people while they leave a fire impaired area. Building materials installed in facilities may 

produce large quantities of smoke during their combustion unless correct choice of material 

is made in the course of design and works execution. In addition to the aforementioned 

threats from smoke, flue gases impact the building structure, where extremely high fuel gas 

temperatures could cause facility collapse, or result in the loss of the carrying capacity and 

stability of the building structure. 

 

Figure 2: Fire set ablaze and smoke spreading in the facilities excluding any ventilation system 

Source: www.core-ns.org/download/projekti/VENTILACIJA.pdf 

 
Figure 3: Building structures protected with smoke and heat ventilation systems 

Source: www.core-ns.org/download/projekti/VENTILACIJA.pdf 

3.2. Passive Fire Protection  

The main purpose of passive fire protection is to supress fire in its initial stage or slow down 

fire spreading. The objective of passive fire protection system is to maintain the 

temperature of building structure elements (structure elements made of steel standard 

sections, electrical installations) below the critical temperature which occurs during fire, 

http://www.core-ns.org/download/projekti/VENTILACIJA.pdf
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as well as to restrict fire for a particular period in single fire space/sector, Passive fire 

protection covers the selection and installation of materials at the borderlines of fire sectors 

and selection and installation of material for the protection of concrete, steel, and wood 

structure. 

The materials built at the borderlines of the fire sectors as fire resistant, thermal insulators 

include mineral wool, expanded aggregate, and cellulose. Mineral wool is the oldest type of 

fire resistant insulation which may endure the temperature up to 1000°C, it does not burn, 

and its mineral fibres start to melt only at 1000°C. According to SRPS EN 13501-1 standard, 

[3], mineral wool is classified as a non-combustible material of A1 class and it is used as an 

infilling for the partitions installed at the borderlines of the fire sectors which are required to 

have particular fire resistance degree. Using the mineral wool, it is possible to achieve the 

fire resistance of the partition walls up to 120 min depending on the selection of the cover of 

plasterboards. The data in detail on the class of fire resistance of partition wall are 

determined based on testing of the complete cover systems and non-combustible infilling. 

Non-combustible materials, applied to achieve the structure fire resistance, include expanded 

perlite, slates, clay, vermiculite, and cellulose insulation. Cellulose insulation is considered 

as one of the most proper eco-friendly materials for thermal insulation, and its 

incombustibility is ensured based on chemical processing using sulphate and borate. Since 

cellulose insulation is a loose material, it may be used only as the infilling of roof, floor, 

and wall space, thus, the outer part of structure is directly exposed to fire,  

To maintain the carrying capacity and stability of a structure exposed to fire, it is 

necessary to protect the structure elements against fire by covering it with plates or 

applying the coats  or plaster to the structure elements (such as steel, concrete, and wooden  

roof elements, beams, and pillars) or by adding alkali activated mineral binders 

(geopolymers) or polypropylene fibres into concrete, used for making concrete structure 

elements. 

To correctly determine the passive fire protection system and select an appropriate material, 

it is necessary to create the structure analysis, risk analysis, and structure element protection 

plan. Due to diversity of fires (different groups of combustible materials) and different 

protection objectives, it is necessary to know and define a series of the factors: structure 

element material type, combustible material type which may occur during fire, requested 

time interval of protection, and determine the existence of other protection types, for 

example, active fire protection. 

3.2.1. Passive Concrete Structure Fire Protection 

When concrete structure is analysed from the fire protection aspect, the fact that concrete is 

fire resistant and incombustible material is taken into consideration. Concrete itself contains 

free water, and, in the event of fire, free water evaporates from the surface exposed to heat, 

thereby absorbing a big part of heat, resulting in the decrease of the temperature in the 

interior part of the structure element. However, recent technological development and 

increasingly high demand for structural concrete of high strength resulted in the development 

of concrete of high performances. Due to increased density and compactness of concrete 

microstructure, concrete of high performances is, in particular, sensitive to 

decomposition due to fire, while such occurrence is not noticed in normal concrete,  

To improve the resistance of the concrete structure made of concrete of high performances, it 

is necessary to add alkali activated mineral binders in the concrete mixture. In contact with 

fire load, the concrete protected with alkali activated mineral binder keeps its mechanical 

characteristics even up to the temperature of 1200°C, while the concrete only with portland 

cement loses its strength when the temperature reaches 400°C, fig. 4. 

https://www.promat-see.com/sr-latn-rs/proizvodi?cc=/Products/Spray&q=page=1&page_size=9&v=0
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Figure 4: Chart of temperature impact to concrete strength in the event of pressure  

Another type of concrete protection against high temperatures is the use of polypropylene 

fibres in concrete mixture. Polypropylene fibres melt and thermally spread in concrete 

already at the temperature of cca 170°C when they are in contact with fire load. The role of 

polypropylene fibres is to reduce and prevent the decomposition of concrete due to the effect 

of high temperatures.  

3.2.2. Passive Steel Structure Fire Protection 

Steel is, as the material, classified into incombustible materials, however, in the event of 

impact of high temperatures, steel structure is very soon deformed, thereby impairing the 

structure carrying capacity, fig. 5. The basic task of steel construction passive protection is to 

maintain the steel temperature during particular time within certain limits to maintain 

necessary carrying capacity and stability in the event of fire occurrence.  

 

Figure 5: Ratio of tensile strength and elasticity module depending on streel structure temperature 
Source: www.promat-see.com/sr-latn-rs/centar-znanja/clanci/izbor-odgovarajuceg-sistema-za-

protivpozarnu-zastitu-celicnih-konstrukcija 

Three passive protection systems are applied for the protection of steel construction: 

expanding (intumescent) coatings, covers made of fire resistant boards and plasters.  

Most often, expanding i.e. intumescent coatings (70%) are applied, and two types of coatings 

are differentiated, thin-layered and thick-layered coatings. Thin-layered fire resistant 

intumescent coatings are most often used as passive fire protection in industrial and office 

buildings, they are mostly based on water, and their layer thickness is cca 1-3 mm. Thick-

layered fire resistant intumescent coatings are made on epoxy basis and are most often used 

in case of hydrocarbon fires, in the facilities characterised by aggressive marine 

environment, and in very tall buildings and tunnels. All steel standard sections must be, 

prior to applying expanding coatings, prepared, i.e. sanded up to SA 2.5 degree, pursuant 

to ENISO8501-1  and protected with anticorrosion finish compatible with intumescent 

coating. When a facility temperature increases due to occurrence of fire, the expanding 

coating which has initially been applied to the steel structure element, expands its volume by 

20-50 times forming carbon foam. When applying the expanding layer, on all four sides of 

standard section, it is necessary to consider whether protection is necessary from all sides, 
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and even from the side on which the facade “sandwich” thermal insulation panel with 

incombustible infilling of designed fire resistance leans. In the event of fire, pressure occurs 

on thermal insulation panel in the part of contact with the steel structure element due to the 

increase of expanding layer relative to the initial one even up to 50 times. 

To achieve necessary fire resistance of steel structure element and certain economic saving, 

it is necessary to, in the course of static calculation, take care when adopting the standard 

section type based on its section factor. The geometric shape of transversal steel standard 

section impacts, to a high extent, its behaviour in the conditions of fire. Section factor is 

defined as exposed area A divided by volume V. An element with low section factor value 

will be heated more slowly than the elements with higher value, therefore, lower thicknesses 

of coating to achieve the same fire resistance will be required. A steel section with high 

section factor value cannot achieve high fire resistance interval. Based on all of the 

aforementioned, when designing steel structures, it is necessary to know the regulations 

in the field of fire protection SRPS U.J1.240:1995, SRPS U.J1.042:2000 , and SRPS 

U.J1.043:2000 .  

In practice, fire resistant boards are often used for passive protection of steel elements, and 

they are made of calcium silicate and reinforced with fibres and infillings. Board thicknesses 

depend on necessary fire resistance interval and range from 10 mm to 60 mm. 

Plasters for fire protection comprise cement fibres, vermiculite, and gypsum and they are 

often applied in the facilities when the structure aesthetic appearance is not of primary 

importance. When creating static calculation, it is necessary to forecast the coating weight in 

the carrying capacity calculation, and additional reinforcement grid is to be provided for in 

the event of applying higher thickness of plaster layer. 

3.2.3 Passive Wood Structure Fire Protection 

Passive wood carrying structure protection is necessary in order to protect the wood elements 

from high temperature impact. Wood structure elements are protected with coverings of fire 

resistant boards or expanding water soluble coatings/varnishes with high fire resistant 

characteristics, whereby their usual fire resistance is up to 90 min. Under the impact of high 

temperatures, such coating/varnish expands and creates protective insulation foam protecting 

the wood structure from contact with the air (oxygen) to reduce combustibility and slow 

down the transfer of heat from fire to wood structure elements, with the aim of increasing 

wood structure element fire resistance. Protection using single component, water soluble, 

chemically resistant finishing varnishes is provided for fire protection of wood areas in the 

interior. 

4. CONFORMITY OF THE CONSTRUCTION REQUIREMENTS WITH 

THE FIRE PROTECTION MEASURES 

Knowledge about the characteristics of materials and structural requirements of supporting 

elements as well as the recognition of fire load are necessary when determining passive fire 

protection in order to correctly protect the supporting building structure element. 

Poor example from the practise is lack of passive protection of steel tie rods which are an 

integral part of main roof prefabricated support of reinforced concrete in a storage facility. 

After the occurrence of fire due to the development of high temperatures, steel tie rods which 

are an integral part of the element's static system, were deformed in a very short time period, 

and, due to the loss of the line roof element stability, it resulted in the collapse of the whole 

roof structure made of prefabricated line roof supports of reinforced concrete with steel 

elements and steel brace, fig. 6 
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Figure 6: Prefabricated line roof support made of reinforced concrete with steel tie rods and collapsed 

support after fire 

5. CONCLUSION 

To prevent and stop fire spreading in a timely manner, it is necessary to provide for an active 

protection system in a facility. In the event of fire occurrence, it is necessary to provide for 

the type of the passive protection when selecting the building structure to maintain the 

carrying capacity and stability of the structure after the effect of fire. 

Knowledge of static structure system, characteristics of structure material, and regulations 

from the aspect of fire protection, is necessary in order to apply all required fire protection 

systems in the facility and its structure and to be in conformity with the regulations in the 

field of construction, with a view of maintaining the integrity of structure during fire within 

certain time interval. 
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Abstract: In modern global conditions, the countries of the Balkans, including the 

Republic of Northern Macedonia, face numerous threats and security risks. Within the 

paper, the author will make an analysis of the modern security environment through 

an analysis of electronic sources and an overview of domestic and foreign literature. 

The SWOT method will be used to analyze the Strengths-Weaknesses-Opportunities-

Threats (SWOT) and this should enable a set of strategic priorities to be considered 

and developed that are common and crucial to both missions - preventing violent 

extremism and the fight against terrorism in Macedonia. The use of this method will 

determine the strengths and weaknesses, as well as the opportunities and threats at 

the regional, state and municipal / local level in Macedonia. 

Key words: modern challenges, strengths, weaknesses, opportunities, threats 

1. INTRODUCTION 

Violent extremism and terrorism are two separate and special problems that threaten the 

Republic of North Macedonia, the countries of the Balkans and the wider international 

community. The Government of the Republic of North Macedonia in February 2018 

adopted a National Strategy for Combating Terrorism for the period 2018 to 2022, and this 

document is in line with the United Nations and European Union Strategies for Combating 

Terrorism. In the fight against the threat of terrorism and the violent and destructive activities 

of terrorists, countermeasures need to be taken, such as: improved border security, timely 

sharing of information, improved criminal legislation through local networks, while 

preventing the factors and drivers of violent extremism. 

The National Strategy for the Prevention of Violent Extremism and the National Counter-

Terrorism Strategy of the Republic of Macedonia are linked institutional and organizational, 

according to the "four pillars" of the Global Strategies for the Prevention of Violent 

Extremism and the Fight against Terrorism of the United Nations (UN) and with strategies to 

prevent violent extremism and fight against terrorism in the European Union (EU). The aim 

of both of these strategies is to constantly monitor the threats of violent extremism and 

terrorism, as well as to monitor their preconditions, root causes, drivers and local-municipal, 

state and regional contexts specific to Macedonia. The Republic of North Macedonia must 

follow these new and growing challenges - it must monitor the criminal and terrorist 

networks and their collaborators and other threats that can cause instability of the state. In the 

fight against terrorism, the Republic of North Macedonia has identified eight strategic goals 

for prevention, five strategic goals for protection, four strategic goals for the duration, and 

three strategic goals for response. 

 

mailto:tanjagerginova@gmail.com


139 

 

2. INTERNATIONAL ENVIRONMENT AND UNDERSTANDING THE 

THREATS 

In modern global conditions, the states of the Balkans face multiple threats and security 

risks: 

the slow construction of democratic institutions and democratic political cultures and 

relations, disregard for fundamental human rights; limitation of freedom of movement, 

expansion of organized crime; usurpation and destruction of private property and cultural 

and historical heritage, terrorism, separatism, various forms of organized crime, ethnic and 

religious intolerance, intelligence activity, proliferation of weapons of mass destruction, 

corruption, problems of economic development, energy security, uneven economic and 

demographic development, unresolved status and difficult position of the refugees, exiled 

and internally displaced persons, uncontrolled spending of natural resources and endangering 

the environment, the consequences of natural disasters and technical and technological 

accidents, as well as endangering the environment and the health of the citizens, the dangers 

associated with the occurrence and spread of infectious diseases in humans and animal 

infection, drug addiction, destructive action of certain religious sects and cults, high-tech 

crimes and threats to information and telecommunications systems and climate change on a 

global scale. There are also other risks and threats to security, with less or more probability 

of manifestation and recognition, such as: the abuse of new technologies and scientific 

achievements in the field of computer science, genetic engineering, medicine, meteorology 

and other scientific fields. The challenges, risks and threats to security at global, regional and 

national level are constantly multiplying and changing the character, intensity and forms of 

manifestation. 

The specificity of these security challenges, risks and dangers is the reduced opportunity for 

their timely detection and preventive action. 

Understanding threats helps to understand strengths, roles, responsibilities, and immediate-

to-long-term priorities - in at least three interconnected contexts: state, local (municipal), and 

regional / international levels. 

GLOBAL - international relations go through a huge transition of power and geopolitical 

competition between states that creates preconditions for the emergence of violent extremist 

organizations and terrorist groups that threaten the established world order. 

This period of change is being framed with an increasing number of challenges and triggers 

of governing norms and principles, rules and procedures for the decision-making that have 

defined the conditions for securing a stable basis for the West-Liberal ("Westphalian") 

international order: 

1. The supremacy of the territorial sovereign state, 

2. The general rule of inviolability of the territorial sovereignty of the State and 

3. Definition of "aggression" as an act of a state or collective of states that violates and 

violates the territorial integrity and power of the nation state, and declared as ultimate 

international "sin", and 

4. The act requires collective security interventions to re-establish a status quo situation. 

Systemic stability, based on these four governing principles, was "shaken" in the late 1980s 

with renewed demands for self-determination and an increase in ethno-separatist conflicts. 

The terrorist attacks of September 11, 2001, announced the growth of other non-state actors, 

especially al-Qaeda and its branches, including the so-called Islamic state. 
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REGIONAL - there is a growing presence of transregional and mixed security threats and 

challenges that go beyond borders, exerting greater pressure on countries and their 

capabilities and capacities to maintain their sovereignty, protect private rights and key value 

systems. Within these geostrategic features, the Republic of North Macedonia is faced with 

threats of violent extremism and terrorism. The Republic of North Macedonia and the Balkan 

countries are key "strategic pivot" countries, partly based on the future stability and security 

of the European Union and the coherence of the southern wing of NATO". 

The fact that the Republic of North Macedonia is not an exporter of violent extremism and 

terrorism is one of its biggest advantages and the strongest justification for its accession to 

Euro-Atlantic integration. 

3. SWOT ANALYSIS ADVANTAGES – WEAKNESSES – OPPORTUNITIES 

- THREATS 

The SWOT analysis determines the relationship between environmental influences and core 

competencies, it is used to create new strategies, and this analysis the internal strengths and 

weaknesses of an organization or strategy and assesses both the opportunities and external 

threats. It seeks to maintain strengths, minimize weaknesses, seize opportunities, and 

eliminate or reduce obstacles. Also, the SWOT analysis can be developed in relation to a 

certain security situation or phenomenon, taking into account the elements of this analysis, in 

order to develop a strategy for overcoming the problems related to that security situation or 

phenomenon. 

During the analysis of the environment of threats from a wider context and taking into 

account the threats that the Republic of North Macedonia faces at the state, local (municipal), 

regional and international level, a detailed SWOT analysis was used which produced deep, 

broad and comprehensive understanding and accepting the challenges, the root causes, and 

the potential opportunities that define the mandate of the National Committee for the 

Prevention of Violent Extremism and the Fight against Terrorism in Preventing Violent 

Extremism and Combating Terrorism erosion. 

The SWOT Analysis of Strengths-Weaknesses Opportunities - Threats (SWOT) enables you 

to consider and develop many strategic priorities that are common and crucial for both 

missions - the prevention of violent extremism and the fight against terrorism. 

The SWOT analysis has identified the strengths and weaknesses at the regional, state and 

municipal / local level. 

At the regional level, advantages are determined: 

- Republic of North Macedonia has a Key geostrategic position - Republic of Northern 

Macedonia is "Strategic Pivot State"; 

- The Republic of North Macedonia is not an exporter of violent extremism and 

terrorism; 

- In the Republic of North Macedonia there is a Drastic Reduction of Foreign Terrorist 

Fighters from 2015 onwards; 

As weaknesses at the regional level are determined: 

- The Republic of North Macedonia is located in a moderately unstable region of 

relatively weak democratic states; 

- The Republic of North Macedonia is surrounded by countries with post-conflict and 

economic instability, inherited policies that influence the quality of building socially 

sustainable systems; 
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- The Republic of North Macedonia lies at the East-West geostrategic crossroads, 

surrounded by countries with porous borders that encourage "gray economies"; 

- Insufficient level of sharing of regional financial and anti-terrorist intelligence. 

 

At the state level, advantages are determined: 

- The Republic of North Macedonia is a state with well-established government 

institutions and systems and procedures for the rule of law; 

- The Republic of North Macedonia is aligned with numerous, key pillars of the UN, 

the EU, the OSCE and NATO; 

- The Republic of North Macedonia has strong positive ties with international 

organizations dedicated to the global mission of preventing radicalization and the 

fight against terrorism. 

As weaknesses at the state level are determined: 

- The Republic of North Macedonia still faces a relatively high degree of 

dissatisfaction and lack of trust between communities with state and local 

governments; 

- Insufficient state and municipal institutional capacities and capabilities of 

government institutions and persistent challenges to corruption; 

- Insufficient ways and measures to counter the extent of misinformation revealed by 

polarizing narratives among vulnerable groups of citizens. 

At the municipal or local level, the advantages are determined: 

- Republic of North Macedonia is a society characterized by strong families, family 

ties and strong communities; 

- In the Republic of North Macedonia there is tolerance for ethnic and religious 

differences and differences; 

- The Republic of North Macedonia traditionally fosters a moderate form of Islamic 

religion and Orthodox Christianity. However, these forms do not identify with 

radical branches. 

At the municipal or local level, weaknesses have been identified: 

- Insufficient employment, especially among minority communities; 

- Weak trust links between the local police / law enforcement authorities and the local 

population; 

- The lack and weakness of the "legitimate" organs creates a leadership vacuum that 

easily fills the leaders of radical extremists with violent anti-state and anti-national 

visions and intentions. 

Thus at the regional level as opportunities are determined: 

- Establishment of State Working Groups for focused multi-agency, cross-

institutional actions for the establishment of regional strategies in the Western 

Balkans for the prevention of violent crime and the fight against terrorism led by the 

Republic of North Macedonia; 

- Effective cooperation between the EU, the OSCE, and other international 

organizations for capacity building, expertise and donor funding; 

- Improved standardization across regional data sharing platforms, including data 

processing. 

At the regional level, threats have been identified: 
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- Due to geostrategic position, the Republic of North Macedonia is constantly at risk 

of terrorist attacks; 

- The transnational and transregional "knot" complement the threat of crime through 

illicit trafficking, corruption and terrorism; 

- Foreign terrorist fighters and influences from countries that generate conflict; 

- The way the state responds to the threats of radicalization, violent extremism, and 

terrorism; should be careful and cautious in order not to produce negative 

"boomerang" effects; 

- Ethno-religious and ideological extremism and radicalization; 

- Competition for limited resources available to support communities; lack of unity in 

efforts, due to lack of government capacities. 

Furthermore, at the state level, opportunities have been determined: 

- Establishment and further strengthening of the institutional capacities of National 

Committee for the Prevention of Violent Extremism and Counter-Terrorism; 

- Establishment of Integrated Task Forces (ITFs) to implement coordinated, cross-

institutional activities between the state and the community; 

- Establishment of permanent State Working Groups for coordination and evaluation 

of Activities to Prevent Violent Extremism and Combat Terrorism; 

- Establishment of Key Integrated Task Forces (ITFs), including the Joint Terrorism 

Task Force (MKD-JTTF) for enhanced border control and crisis management, 

prevention and response. 

At the state level as threats are determined: 

- The way the state responds to the threats of radicalization, violent extremism, and 

terrorism; should be careful and cautious in order not to produce negative 

"boomerang" effects; 

- Ethno-religious and ideological extremism and radicalization; 

- Competition for limited resources available to support communities; lack of unity in 

efforts, due to lack of government capacities. 

At the municipal or local level as opportunities are determined: 

- Establishment of Community Action Teams (CATs) to improve cooperation 

between state and local governments; 

- The Republic of North Macedonia is characterized by a strong, healthy and talented 

young population that creates and nurtures - inter-faith and inter-ethnic tolerance; 

- Improved and comprehensive training for religious communities to oppose online 

radicalization; 

- Improved training to identify the early signs of violent radicalization, including 

between prison and other professional staff; 

- Creating ways to encourage community-based programs to support social cohesion 

that prevents violent extremism. 

Both at municipal or local level as threats are determined: 

- Measures taken to prevent extremism and radicalism can violate personal freedoms 

and rights; 

- Structural unemployment and insufficient employment; 
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- Disobedience and feeling of dissatisfaction of the local communities, and lack of 

confidence among the local population, families and communities with the 

representatives of the state and the municipality. 

The above activities should be implemented by institutions involved in the fight against 

terrorism: the Ministry of Internal Affairs - the Security and Counter-Intelligence Directorate 

and the Public Security Bureau, the Intelligence Agency; Ministry of Defense - Department 

of Military Security and Intelligence Service, Ministry of Justice; Ministry of Finance - 

Financial Intelligence Directorate, Customs Administration, and Financial Police 

Directorate; The Public Prosecutor's Office and other involved institutions in the work of the 

National Committee. 

The need for coordination in the work of the above institutions is indispensable. 

Coordination will ensure timely exchange of information, fair and adequate resource 

allocation, strategic planning and synchronization of cooperation with relevant state, local, 

regional and international institutions in the fight against terrorism. 

4. CONCLUSION 

Many countries, including the Republic of North Macedonia, normatively with their national 

strategy define the basics of the policy for the prevention and suppression of this security 

threat. 

In order to implement the reforms of intelligence and security services in the security sector, 

the Government of the Republic of North Macedonia is implementing the second National 

Counter-Terrorism Strategy in March 2016, which included a section devoted to the 

prevention of violent extremism and terrorism, and then in February 2018 adopted a National 

a strategy to combat terrorism for the period of 2018 by 2022, and this document is in line 

with the United Nations and European Union counter-terrorism strategies. 

For the purpose of long-term security, security, stability and prosperity of the citizens of our 

country, the Government of the Republic of North Macedonia also adopted a decision on the 

establishment of the National Committee for the Prevention of Violent Extremism and the 

Fight against Terrorism. The National Strategy for the Prevention of Violent Extremism and 

the National Counter-Terrorism Strategy of the Republic of North Macedonia are linked 

institutional and organizational, according to the "four pillars" of the Global Strategies for 

the Prevention of Violent Extremism and the Fight against Terrorism of the United Nations 

(UN) and with strategies to prevent violent extremism and fight against terrorism in the 

European Union (EU). 

These strategies stipulate that it is necessary for the members of the National Committee for 

the Prevention of Violent Extremism and the Fight against Terrorism to identify the 

capabilities, capacities and needs of the ministries and institutions in order to ensure the 

safety and protection of the citizens and the sovereignty of the Republic of North Macedonia, 

identify the priorities, challenges and opportunities in strengthening the contribution of the 

Republic of North Macedonia in preventing future manifestations of all forms of extremism 

and factors that have helped road to terrorism. 

Targeting aims to realize through adoption of terrorism prevention and fighting measures, 

terrorism protection, measures criminal harmonization and repairing damages from terrorist 

attacks. The main objective of prevention of terrorism is to reach the highest level of 

protection of state, of its citizens, protection of its values, interests and resources of threats 

and consequences of terrorism. Prevention of terrorism includes the following activities:  
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The National Counter-Terrorism Strategy used the SWOT analysis method to determine the 

relationship between environmental impacts and through this method the strengths and 

weaknesses are identified, as well as the opportunities and threats at the regional, state and 

municipal / local level. The SWOT Analysis of Weaknesses and Weaknesses - Threats 

(SWOT) allows you to develop many strategic priorities that are common and essential to 

both missions - preventing violent extremism and combating terrorism. 

With the National Strategy for Combating Terrorism, the Republic of North Macedonia 

should achieve the following results:  

 

- More effective detection, documentation and research of criminal activities related 

to terrorist acts; 

- Co-ordinated activities and information exchange at the sectoral level; 

- Increased and effective international cooperation in the prevention and fight against 

terrorism; 

- Increasing the awareness of the population about the importance of combating 

terrorism and the role and place of state organizations and other institutions 

participating in this struggle; 

- Achieving a higher level of deployment of personnel and equipment of institutions 

involved in the fight against terrorism; 

- Compliance with international standards and harmonization of national legislation 

with the European with legislation etc. 
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Abstract:Analysis of research raising and community preparedness for response in 

emergency situations, which are implemented in different socio-cultural contexts 

indicate a lack of awareness about existing hazards and risks and inadequate 

preparedness of the local population for safe behavior in emergency situations. 

Therefore, in our study, we started from the assumption of the influence of socio-

cultural context on risk perception. The area of Kosovo and Metohija, where the field 

part of the research was realized, was taken as a specific socio-cultural context. 

Within the descriptive research method, a survey questionnaire was used as the basic 

research instrument for obtaining data. The research sample was determined by the 

method of random sampling, and included 450 subjects. Based on the obtained 

results, the set hypothesis was confirmed. This paper attempts to combine ideas about 

socio-cultural impact on disaster risk management. Expectations are to increase 

understanding of the importance of the impact of socio-cultural context on risk 

perception and the effectiveness of emergency management. It is important to 

emphasize that the authors promote an interdisciplinary approach to disaster and 

emergency risk management. 

Key words: emergencies, risk perception, socio-cultural context 

1. INTRODUCTION 

The rise of disasters and emergencies of various natures and characters has led to the need 

for integration of social sciences into disaster risk management (DRM) in order to improve 

understanding of this phenomenon in the contemporary social context. Lately, DRM research 

has focused on exploring the influence of socio-cultural variables on mitigation outcomes 

[21][1]; then research on population’s resilience [2][15]; economic development of a 

particular population [11], and its patterns of behavior in response to risk [2][12]. Emerging 

theories have focussed on how to integrate the empirical lessons about population behaviors 

into effective DRM policy [2][8]. The Hyogo Framework for Action 2005-2015 indicates 

five priorities for disaster risk reduction, among which, in particular, the development of 

knowledge and awareness in order to create a culture of safety and resilience of the 

community at all levels. Further, the Sendai Framework for Disaster Risk Reduction 2015-

2030 emphasizes that behavioral aspects should be integrated into future emergency 

management, including the concepts of risk understanding, management, investment, and 

disaster preparedness [24]. The UNDP report [19] defines the DRM concept as a concept of 

modern development that connects the “disaster risk index“ with the characteristics of the 

social context, its profile and risk perception. When observed from academic discourse, 

numerous studies have confirmed that inadequate perception and misunderstanding of risks 

negatively affect people's preparedness, response to danger warnings, personal protection 
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measures and recovery [2][12]. The World Disasters Report [7] explicitly indicates that we 

will have a less sustainable impact if we do not adequately take into consideration people's 

culture, religion, and their attitudes related to risk. 

Proper perception of risk as a complex phenomenon, in addition to communication and 

warning, is a critical factor in emergency management. In fact, all governments in the world 

have a significant role to play in communicating and informing about risks, while risk 

perception implies active roles of community participants, including potential and actual 

victims of disaster [10].  

In practice, we can often see a different perception of risk by participants. Different 

perception of risk entails different reactions and responses of individuals.
3
  The reasons for 

different individual perceptions of risk that can lead to different results and reactions when 

warning messages are sent are numerous and range from group socio-cultural to individual 

psychological processes [13]. In fact, when individuals receive a warning, their perception of 

risk is shaped by different sequential phases that some researchers characterize as “hear-

confirm-understand-believe-personalize-respond” [14, p. 41].  

 

While risk is understood in terms of probability and consequences, risk perception “includes 

social dimensions based on frameworks of decision-makers” [4, p. 70] or as Drabek [5, p. 

51] calls it “multiple layers of social restrictions”. From this point of view, risk perception 

theories enrich risk communication theories by offering a better understanding of how 

individuals respond to warnings, as warning information is “processed in social contexts that 

affect how individuals assess the level of danger” [4, p. 71]. Oliver-Smith (1996) and 

Quarantelli (1979) were among the first to suggest research on socio-cultural influences and 

intercultural behavior in the context of risks and disasters. These earlier studies have initiated 

proposals on the need for inter and transdisciplinary research in emergency management. 

Risk perception relates to the information available to those who are assessing the risk, as 

well as to the way in which they interpret that information. Perception of the level of danger 

can also be influenced by experience, as determined by [6]. Many data show that cultural and 

social circumstances have influenced the way residents perceive risks [10]. Perrow’s Normal 

Accidents (1984/1999) presents the idea of the impact of socio-cultural behavior on disaster 

risk perception and management, while Ha (2015, p. 75) separates “hardware” and 

“software” DRM where “software-oriented the approach” supports the social aspects of 

emergency management. Therefore, it can be concluded that the position of emergency 

management is not neutral either among individual, organizational or, more broadly, social, 

values. 

2. METHODOLOGY 

We undertook the research with the aim of assessing the perception of risks that endanger or 

may endanger human lives and the environment. We observed the perception of the 

conditions of the environment through the perception of emergencies that are most likely, in 

the opinion of the respondents, to occur in their environment (socio-cultural context). We 

were interested in how respondents who live in a specific socio-cultural surroundings 

perceive risks in the environment and close vulnerability in their narrow environment. 

Within the descriptive research method, a survey questionnaire was used as the basic 

research instrument for obtaining data. The research sample was determined by the method 

                                                 
3
 For example, since floods can take different forms, there are at least two areas where the 

perception of flood risks is very important - the importance of being aware of the possibility 

of floods is most often mentioned [10]. 
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of random sampling and included 450 respondents. We made a hypothetical research 

framework based on the following assumption:  

H1: There is a connection between the socio-demographic characteristics of the respondents 

and the perception of emergency situations. 

We assigned the status of an independent variable to the socio-demographic characteristics 

of the respondents, while we treated the perception of emergency situations as a dependent 

variable. 

                                 Table 1: Independent and Dependent variables 
Socio-demographic 

characteristics 

Independent variables 

Environment 

Dependent variables 

1.Age 

2.Gender 

3.Educational level 

1.Perception of emergency 

situations 

The population in our research consists of the adult Serbian population (people aged 18 and 

older) in Kosovo and Metohija. In regards to age, the presence of respondents aged 18-30 is 

17.1%, those of 31-45 is 51.1%, and 46 and older is 31.8%. Regarding the gender, the survey 

included a higher percentage of men (51.6%) than women (48.4%), but the difference is 

almost completely negligible, so we can say that the desired proportion of male and female 

respondents is almost completely achieved. When it comes to the level of education, 

respondents with secondary education are the most present (48.7%), the percentage of 

respondents with higher education (45.3%) is quite high, and the percentage of respondents 

with specialization, master's degree or doctorate is 6 %.     

3.RESULTS AND DISCUSSION 

H1: There is a connection between the socio-demographic characteristics of respondents and  

perception of emergencies.  

              Table 2: Relationship between the socio-demographic characteristics  

                                             of  respondents and perception of emergencies 

Socio-demographic  

              characteristics 

Perception of emergency 

situations 

(*p<0.05 ;  **p<0.01) 

      χ
2  

                       C 

Age 45.526**                 .303 

Gender 5.366                      .109 

Educational level 11.582                    .158 

From the collected data we obtained the following distribution of respondents according to 

the perception of emergencies.  
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Graph 1:  Perception of emergency situations 

As we can see in Table 2, a statistically significant correlation exists only between the age 

and the perception of emergencies. However, regardless of age, gender and level of 

education, we can see (Graph 1) that our assumptions have been confirmed, since our 

respondents stated that emergencies resulting from wars and terrorist attacks have the highest 

chances of occurring in the area in which they live. 

Therefore, our findings have shown that the youngest and oldest respondents believe that an 

emergency situation that arose as a result of war, has the highest possibility of occurring in 

the area in which they live. While middle-aged respondents (aged 31-45) place as the first 

one the possibility of an emergency situation arising as a result of a terrorist attack occurring 

in their environment. However, respondents of all three age categories believe that the least 

opportunities for occurrence, in their environment, have emergencies of ecological character 

(5%) (greenhouse effect, acid rain, degradation of natural resources, extinction of plant and 

animal species, etc.). 

Objective characteristics of life conditions of the respondents, i.e. the specific socio-cultural 

environment where the respondents live (extremely unfavorable living environment, 

previous war experience, conflicts, endangered security, etc.) justify this evaluation of the 

possibility of the occurrence of these emergencies and make it quite understandable. As we 

expected, the perception of the risk of emergencies is influenced by the specificity of the 

socio-cultural context, living environment and experience of the respondents themselves. 

4. CONCLUSION 

Socio-cultural factors have a significant impact on the attitude of the population towards 

disasters, whether they are natural or anthropogenic. According to the World Risk Index 

(WRI), numerous indicators confirm that the socio-social context should be taken into 

consideration when creating disaster and emergency risk management policies and strategies. 

This is certainly a special challenge for agencies and governments that need to adapt DRM 

models to suit the specific socio-cultural circumstances and characteristics of individual 

areas. 

Series1, 
natural 

emergencias, 
18%, 18% 

Series1, 
environmental 
emergencies, 

5%, 5% 

Series1, 
consequence 
of a terrorist 

act, 31%, 31% 

Series1, 
consequence 

of the war, 
34%, 34% 

Series1, nine 
nof the above 
emergencies, 

2%, 2% 
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This work, in a way, relies on the experience of respondents living in specific territorial 

security conditions (Kosovo and Metohija). It is designed to answer the question of the 

extent to which such a socio-cultural/security context affects risk perception. It could be 

concluded that respondents perceive security risks in their environment, i.e. our research 

results have confirmed that social and cultural circumstances influence the way individuals 

perceive risk.        

This work confirms the findings of numerous authors on the socio-cultural impact on risk 

perception and management in emergency situations. Expectations are to increase 

understanding of the importance of these impacts on DRM efficiency in order for DRM to 

better adapt to the context it serves. Our results show how these contexts may differ and what 

these differences mean for DRM policy and strategy. It is important to emphasize that this 

work promotes an interdisciplinary approach to DRM in order to contribute to the inevitably 

multicultural nature of disaster risk and emergency management topics [9]. 

From a practical perspective, the research raises a number of questions such as e.g. What 

qualities and characteristics of the social context should be explained when applying the 

concept of disaster risk management? The results of our research can be observed only as 

one of the input data in building a more comprehensive theory and practice of DRM as a 

socio-cultural, technological and state effort. There is a wide range of interesting and 

potentially educational studies that can be carried out based on research of socio-cultural 

impacts on risk perception and emergency management. This research aims to initiate 

discussion and new studies that will show all the richness and fascination of the connections 

and relationships of the socio-cultural context and disaster and emergency risk management. 

ACKNOWLEDGEMENTS 

This research was funded by the Ministry of Education, Science and Technological 

Development of the Republic of Serbia. 

REFERENCE 
 

[1] Cannon, T. , Schipper, L. (Eds) (2014). World Disasters Report: Focus on Culture and 

Risk, International Federation of Red Cross and Red Crescent Societies, Geneva 
 

[2] Donahue, A., Eckel, C. and Wilson, R. Ready or not? How citizens and public officials 

perceive risk and preparedness, American Review of Public Administration, 44(4S), (2013), 

pp. 89S-111S 
 

[3] Dillon, R., Tinsley, C. and Burns, W.  Near‐misses and future disaster preparedness, Risk 

Analysis, 34(10), (2014), pp. 1907-1922 
 

[4] Dash, N.,  Gladwin, H.  Evacuation decision making and behavioral responses: individual 

and household, Natural Hazards Review, 8(3), (2007), pp. 69–77. 
 

[5] Drabek, T.E. Predicting disaster response effectiveness. International Journal of Mass 

Emergencies and Disaster, 23(1), (2005), pp. 49–72 
 

[6] Elrick-Barr, C.E., T.F. Smith, D.C. Thomsen, and B.L. Preston. Perceptions of risk 

among households in two Australian coastal communities, Geographical Research. 53(2), 

(2015), pp. 145–159 
 

[7] IFRC (2014). World Disaster Report: Focus on Culture and Risk, International 

Federation of Red Cross and Red Crescent Societies, Geneva 
 

[8] Ha, K-M. Moving from a hardware-oriented to a software-oriented approach in Korean 

emergency management, Environmental Hazards, 14(1), (2015),  pp. 74-85 
 

http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&isi=000209633800006&citationId=p_8
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1111%2Frisa.12209&isi=000345320600013&citationId=p_7
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1111%2Frisa.12209&isi=000345320600013&citationId=p_7
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1111%2Frisa.12209&isi=000345320600013&citationId=p_7
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1080%2F17477891.2014.986043&citationId=p_10


151 

 

[9] Hofstede, G. (2001). Culture’s Consequences: Comparing Values, Behaviors, Institutions 

and Organizations Across Nations, 2nd ed., Sage, Thousand Oaks, CA 
 

[10] Kammerbauer, M.,  Minnery, J.  Risk communication and risk perception: lessons from 

the 2011 floods in Brisbane, Australia, Disasters, 43(1), (2019), pp. 110−134 
 

[11] Kellenberg, D. and Mobarak, A. Does rising income increase or decrease damage risk 

from natural disasters?, Journal of Urban Economics, 63(33)), (2008), pp. 788-802 
 

[12] Kunreuther, H., Meyer, R. and Michel-Kerjan, E. (2013). Overcoming decision biases to 

reduce losses from natural catastrophes, in Shafir, E. (Ed.), Behavioral Foundations of 

Policy, Princeton University Press, Princeton, NJ, pp. 398-413 
 

[13] Mileti, D.S., Sorensen, J.H. (1990). Communication of Emergency Public Warnings: A 

Social Science Perspective and State-of-the-Art Assessment, Colorado State University for 

the Federal Emergency Management Agency, Washington, DC 
 

[14] Mileti, D.S. and P.W. O’Brien. Warnings during disaster: normalizing communicated 

risk, Social Problems, 39(1), (1992), pp. 40–57 
 

[15] Norris, F., Stevens, S., Pfefferbaum, B., Wyche, K. and Pfefferbaum, R. Community 

resilience as a metaphor, theory, set of capacities, and strategy for disaster readiness, 

American Journal of Community Psychology, 41(1-2), (2008), pp. 127-150 
 

[16] Oliver-Smith, A. Anthropological research on hazards and disasters, Annual Review of 

Anthropology,  25, (1996),  pp. 303-328 
 

[17] Quarantelli, E. Some needed cross-cultural studies of emergency time disaster behavior: 

a first step, Disasters, 3(3), (1979), pp. 307-314 
 

[18] Perrow, C. (1984/1999), Normal Accidents, Princeton University Press, Princeton, NJ. 
 

[19] Pelling, M., Maskrey, A., Ruiz, P. and Hall, L. (Eds) (2004), Reducing Disaster Risk: A 

Challenge for Development, United Nations Development Programme, New York, NY. 
 

[20] Shepherd, J. and K. van Vuuren. The Brisbane flood: CALD gatekeepers’ risk 

communication role,  Disaster Prevention and Management, 23(4), (2014), pp. 469–483 
 

[21] Tierney, K. (2014). The Social Roots of Risk: Producing Disasters, Promoting 

Resilience, Stanford University Press, Stanford, CA. 
 

[22] Torry, W.I. Anthropology and disaster research, Disasters, 3(1), (1979), pp. 43-52 
 

[23] Tsai, J-S. and Chi, C. Cultural influence on the implementation of incident command 

system for emergency management of natural disasters, Journal of Homeland Security and 

Emergency Management, 9(1), (2012), pp. 1-22 
 

[24] UNISDR (2015). Sendai Framework for Disaster Risk Reduction 2015-2030, United 

Nations International Strategy for Disaster Reduction, Geneva 
 

[25] Welle, T. and Birkmann, J. (2015). World Risk Report 2015, United Nations University, 

Bonn 
 

[26]Wilson, L. and McCreight, R. Public emergency laws and regulations: understanding 

constraints and opportunities, Journal of Homeland Security and Emergency Management, 

9(2), (2012), pp. 1-16  
 

[27] Yoon, D. Assessment of social vulnerability to natural disasters: a comparative study, 

Natural Hazards, 63(2), (2012), pp. 823-843 

http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1016%2Fj.jue.2007.05.003&citationId=p_16
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1016%2Fj.jue.2007.05.003&citationId=p_16
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1007%2Fs10464-007-9156-6&isi=000253570100011&citationId=p_21
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1146%2Fannurev.anthro.25.1.303&isi=A1996VN64600016&citationId=p_22
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1146%2Fannurev.anthro.25.1.303&isi=A1996VN64600016&citationId=p_22
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1146%2Fannurev.anthro.25.1.303&isi=A1996VN64600016&citationId=p_22
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1111%2Fj.1467-7717.1979.tb00156.x&isi=A1979HS01100013&citationId=p_26
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1111%2Fj.1467-7717.1979.tb00197.x&isi=A1979HE31700010&citationId=p_30
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1515%2F1547-7355.1970&citationId=p_31
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1515%2F1547-7355.1970&citationId=p_31
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1515%2F1547-7355.1970&citationId=p_31
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1515%2F1547-7355.2034&citationId=p_37
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FDPM-03-2016-0055&crossref=10.1007%2Fs11069-012-0189-2&isi=000306589100028&citationId=p_39


152 

 

VI INTERNATIONAL SCIENTIFIC CONFERENCE 

SAFETY AND CRISIS MANAGEMENT – THEORY AND PRACTISE 

SAFETY FOR THE FUTURE – SecMan 2020. 

VIOLENCE AND PEACE AS SECURITY 

CHALLENGES IN MODERN SOCIETY 

PHd Drazan Erkic
4
 

1
 Ministry of Internal Affairs - Zvornik Police Department, Zvornik, Republic of Srpska, 

drazan.erkic@hotmail.com 

Abstract: Throughout humanity in the past, and especially today, violence dominates 

and is almost an integral part of the life of modern man. There are many documents, 

especially by scientists and researchers, which indicate that violence has always 

existed and that it continues, it is only manifested through various methods. 

Undoubtedly, violence destroys the normal functioning of the individual, but also of 

society and its basic values. Unlike violence, peace by the nature of things is imposed 

as necessary and indispensable. Peace is a category that has a positive value, as 

opposed to violence. Precisely because of everything that brings with it violence or 

conflict on the one hand and peace on the other, have always been in the very focus of 

interest, not only in international relations, but also in many other sciences and 

scientific disciplines. In this regard, this Paper aims to point out violence, its types 

and the consequences it brings, primarily for security, but also this Paper should 

point to peace and its importance and role in modern society. Through this work, it 

seeks to point out, not only to the individual, but also to society as a whole, at any 

level of organization, about the need to strive for peace and its construction and 

existence. Also, this Paper intends to show the importance, that primarily, through 

institutional action, we are constantly working on establishing peace and peace 

action to combat violence and conflict. 

Keywords: Violence, peace, security, security challenge, modern society. 

1. INTRODUCTION 
 

Violence is a very old social phenomenon that is associated with all societies and that occurs 

at all stages of its development and operation. For many, violence has been interesting and 

that is why research into violence is linked to its very beginnings. Today's society is not 

without violence either, on the contrary, violence is present today in all spheres of social life 

and work, so today it is recognizable in the family, on sports fields, movies, school, press, 

social networks, etc. For the most part, man, as a living being, is associated with violence, 

although violence is not foreign to animals either. Speaking of violence, Curko’s view is 

valuable, according to whom “man is a being of history”. The history of the world is an arena 

of violence and regardless of the relativizing categories by which man during a long 

historical period beautifies the image of himself, violence appears as the dominant subject of 

history, as the dominant force of our world. In the production of violence that took on 

horrific proportions in different epochs, war was constituted as the most radical form of 

organized violence, which ended in such incomprehensible crimes as genocide and the 
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holocaust. It is impossible to ignore the examples of human history that confirm man not 

only as Aristotle's political animal, but also as an animal that fails to suppress its violent, 

conditionally speaking, natural nature. By debating the phenomenon of violence, we clearly 

indicate that man also belongs to the world of necessity and that he also kills like a lion, 

tiger, hyena ... ”[1, p. 157-158]. Today's society is portrayed as a society in which the most 

brutal violence is on the scene, and such an impression and statement goes to the global 

media and social networks that present it to the public in this way. When manifesting 

violence, in man as a living being, this aggressive side of human nature comes to the fore. 

What is of particular interest to the scientific and professional public is reflected in the very 

logical question that arises, and that is where are the sources of propensity for aggression and 

violence, as well as where is the source of such a violent nature of individuals and social 

groups? As Kukic (in Fiamengo) states, “the explanations are, admittedly, quite different. All 

of them can be classified into four groups of explanations: biological, psychological, cultural 

and socio-structural. The biological explanation of human aggression starts from the 

statement that everyone is able to be aggressive. According to the biological interpretation, it 

is possible to speak of a kind of "instinct of aggression" which is, most likely, immanent to 

human nature and hereditary. Namely, man is only a part of nature, and to her, judging by the 

animal kingdom, this instinct is immanent. Psychological interpretations of human 

aggression are quite diverse. The sources of man's propensity for aggression and violence, 

accordingly, are found in various psychological causes. In the context of this analysis, we 

refer in particular to three of them. The first two are based on emotions or different types of 

frustrations and fears, while the third draws its strength from imitation. The first from this 

group of explanations, the so-called frustration-aggression theory, starts from the fact that 

hostility is always accompanied by some frustrating experience. One of the sociological 

explanations, which is based on the frustration-aggression theory, is the so-called Gurr (Gar) 

explanation. According to this explanation, more deprivation of some experience results in 

an increase in frustration and anger, and the result is, again, an increase of aggression. The 

second from the group of psychological explanations of human aggression starts from fear as 

a source of violence. When, according to the proponents of this theory, animals sense a 

threat, their body instinctively reacts either to fight or to surrender. A similar thing happens 

with humans. In the end, one of a group of psychological explanations for aggression does 

not attach to any emotional experience in hostile individuals. Instead of an emotional 

experience, this explanation relies on the theory of social learning, which explains behavior 

by imitation. In the vocabulary of Albert Bandura, people copy each other (Bandura, 1975). 

In other words, each of us constantly serves as a role model for others, but learning from 

their examples we repeat everything. Cultural explanations of human aggression also cannot 

be ignored. The explanation, namely, starts from the thesis that some social groups are 

traditionally more aggressive than others. This difference between them is explained in terms 

of incessant cultural patterns. By cooperating among the members of our group, we 

encourage each other with examples. Violence, for example, encourages violence, kindness, 

again, kindness. Socio-structural explanations of human aggression start from the fact that 

there are real limitations for explaining aggression in cultural terms. There are differences 

between cultures, for example. However, it would be wrong to deny the possibility that some 

sources of aggression and aggression may not be specific only to certain cultures. On the 

contrary, their ranges of influence are general, universal, and apply to all types of culture ”[2, 

p. 490-493]. It should be noted that violence is not only linked to man, but violence is also 

linked to the country. There are not a small number of examples throughout history where 
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violence is linked to the country, not only in the form of conflict, ie war of the country 

against the country, but also in the form of violence of the country against its own people. 

Speaking of man as a central figure, both in the context of violence and in the context of 

peace, it can rightly be said that man as a conscious being is both a violent and a humane 

being, namely creature of peace. Peace is a commitment to nonviolence. Also, peace is 

necessary, desirable and should be strived for. There are plenty of examples of people who at 

the core of their work had peace as a key concept they researched and wrote about. These 

people usually carried the epithet of peacemaker and their role is special when it comes to 

peace. As Curak states, “peacekeepers, as well as many anonymous builders of peace, testify 

that within human nature, in addition to the idea of violence, the idea of peace is strongly 

present. And, surely, peace is the highest human ideal, the possibility in which man and 

humanity can travel. Why? Well, because peace is also immanent to human nature. What 

does immanent to human nature mean? This means that we are by nature an entity prone to 

peace. And the fact that we have been more prone to violence during a long historical 

production does not mean that in some new sections of the future we will not create the 

conditions to be more prone to peace”[1, p. 163]. From the aspect of security and security 

sciences, violence and peace are of special interest. Modern society, that is, modern man, has 

violence in front of it, but also peace as a kind of security challenge. The causes of violence 

should be sought and addressed, because the consequences it brings with it are more than 

dangerous for a person, society in principle, but also for security in general. Peace, as a 

security challenge, should be built and preserved, and in that way the consequences of 

violence and its damage to people and their property should be prevented. As from security, 

as well as from economic, sport, cultural, aspect etc., peace is very important and very 

recognizable to the public as "necessary and desirable". 

2. VIOLENCE - DETERMINATION AND CONSEQUENCES 
 

For successful prevention and fight against violence, it is necessary to clearly indicate what 

violence is. Researching violence, it is evident that there are many definitions of violence, 

but the most complete and comprehensive definition is the one from World Health 

Organization. According to the World Health Organization, violence is “the intentional use 

of physical force or power, threatening or actual, against oneself, another person, or against a 

group or community, which results in, or is likely to injure, kill, psychologically damage, 

impair development or deprivation ... ”[2, 2002]. In addition to the definition of violence 

provided by the World Health Organization, it is worth seeing the definition of violence by 

others. Thus, according to Kokovic, “violence becomes a symbol, an integral part of the 

lifestyle, the philosophy of young people. It figures and functions as a means of various 

forms of social power "[6, p. 58]. Unlike Kokovic, Srna gives a different view, according to 

which violence is "illegal or immoral use of force that endangers a person's life, his physical, 

mental and social integrity." No matter against who, violence is, almost always, a matter of 

relationships between people. Violence cannot be reduced to just one act, but represents a 

continuous sequence of interdependent events that take place in a certain context ”[10, p. 3]. 

From the sociological point of view, it is valuable seeing the violence according to 

Tripkovic: “violence includes all those acts and activities that can be marked as the use or 

threat of use of force by the subject (perpetrator) in relation to the object (victim), regardless 

of this type of force was used in order to inflict pain on the victim, directly or indirectly, or to 

provoke fear and suffering in her, in order to put her behavior under the control of the 

perpetrator of violence”[6, p. 346]. Also, in order to better understand violence, as well as 
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the consequences it brings, it is necessary to point out some of the theories of violence. In 

connection with the above, the valuable view of Tramosljanin and Latinovic, whose opinion 

is "that the notion of violence is polyvalent“, can be verified through numerous theories of 

violence, among which are the following: 

1. The theory of resources says that the spouse who provides more resources for the 

existence of the family will be favored and on that basis acquires a legitimate right to commit 

violence against family members. 

2. Theory of exchange and social control. Exchange theory suggests that people behave in a 

certain way to gain respect or to avoid punishment. On the other hand, the theory of social 

control considers that deviant behavior is expressed through aggressive actions of 

individuals, immanent to human nature. At the same time, it is easier for people to decide on 

violent behavior, if they are left unattended and if there is no sanctioning of acts of violence 

in society, especially in the family. 

3. Theory of social learning, where model learning is considered the basic method. Namely, 

if children observe the aggressive behavior of their parents on a daily basis, the possibility 

increases that when they grow up, they will also take on their character traits and be prone to 

violence against their future spouse and their children. 

4. The theory of subcultures considers violence as a possible normative standard 

incorporated in a certain type of subculture in which power, force, domination and a strict 

hierarchical relationship in society and the family are valued. 

5. The theory of legitimization of violence starts from the fact that conflicts are universal and 

they manifest violence against one side and vice versa. 

6. Patriarchal theory considers violence in society and the family as a matter of power, with 

the authority of the pater familias being the basic source of power. A traditionally arranged 

family implies the dominance of men, considering that gender inequality is something that is 

a priori accepted and not questioned. 

7. Ontogenetic theory takes into account the life history of parents who are prone to child 

abuse. 

8. The theory of micro systems refers to the family environment, as a context for the 

occurrence of violence in the family and society. In this regard, unemployment is taken as 

the main cause of conflict in the family and society. 

9. The theory of macro systems refers to cultural values and beliefs that are immanent to 

certain social and political systems. 

10. Anthropological theory, which starts from the fact that aggressive behavior is a 

personality style, where the tendency to impulsive behavior is considered justified "[12, p. 

71-73]. 

Analyzing the above definitions, as well as the definitions of other authors, it is evident that 

violence is related to the person or perpetrator of violence. The perpetrator of violence 

appears to be an important factor, both in terms of the analysis of the situation, and in terms 

of setting planning measures and actions to prevent and oppose violence. Thus, starting from 

the perpetrators of violence, the direction of violence and the type of violence, the World 

Health Organization, divides violence into three broad categories: 

1. Self-directed violence (suicidal behavior and self-harm), the first group includes suicidal 

thoughts, suicide attempt and already committed suicide while self-harm, on the other hand, 

includes the act of self-harm. 
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2. Interpersonal violence (domestic violence- includes child abuse, violence between partners 

and abuse of elderly family members, and violence among unrelated people- includes 

juvenile violence, random violent incidents, rapes or sexual assaults involving unknown 

persons and violence in institutional settings such as schools, workplaces, prisons and homes 

for the elderly) and 

3. Collective violence (social, political and economic violence) ”[9, p. 361]. 

In addition to the aforementioned division of violence by the World Health Organization, the 

view of Kovacevic and Knezeviz deserves attention, stating that there are several criteria on 

the basis of which we can perform a typology of violence in society: 

1. According to the content, there are physical and psychological violence; 

2. Depending on the manner in which the violence was committed, it may take the direct or 

indirect form of using force; 

3. According to the perpetrator, it can be individual or collective; 

4. According to prevalence, it can be punctual and massive; 

5. Depending on the duration, it can be current or long-term; 

6. According to the function, violence can have an instrumental or communicative function; 

7. According to reason, violence can be rational or irrational ”[7, p. 489-511]. 

From a security point of view, violence has always been the focus of interest. From the 

security aspect, violence was interesting not only as a security phenomenon, but also as a 

security challenge. There are almost no spheres of social life and work in which security 

does not have an important place and role. Violence, as well as security, appears today in the 

private and social sector of human labor and action. Security as a concept is complex and for 

that reason we do not have a single and unified definition of what security is. There are many 

authors who have dealt with and are dealing with security as their main and key element in 

scientific research, but they have not yet harmonized and produced a unified definition of 

security. There were countless attempts, but they were not successful. Thus, we come to the 

conclusion set by Dimitrijevic that "the definition of security is multi-definite and non-

universal". Everyone understands or glimpses its meaning, but few are able to summarize 

and explain it. It is indisputable that, in the most general sense, “security exists when it exists 

and manifests itself unhindered (reached, developed and improved, can be enjoyed) what is 

(for us) valuable and significant, and when such a state is obviously certain, predictable and 

controlled, which includes (our) ability to protect it from unwanted influences "[2, p. 38]. 

Unlike Dimitrijevic, Vrsec believes that “security in the highest sense implies such 

opportunities, relations and conditions of social life and work that enable and ensure 

unhindered (unstoppable) productive executive and social activities and prevent internal and 

external dangers, which could jeopardize the preservation of basic social values”[13, p. 71]. 

Unlike security, in today’s world security challenges are more often and increasingly talked 

about, as a subject of security interest. Undoubtedly, violence is basically a security 

challenge, to which many sciences and scientific disciplines, and especially security, try to 

give certain explanations, primarily regarding the causes and prevention in the fight against 

violence. As well as security, security challenges are dealt with by a very wide scientific and 

professional public. In order to clarify and determine the security challenge, the point of 

view of Mijalkovic and Keserovic is valuable, who believe that "security challenges are 

phenomena whose harmfulness and certainty of occurrence are real, but, on the stated scale 

of phenomena, the least probable." These are natural phenomena, social relations and 

technical-technological processes whose existence (in itself) is destructive, within the limits 

of tolerant acceptability because it does not seriously endanger vital values, but it is likely 

that in the future it could produce (cause or contribute) occurence of endangering security 

with much more serious and severe consequences. These are threatening phenomena with the 
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highest degree of generality and the lowest intensity of immediate destructiveness ”[8, p. 

111]. Violence as a security challenge has not yet been sufficiently explored, but what is 

particularly interesting about violence, in addition to the causes that lead to violence, are the 

consequences that result from violence. Linking violence to consequences is an unavoidable 

factor of intent to harm someone or something. Proving intent in the context of causing harm 

creates a number of problems and difficulties, especially in the process of proving intent 

before judicial institutions and bodies. The consequences of violence, regardless of the type 

of violence involved, pose a kind of risk to physical and mental health. Physical violence 

causes various mechanical and physical injuries, while psychological violence causes serious 

consequences for the victim in terms of psychological trauma, fear, illogical reasoning and 

the similar. Because of its danger that violence brings with it, the World Health Organization 

warns of the harmfulness and seriousness of the consequences produced by violence. From 

the security aspect, violence as a security challenge is very interesting, primarily from the 

point of view of the perpetrator, but also the victim of violence. The protection of victims of 

violence should be aimed at strong inter-institutional cooperation, which should include a 

clearly expressed will and intention and clearly defined and harmonized actions of all 

institutions and organizations in the system of protection and prevention of violence. In any 

specific case of violence, the victim of violence (in all circumstances) must be at the center 

of all competent institutions actions. Institutions are expected to provide a multidisciplinary 

response, which will need to be implemented through some sort of multidisciplinary team. 

The work of this team must be guided by the principles of operability, speed, coordination 

and joint action. In all countries, most often these teams consist of representatives of the 

police, centers for social work, health institutions, educational institutions, judicial 

institutions, human rights institutions, non-governmental organizations, media and similar. 

Observing the perpetrator, ie the one who produces and implements violence, in addition to 

other bodies and subjects in protection from violence, the police has a special role. Its role is 

reflected, first of all, through its methods of work to say who is the perpetrator, is he returnee 

in committing violence, if so what consequences it produces, the way of expressing violence, 

how dangerous it is for others in the near and far environment, supervision and prevention 

measures which needs to be taken in each specific case. Measures of prevention and 

treatment of such persons in a large number of cases depend on the fact whether the 

perpetrator comes from a criminal milieu, his inclinations, habits and persons with whom he 

associates. Control measures are also very important, which are carried out by the police on 

the instructions of the competent judicial institutions. Unlike violence, peace is certainly very 

important not only for the subjects of security, but also for other bodies and institutions, 

apropos, peace is something that must be built and last as an imperative for violence. 
 

3. PEACE - CHARACTERISTICS AND SIGNIFICANCE 
 

Man as a conscious human being has always strived for the idea of peace and development, 

because he became aware of the other side, violence, war and the like that demolished and 

destroyed human values. As Curak states, “Steven Pikner lavishly testifies about peaceful 

progress of man through history in his brilliant book from 2011 called The Beteer Angels of 

our Nature. He presents data that, on the other side of journalistic sensationalism, are aimed 

at arguing the hypothesis of the growth of peace stocks in man, and consequently reducing 

violence throughout history Pickner offers an argument in favor of our era as the greatest era 

of peace in human journey through bloody field of history. Or as Pickner would state, the 

five historical forces have sharpened the peace dimension of our nature (the country 

monopoly on violence, the rise of global trade, the increasing role of women in the political 

and economic spheres, cosmopolitanism and the role of mind as life-solving agents), 

strengthening man’s inner angels to the detriment of our inner demons. The hope remains 
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that the growth of angels in human nature is an irreversible process that will prevent the 

return of people to horrible, barbaric states "[1, p. 159-160]. Speaking of peace, as well as of 

any other concept, it is not enough just to understand it, and to say peace is peace, but one 

must approach it extremely studiously and enter into the very content of the concept. Of 

great importance, and especially today, is just facing the challenges that peace brings, and 

they are without a doubt of inestimable importance to our existence. The same author says in 

the context of peacekeeping “historically, peace has entered the world stage in different 

ways. But to achieve this, we must simply understand the historical context of peace, its 

connection to human nature, and the human need to build peace throughout history“. 

Mahatma Gandhi said: "There are no paths to the peace, peace itself is the path." And one 

Spanish proverb says: „Passenger roads do not exist. They are formed by walking“. And 

when we now connect this with man as a being of the path that travels to his possibility, then 

we see how the three backwaters - peace, action and travel, merge into a river that carries the 

message of understanding the others as a condition of our own freedom. And understanding 

the others is a condition for peace. Without this understanding, violence is an advantage ”[1, 

p. 160]. At the global, ie world level, it is difficult to speak of complete and lasting peace. 

Lasting peace is the same as a society without violence, which is pure utopia. 

As Curak says, “world peace is still possible, only as the peace of cemeteries, although 

cemeteries are often disturbed“. The idea that peace is being built as a non-violent society of 

the world will nevertheless come to the fore because within global, economic and financial 

crises, which seem to sense some great epochal changes, the chances that a journey to peace 

direction prevails are not insignificant. At the international level, peacebuilding means 

creating various post-conflict and active institutional anti-violent and pacifist networks 

between countries and societies, forming, developing and expanding global organizations 

that promote a culture of peace, responsible promotion of world society on the premises of 

consensual global ethics for world peace..."[ 1, p. 167-168]. Some organizations, such as the 

League of Nations and the United Nations, have made a great contribution to the 

development, promotion and building of peace at the international level. Here, as a special 

link of world peace, the UN stands out, which has the ability to build peace documents, even 

of a strategic nature, which have binding force for members. Regarding peacebuilding, the 

Peace Agenda from 1992 is particularly important at the UN level, which is without any 

doubt a proof of the importance of the UN's role in building and promoting world peace. 

However, it is necessary to point out the fact that studies related to peace appeared in the 

1950s in the United States, but also in Europe, primarily in Great Britain and the 

Scandinavian countries. Peace research itself date back to peace studies themselves. As Peter 

Lawler (in Williams) states, “the central theme of peace studies- reducing and possibly 

eradicating war and controlling and resolving violent conflicts by peaceful means- is not 

their self-evident characteristic as a separate field. On the contrary, peace studies have 

always presented war as a problem that needs to be eradicated. Today, peace studies are best 

understood as a place or intellectual space for gathering scientists who, for the most part, 

openly opt for nonviolence, or to borrow an expression from the title of the most famous 

author's book on peace studies - to achieve "peace by peaceful means" (Galtung 1996). 14, p. 

125-126]. Given that Galtung is one of the leading authors in the field of peace studies, it is 

therefore worthwhile his opinion in terms of determining peace itself. According to him, 

"peace is the absence/reduction of violence of all kinds", ie "peace is a non-violent and 

creative transformation of violence" [4, p. 9]. Peace was the imperative and aspiration of 

man, it is today, and it will be in the future. It must be strived for and it must be graded, thus 

creating a suitable ground for all, and especially creating a favorable security environment, 

not only for man as an individual, but also for the development of economy, culture, sports, 

politics, society and social values in general. From the security aspect, peace is basically a 
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security challenge, because peace is against violence and everything that creates 

destabilization and harms the development of the human race as a whole. 

4. CONCLUSION 
 

Violence in today's modern society is increasingly present as a kind of security challenge and 

threat. Due to the consequences it brings, violence is today in the very focus of interest of 

many, especially the professional public. Due to the accelerated development of science and 

technology, as well as the increasing openness of borders, violence in various forms is 

increasingly available to the general human public. Violence is an integral part of criminal 

and any other negative manifestation. Due to all that violence brings with it, but also the 

consequences for all the values of society, all societies have recognized this danger and are 

taking measures to reduce violence. Thus, expert teams are formed from representatives of 

country institutions that deal with security or indirectly contribute to it in the job description, 

enact legal regulations that regulate this matter and give certain instructions and guidelines 

for work in the field of reducing and prevention of violence. In this modern society, every 

action and intention to oppose violence that is undertaken in accordance with the law is 

justified. As opposed to violence, peace is something to strive for and something to build. 

Peace is a precondition for development and prosperity, and a society without violence is a 

society of possibilities and construction on every plane of human existence and creation. 

That peace is necessary and desirable is evidenced by the multitude of scientists and research 

centers at the global level who are fully committed to the idea of peace building, assessing 

peace as a priority over priorities. It is evident that both violence and peace are security 

challenges of today's modern man, which the professional and other public is dealing with 

and will deal with, in order to be able to resist the time and threats that are coming. Also, 

violence prevention is a challenge and a need, as well as seeking and building peace. 
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Abstract: A weakened and devastated post-Cold War Russia at the end of the 20th 

century had less and less chance of returning to the position of superpower as the 

USSR once was. At the beginning of the 20th century and with Vladimir Putin's 

coming to power, the Russian Federation turned to its internal strengthening and the 

creation of a quality basis for economic and then military development. By refusing to 

become an instrument of Western powers, and turning to strengthening domestic and 

foreign policy, Vladimir Putin-led Russia is embarking on a path of military and 

primarily economic expansion. By investing in the production and distribution of oil 

derivatives, predominantly gas, and by entering into a series of contracts with Asian 

and European states, Russia manages to regain the status of a respectable actor in 

regional and global security. Despite numerous problems it has encountered in the 

rehabilitation process, starting with economic sanctions, separatism and terrorism, 

the Russian Federation has managed to strengthen domestic and foreign policy, 

making it the leading country in the Eurasian Space. Putin's Russia is becoming a key 

factor in regional security and an indispensable actor in world security. 

Keywords: Russia, security, economy, 21st century 

1.  INTRODUCTION 

The end of the Cold War was more than three decades ago, but its consequences are still felt 

in the international relations between two countries. The Russian Federation, as the successor 

to the Soviet Union, took on all the negative consequences of the defeat in the Cold War. The 

hardest blow were the economic consequences that directly affected all other elements of the 

state, led by military capabilities. The world has moved from a bipolar balance of power to a 

unipolar one, and the role of the former superpower of the USSR has been weakened. The 

dominance of the United States was reflected in all aspects of Russia's internal stability, 

especially in the form of close cooperation with then-President Boris Yeltsin. Economic 

resources have been exploited irrationally, mainly for the benefit of NATO countries. In 

addition to external factors that influenced the situation, Russia was also affected by internal 

unrest, such as separatism, extremism and terrorism. 

After President Vladimir Putin’s rise to power, the Russian Federation is turning to a new 

domestic and foreign policy. The economically and militarily exhausted state is starting to 

strengthen its economic capacities, with a focus on energy. The rise in the price of a barrel of 
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oil at the beginning of the 21st century has helped a lot in stabilizing the Russian economy. 

The Russian Federation uses this favorable economic situation in the most efficient way, 

which enables it to stabilize the economic and military industry. Vladimir Putin's foreign 

policy has contributed to strengthening relations with neighboring countries and the creation 

of regional organizations, thus creating a balance with Western organizations. Despite great 

efforts to prevent Russia's progress, starting with the sanctions imposed in 2014, the Russian 

Federation is finding a way to continue its expansion. In this regard, the work will be 

conceived primarily on Russia's foreign policy, followed by a brief historical review of 

Russia's relations with the EU and NATO. The third chapter will deal with the relationship 

with Asian countries with an emphasis on China. 

2. FOREIGN POLICY OF THE RUSSIAN FEDERATION 

Defining a state as a great power is not simple because it depends on many factors and 

represents a synergy of all potentials of domestic and foreign policy. It turned out that 

economic power is not decisive in the creation of a great power, just as military power itself 

does not guarantee such a position in international relations. The military potential is 

undeniable, especially from the point of view of nuclear weapons, but there are numerous 

examples where the opposite is proven. The framework that unites all the potentials of the 

state into one whole is the foreign policy doctrine and the way in which the potentials are 

managed in order to achieve the desired influence. The end of the unipolar order and the 

creation of a multipolar global order requires a change in the foreign policy doctrines of 

states that have an influence on international politics. Taking into account its economic and 

military potentials, the Russian Federation is also in that group of countries.[1] 

Russia's foreign policy course, as well as its domestic policy at the end of the 20th century, 

were largely confusing in many ways. Russia has based its previous policy on wrong 

assumptions, entering certain economic, military and other structures under the auspices of 

the United States, which resulted in attempts at territorial disintegration, as well as separatist-

terrorist ways of collapsing the state. As a result of such negative influences, and under the 

leadership of a new political leadership led by Vladimir Putin, Russia is reviewing the old 

and defining a new foreign policy.[2] 

The expansion of the North Atlantic Treaty Organization (NATO) to the east, after the Cold 

War, with the exception of Russia and several neutral countries, places NATO as a central 

actor for preserving stability in Europe. If we look at NATO as an extended arm of US 

policy, we come to the conclusion that unipolarity remains in force, given that there was no 

adequate organization or alliance that could be found on the opposite side. In accordance 

with such an American scenario, the Russian Federation could only find itself as a "security 

user", ie in a secondary place in security geopolitical processes. Russia's foreign policy did 

not allow such a role, but on the contrary, it clearly showed the international public that it has 

the potential to become on a par with the world's leading powers. Russia has not allowed a 

passive foreign policy, where the main issues are resolved without Moscow, especially not in 

Europe, the territory that belongs to it culturally, historically and civilizationally.[3]  

At the end of the first decade of the 21st century, a new concept of Russian politics emerged 

within academic and political circles, initiated by the former Russian Prime Minister and 

Minister of Foreign Affairs, Yevgeny Primakov. This concept was created under the name of 

the multipolar concept of Russian foreign policy. The initial idea of the new Russian concept 

was to find a way to prevent NATO's expansion to Eastern Europe. Regardless of whether 

the reason for the new Russian conception of foreign policy was the expansion and NATO 

policy, Russia, in any case, needed a new concept due to the accelerated events on the 
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international political scene. President Vladimir Putin gave a deeper meaning to the concept. 

The result of the multipolar foreign policy concept were new documents as a basis for the 

future direction of the policy of the Russian Federation. The first document that came out as 

a product of the new concept is the Review of the Foreign Policy of the Russian Federation 

from 2006. A newer version of the same idea was given a new form in 2008 under the name 

Concept of Foreign Policy of the Russian Federation. Starting from the mentioned 

documents for defining foreign policy, in February 2013, a new Concept was established 

with new goals of the Russian Federation at the world level. It defines Russia's new 

priorities, in line with the then international political climate, for resolving global and 

regional issues. The new concept was based on the principles of equality and cooperation of 

states on the basis of international law. Thus, in international relations, each country is 

provided with security from all aspects and at the same time reduces the possibility of a 

world hegemon, by forming more alliances for balance in the world.[2] 

At the beginning of the 21st century, Russia made efforts to preserve stability in the region 

and beyond, especially in the territory of Eurasia. As the successor to the former Soviet 

Union, in addition to economic debts, it undertook the obligation to maintain peace and 

stability on the territory of the former USSR. This can be seen primarily through relations 

with the Commonwealth of Independent States (CIS), but also in relations with other 

countries in the region. With the collapse of the Soviet Union, Russia was left without 

coastal territories, ie ports that are navigable throughout the year, which brought it almost to 

the continental position. This explains why the area close to Russia is an interesting sphere of 

its foreign policy, in addition to the cultural and ethnic connection with the peoples in the 

region. Apart from the surrounding countries, Russia's foreign policy also creates good 

relations with the countries of Western Europe, such as France, Germany and Italy. In 

parallel with the expansion of relations in Europe, Russia is maintaining a draft Collective 

Security Treaty. One of the first cases where Russia, with its active participation, prevented 

the Western block in its war performances, is the intervention in Syria in 2013. By such an 

act, Russia has demonstrated that it will defend its interests, regardless of the intentions of 

Western powers.[2] 

3. EU-RUSSIA-NATO 

During the periods of recovery of the Russian Federation as a great power, a large number of 

countries of the former Warsaw Pact found themselves between two camps. The unstable 

political situation, poor economic structure and dissatisfaction of the majority of the 

population, enabled the NATO alliance to quickly and without difficulties bring the 

representatives of those countries into the Alliance. In parallel with the membership in the 

alliance, the membership in the EU followed. In this way, a large number of small and 

unstable countries found themselves under the auspices of NATO. The Alliance thus 

expanded its sphere of influence, directed towards the east and southeast of Europe, thus 

creating a territorial "arc" around the Russian Federation.[4]  

The Eurasian space, led by the Russian Federation, has always been important for the United 

States in fulfilling the role of hegemon in the unipolar world, both during the Cold War and 

today. The United States implies that its political beliefs, which refer to the economic, 

political, ideological model, are necessary for all states to accept. After the end of the Cold 

War, the United States is trying to fulfill its aspirations in the former Soviet Union. The US 

effort to achieve and maintain the role of hegemon is possible only if it keeps Europe under 

its control militarily, politically and ideologically. In that case, Europe became the main 

stronghold for the expansion of the American democratic order to the territory of the Soviet 

Union. Such actions of the West motivate Russia to turn to faster revitalization, economic 
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and military strengthening, especially through the conclusion of alliances at various levels 

and the stabilization of domestic policy.[2] 

The strategy of dividing the Russian space is a continuation of the scenario that began with 

the strategy of encircling Russia, and its goal is the division of the geopolitical space over 

which Russia has a direct and indirect influence. For that way of dividing the geopolitical 

space, the United States saw the Turkish or Muslim world as the best solution. Thus, Turkey, 

especially in the 1990s, under the auspices of Western powers, aspired to become the 

financial, cultural and ideological center of Islamic countries in Eurasia. The so-called 

"Playing the Wahhabi Saudi card", is an instrumentalization of radical Islam, with the aim of 

achieving supremacy in Europe, which began during the Soviet era, and continued later 

(Perisic, 2015: 224).[2] 

The strategy of subversion began during the Cold War in the 1950s, with the idea of US 

President Dwight Eisehauer, which, among other countries, was mainly focused on the 

USSR. It included actions that included spreading information and misinformation, 

organizing coups and murders of influential people in public life, helping and supporting the 

opposition in destabilizing unsuitable government structures, especially through the fields of 

culture and science. After more than fifty years, Eisenhower's idea exists through different 

forms. The United States is trying to influence the Russian environment through media 

control, through various non-governmental organizations and through all other instruments 

of the Western "soft power".[2] 

In the 1990s, Western powers managed to keep Russia at a certain level of cooperation, until 

the NATO aggression on FR Yugoslavia in 1999. In doing so, NATO demonstrated its 

sincere goals of maintaining global hegemony by carrying out aggression without the 

approval of the UN Security Council. It was then that Moscow realized what the Western 

aspirations were and what the goal of the Alliance's intervention in Yugoslavia was, which 

worsened relations between Russia and the United States, temporarily severing relations with 

NATO. By changing the way of foreign and domestic policy under the influence of Vladimir 

Putin, as well as the rise in the price of oil, the Russian economy is beginning to revitalize 

and is gradually coming out of the difficult economic situation. Vladimir Putin, dissatisfied 

with the way of conducting the foreign policy of Gorbachev and Yeltsin, directs the policy of 

the Russian state towards the allies with whom he shares the opinion on the prevention of 

Western hegemony in the world and the unipolar order. With a tendency to become a key 

player on a global level again, Moscow is establishing good relations with a large number of 

countries, including Western European countries and China, Brazil and India. Russia 

understands the importance of cooperation with the European Union, given that they share a 

territorial, cultural and linguistic identity. [5] Relations with the European Union were 

damaged in 2014, when the EU imposed sanctions on Russia due to Russia's annexation of 

Crimea, and they continue to this day. 

Common to all "strategies" implemented by NATO, led by the United States, is to reduce 

Russia to a regional power, which will be under their security auspices and influence. The 

modern Russian state definitely refuses to become that, adopting strategies and doctrines that 

recognize the West as such, with ways of resisting the attempt to dominate the Western 

powers, and thus returning Russia to the position of a global security and economic giant. 

4. RELATIONSHIP BETWEEN THE RUSSIAN FEDERATION AND ASIAN 

COUNTRIES 

In 2001, under the leadership of Vladimir Putin, Russia clearly defined its political and 

economic directions of movement and construction of the military-economic structure in the 
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area of Eurasia, which changed and supplemented over time. What marks the Russian 

Federation at the beginning of the second decade of the 21st century is the formation of a 

geopolitical bloc in Eurasia called the Eurasian Union. The idea of that alliance did not exist 

immediately after the collapse of the USSR, but the then Russia, under the policy of the then 

President Boris Yeltsin, sought its political, economic and security ideas in Western 

institutions. The result was reflected in political disintegration, economic collapse and the 

demographic decline of the former superpower. The beginning of economic relations that 

marked Russia's new foreign policy was the signing of the agreement on the formation of the 

Eurasian Economic Union in Astana in 2014. The Union was formed in the Eurasian post-

Soviet space through the international economic communities: the Eurasian Economic 

Community, the Customs Union and the Single Economic Space. In addition to the economic 

form of association, military alliances in those areas also play an important role, such as the 

Collective Security Treaty Organization, the Joint Air Defense System, and the Shanghai 

Cooperation Organization. Realizing China's unavoidable role in this area, Moscow used the 

alliance to reduce US influence in Eurasia. [2] By joining military-economic alliances, 

members preserve their economic and security environment, which interact and depend on 

each other.  

The Eurasian Economic Union is of exceptional importance for Russia as well as for other 

members of the alliance. It enables a harmonized economic policy and free movement of 

goods, capital and the provision of services, in which Russia, in addition to economic 

interests, has strong ties with members in the security and political field. The alliance is 

formed by several economic communities, which are integrated into a single whole, which 

further determines the position of the alliance. The basis for the formation of the alliance was 

the Eurasian Economic Community, which was formed in 2001, and the member states were 

Russia, Belarus, Kazakhstan, Kyrgyzstan and Tajikistan. Ukraine, Moldova and Armenia 

joined as observers. The primary task of this community was the system of free trade, 

uniform customs, transport, energy system and other economic aspects. In accordance with 

the economic strength of the member states, the right to decide is regulated, where Russia 

had the most influence due to its economic size in relation to other members. The 

continuation of the construction of the economic union was realized through the formation of 

the Customs Union, whose agreement on the formation was signed in 2009, and entered into 

force in 2010. It consisted of Russia, Belarus and Kazakhstan, and since 2014, Armenia has 

joined them. The goal was better economic cooperation and enabling the import of goods 

from third countries under the same customs tariff system. In order to ensure the best 

possible economic position and deepen mutual relations, Russia, Belarus and Kazakhstan 

formed the Single Economic Space Alliance in 2012. [2] Starting from the mentioned 

economic alliances, with the basis in the Eurasian Economic Community, the stronger ties of 

the members are being created, both in the economic, and in the security and military plan. 

After the Eurasian Economic Community fulfilled its role, it officially ceased to exist in 

2014, after which the Eurasian Economic Union (EES) came into force on January 1, 2015. 

With the establishment of the power system, Russia is regaining its economic, but also 

increasingly important political role, both in the region and in the world. The fact is that RF 

is thus becoming competitive in Western markets. 

The Shanghai Cooperation Organization (SCO) was formed on the basis of the "Shanghai 

Five" - an organization that was formed in 1996, and whose founders were China, Russia, 

Kazakhstan, Kyrgyzstan and Tajikistan. The main goal of founding the organization was the 

demilitarization of China's borders with the states that emerged after the collapse of the 

USSR. After the accession of Uzbekistan, in 2001, the organization received its current 

name, the Shanghai Cooperation Organization, which was then verified by six heads of state. 
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In St. Petersburg in 2002, the goals and principles, areas of cooperation, the way of 

functioning and working bodies were defined, with the adoption of the SCO Charter. The 

Charter states that the Organization is open to cooperation and admission of other countries 

in the region, with the acceptance of the principles and goals, as well as the provisions of 

international agreements defined by the SCO. [6] What characterizes the Organization is the 

fact that during the nineteen years of its existence, no member voluntarily withdrew from the 

alliance, nor was it forced to leave the Organization. Since its founding in 2001, it has 

expanded only once so far, in 2017 when India and Pakistan became full members.  

By signing the SCO Charter and accepting it, the signatory countries undertake to promote 

mutual trust and neighborly relations, promote cooperation in the interest of maintaining and 

strengthening peace, security and stability, and maintain a rational political and economic 

international order. They also commit to a joint fight against terrorism, separatism and 

extremism. Through joint action, they contribute to comprehensive and balanced economic 

growth, social and cultural development in the region, in the interest of increasing living 

standards and improving living conditions in the Member States.[6] 

Taking into account the stability of the Organization, it is noticed that one of the reasons for 

its unity may be the common position towards NATO policy, that is, the prevention of US 

influence on the territory of Asia. The common idea of opposing the military presence of the 

North Atlantic Treaty Organization in this area can be taken as one of the main reasons for 

strengthening the Organization. Despite the external stability and integrity of the 

Organization, different political courses are observed among the leading members, Russia 

and China. While Russia seeks to focus SCO activities on the fight against terrorism, 

separatism and extremism, China sees the Organization as a source of raw materials and a 

potential market. There are obvious differences in the perspective of looking at the 

Organization from the angle of Russia and China, because for Beijing it is more important to 

preserve the territorial integrity of the country and the US military absence than interest in 

military and anti-terrorist elements, which is the case with Moscow.[6] 

The Collective Security Treaty Organization (CSTO) occupies a special place in the security 

order, both regionally and globally, with special emphasis on Eurasian soil. The political 

connection of the former members of the USSR, as its logical next step, was military 

organization. It is basically the integration of parts of the states of the former Soviet Union, 

with the aim of creating a new, more favorable system of collective security. Cohesion 

within the organization itself has not always existed, as members have differing views on the 

Organization's goals, but the growing presence and tendency of NATO towards Asian soil 

has been a reason for strengthening relations within the Organization. [7] Defined as a classic 

military alliance with elements of a multifunctional organization for maintaining security and 

peace, OUKB imposes itself as a potential leader in military-political alliances. The 

emergence of the idea of forming the OUKB is time-related to the process of defining a new 

concept of NATO, which confirms the inevitability of reviewing the then security issues. The 

starting point for the formation of the OUKB was the Collective Security Treaty, which was 

signed in 1992, but in the first few years there was no significant progress in the 

development of this organization, until 1999. The events of that time under the auspices of 

the Western powers accelerated the development and strengthening of ties within the 

organization (formation of the GUAM group, NATO aggression on FR Yugoslavia). In 

2002, the heads of the member states of the Collective Security Treaty formed the Collective 

Security Treaty Organization. The organization currently consists of Russia, Belarus, 

Kazakhstan, Armenia, Kyrgyzstan and Tajikistan, while Azerbaijan and Georgia left in 1999, 

and Uzbekistan in 2012. The observer countries since 2013 are Serbia and Afghanistan. The 

tasks defined during the formation of the Organization were related to the prevention of 
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external aggression of the member states and the maintenance of internal peace among the 

members. Protection against external aggression is defined similarly to the case of the North 

Atlantic Treaty Organization, which means that if one member is subjected to aggression by 

any other state, it is considered aggression against all member states. The size of the 

organization speaks of its respectable power, both in terms of area, population, and the 

number of soldiers, which is not negligible.[8] 

It is clear that the Russian Federation is making great efforts to strengthen relations with 

Asian countries, which is a natural sequence of events, given that most of its territory is 

located in Asia, and that there is a historical, cultural and economic connection. In addition 

to economic alliances, which are a good basis for any other form of cooperation, the military 

aspect of the interconnectedness of Russia and Asian countries is an unavoidable factor. The 

fact that Russia and Asian countries jointly perceive the West as an "enemy" is another 

reason for strengthening relations. 

5. CONCLUSION 

After the end of the Cold War, the Russian Federation, as the successor to the Soviet state, 

faced a catastrophic crisis in the 1990s. The crisis in which the Russian state found itself 

affected all aspects of society, which resulted in the possibility of systemic disintegration of 

the state. With the change of the leading staff and the coming to power of Vladimir Putin in 

2000, the collapse of the socio-political system ends and the stabilization of the Russian state 

begins. Initially economically, and then militarily, the Russian Federation shows that it is not 

a regional power oriented towards the Western course. The rise of Russia and the change of 

its role in the global distribution of power, proves that despite the crisis it experienced at the 

end of the 20th century, it is once again becoming a respectable factor of global proportions. 

The drastic rise of the Russian Federation and its affirmation as one of the leading forces in 

international politics is evident. With the rise of Russia, a new international environment is 

being created, which is reflected in the multipolar balance of power in the world. Although 

Russia has not yet reached the maximum in its strengthening, it is becoming an increasingly 

serious contender for a leader of global proportions. The reach of Russian power is growing, 

and a large number of countries are trying to find themselves under the auspices of 

organizations whose representative is the Russian Federation. If it continues to pursue its 

current policy, with this intensity, the Russian Federation will very soon find itself at a high 

place in the international order. against the Islamic State. Today, Russia is able to fight for its 

interests and to oppose the West, which violates the unipolarity of the world order. Despite 

opposition to various moves by Russia and attempts to prevent it with sanctions, Europe is 

still dependent on Russia and its energy sources. It will be interesting to observe the 

distribution of forces on a global level in the future due to the strengthening of the Russian 

Federation and its allies. 
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Abstract:The subject of this study, as a highly topical issue, is written with an aim to 

discover the causes of tensions in Greek-Turkish relations which affect their current 

political relations. Consequently, this study in chronological order outlines the events 

which marked Greek-Turkish relations in the 20th century and paved the way for 

future cooperation of the two countries. By addressing the origins of their disputes, 

which nowadays obstruct normalization of Greek-Turkish relations, this study will 

provide basic information for understanding current Greek-Turkish relations.   
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1. INTRODUCTION 

Current events and tensions between Greece and Turkey have revived old problems which 

obstruct normalization of Greek-Turkish relations. The fact that these problems have 

represented an obstacle for decades shows their complexity and significance. Therefore, the 

causes of Greek-Turkish animosities should be sought for among turbulent movements of the 

20th century. Since the traumatic First World War experience, during cold war period, up to 

the iron curtain collapse, Greek-Turkish relations varied dramatically - from intensive 

cooperation to extreme tensions. The fact that both countries have been NATO member 

states has neither decreased their existing animosities, nor has it prevented creation of new 

division lines. Accordingly, Greek-Turkish relations during the second half of the 20
th

 

century can be observed from a cold war perspective, which could even today serve as an 

appropriate framework for their bilateral relations.  

In order to make this study comprehensive enough, turbulent historical events that took place 

at the beginning of the century, such as Turkish (Ottoman) – Greek hostilities in the First 

Balkan War and conflicts over the territories in Asia Minor (Anatolia) after the First World 

War, will be analyzed at the beginning. The focus will be on Greek – Turkish relations after 

the Republic of Turkey was founded in 1923, with a special highlight on the relations after 

World War II. This will be the context for analyzing the Cyprus dispute and the tensions in 

the Aegean Sea zone as primary factors which even today influence development of Greek-

Turkish relations. In addition, in order to provide a complete picture of Greek-Turkish 

relations, the study also includes the periods of cooperation. 

2. THE FOUNDING OF MODERN GREECE AND OTTOMAN EMPIRE 

COLLAPSE 
The decline and crumbling of Ottoman Empire was simultaneous with the aspirations of the 

Balkan nations to expand their territories into the areas which had been part of their medieval 

states. Hence, the newly founded Balkan states had big ambitions at the beginning of the 

20th century at the expense of the dying Ottoman Empire. The First Balkan War in 1912, 

when Balkan states considerably expanded their territories, could mark the climax of this 

mailto:dusancorbic@gmail.com
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process. As far as Greece is concerned, after the Second Balkan War it regained 70% of the 

extended Greek kingdom, while the population increased from 2.8 to 4.8 million [8]. 

Greece and Ottoman Empire were neutral states at the beginning of World War I. However, 

soon Greece experienced so called `national disunion`. The head of one of the two political 

options, which argued in favor of neutrality, was King Constantine. The leader of the other 

option was former Prime Minister Eleftherios Venizelos, who wanted Greece to join the 

allies (the Triple Entente) and enter World War I. The course of events, especially the fact 

that Turkey entered the war on the side of the Central Powers, contributed positively to 

Venizelos`s option. As a result, Greece was on the winning side at the end of the war. That is 

why Greece was rewarded by a new extension of its territory. In August of 1920, the Treaty 

of Sevres was signed specifying peace terms with Ottoman Empire. Greece was given the 

most of Thrace, the islands of Imbros and Tenedos, as well as the right to occupy and rule 

the district of Izmir in the following 5 years. Afterwards, by means of public vote (plebiscite) 

it could formally annex this district. It was a temporary way of turning the dream of Greece 

`on two continents and five seas` into reality [8]. 

National enthusiasm was short-lived due to an uprising led by General Mustafa Kemal, 

which soon broke out in Anatolia. Dissatisfied by the terms of Sevres treaty, the rebels 

started a battle that seemed hopeless at the time. However, by the end of 1922 they 

succeeded in conquering all of Anatolia by driving Greek forces out of Izmir. After this town 

was captured, the Turks slaughtered 30,000 Greek and Armenian Christians. It was an act of 

vengeance for the brutalities against Muslims from this region, which the Greeks had earlier 

committed. A new peace treaty with Turkey signed in Lausanne in 1923 shattered the idea of 

Greece on two continents and five seas. In addition, this “disaster“ signified the end of 

2,500-year-long Greek presence in Asia Minor. The treaty provisions lead to population 

exchange – 1,100,000 Greeks were resettled to Greek kingdom, while 380,000 Muslims were 

transferred to Turkey in return [7]. 

3. ALLIANCE BETWEEN THE TWO WORLD WARS 
Non-fulfillment of the „Great Idea“ (Megali Idea) caused huge disruptions in Greece. While 

the Greeks in Athens were searching for whom to blame for the failure of their campaign in 

Asia Minor, a new powerful Turkish state was being founded on the opposite coast of the 

Aegean Sea. In 1923 the Republic of Turkey was proclaimed under the leadership of Mustafa 

Kemal (Mustafa Kemal Atatürk).
5
 This new state of affairs led to a change in the relations 

between the two countries. After accepting the given situation under Lausanne Agreement, 

the Greeks and the Turks engaged in a post conflict reconciliation process which led to 

Ankara Convention in 1930. The same year, Greek Prime Minister Eleftherios Venizelos 

made a historical visit to Turkey. He was the first Greek Prime Minister to visit the 

Ecumenical Patriarchate in Fanar. The next year, Turkish delegation led by İsmet İnönü 

made a reciprocal visit. The fact that Venizelos nominated Kemal Atatürk for Nobel Peace 

Prize signified that the relations between the two countries were warming up. The alliance 

was formalized in 1934 when Balkan Entente (Balkan Pact) was signed by Greece, Turkey, 

Yugoslavia and Romania aimed at maintaining the geopolitical status quo and guaranteeing 

the existing borders [7]. 

After Venizelos stepped down from power in 1932, the governments headed by Caldaris 

(Panagis Tsaldaris) and Metaxas (Ioannis Metaxas) continued the politics of reconciliation. 

The two governments stayed committed to their policy of friendship initiated by Ataturk and 

                                                 
5
 In 1934, holding in high regard his contributions, Turkish assembly awarded him honorary 

surname Ataturk (the Father of all Turks). 
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Venizelos by signing Balkan Pact in 1934, another political agreement in 1938 and trade 

agreements in 1933, 1934 and 1938 [1]. 

World War II led to a disruption in Greek-Turkish relations. Under Ankara Convention the 

position of Greek minority in Istanbul improved. However, due to war situation, there were 

no international reactions or pressures on neutral Turkey after it had passed discriminating 

measures (Varlık) against non-Muslims. In fact, Turkey imposed taxes which caused 

tremendous financial damage primarily to Greek and Armenian communities in Istanbul. The 

protests of the exiled Greek government were futile, so these measures were completely 

withdrawn only in 1944 as the end of the war was approaching [1]. The consequence of this 

policy of the Turkish government was a decreased number of Turkish Greeks, whose exodus 

was yet to come in the post-war period. 

4. COLD WAR AND CYPRUS DISPUTE 
There were two periods of intense cooperation between Greece an Turkey: first, in the 1930s, 

when their cooperation reached the pinnacle through exchanged visits and numerous 

agreements that regulated the relations between the two countries; the second, from 1950 to 

1955, regarding North Atlantic alignments. In both cases alignments were due to a mutual 

threat. In the1930s Italian expansion policy in the Mediterranean forced the two countries to 

cooperate, while the danger of Soviet communist factor contributed to a renewal of friendly 

relations after World War II [2]. 

Towards the end of World War II Greek Communist and Anticommunist forces started their 

bloody struggle for power. The Western countries greatly contributed to the defeat of 

Communists. The next step was to reinforce Greek-Turkish zone by incorporating it into 

western defense system. Considering communist threat from other Balkan neighboring 

countries, Greece and Turkey both became NATO members in 1952. After Yugoslav conflict 

and schism with the Soviet Union in 1948 Yugoslavia, Turkey and Greece, facing a common 

enemy, started developing closer relations [7]. The negotiations in the winter of 1952 

produced Cooperation Agreement signed in Ankara in 1953. Signing of a formal Alliance 

Agreement in Bled in 1954 was next [1].  

In the meantime, in the early 1950s the Cyprus dispute was initiated, anticipating colder 

relations in the future. In fact, as early as 1950, Greek Cypriots held an unofficial referendum 

on enosis (union) with Greece. The proposal was almost unanimously approved – around 

96% of Greek Cypriots voted for the union [6].  

Development of Cyprus situation made position of the Greeks in Istanbul unbearable. 

Rumors about Greek plans to attack Turkish minority on Cyprus made their mutual 

animosities escalate. Tensions reached their climax when Ataturk’s house in Thessaloniki 

was bombed. Later on, it was proved that Turkish government was behind this attack. During 

anti-Greek riots, which followed in September, more than 4,300 shops, 1,000 houses, 110 

restaurants, 21 factories, several churches and hotels were destroyed. Greek sources also 

recorded 200 rape cases. More than a dozen people were killed or injured, whereas 5,000 

buildings, mainly owned by the Greeks, were destroyed 
6
[1]. The riots led to mass expulsion 

of the Greeks from Istanbul, which is why September riots were defined as the Istanbul 

pogrom.  

Escalation of Cyprus crisis exposed contrary positions of Greece and Turkey. While one side 

was promoting union, the other started advocating division of territory (taksim). In Zurich 

                                                 
6
After coup d’état in 1960, Adnan Menderes’s government was accused of being involved in 

organizing September riots. 
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and London Greek and Turkish authorities reached a compromise regarding the 

establishment of an independent Cypriot state to be governed by Greek Cypriots and Turkish 

Cypriots respectively. Dissatisfied with the agreed distribution of power (70% vs. 30%), 

which did not reflect demographic reality, the Greeks perceived independence as a defeat of 

their national policy with its ultimate objective to unite with Greece. In April 1967 a group of 

army officers overthrew the government in Greece in a coup d’état. Since military 

government was determined to solve Cypriot dispute, there was some optimism that solution 

to this problem could be found. However, the negotiations between the Greek and the 

Turkish delegations ended in a total failure, since Greek union proposal was flatly rejected. 

In late 1973 another junta carried out a new coup d’état. This time, a very rigid general, 

Dimitrios Ioannidis, took over the power. In early 1974 the situation escalated when 

Ioannidis, assisted by a Cypriot nationalistic organization EOKA-B (εοκα-β), overthrew 

Archbishop Makarios III, who was holding the position of Cypriot Prime Minister. This was 

a preparatory phase of forming the union. Apprehensive of such an outcome, Turkish combat 

aircraft started bombing strategic locations near Nicosia on 20th July 1974. During the 

second wave of invasion on 14th August, Turkish forces banished a few thousand Greek 

Cypriots, which led to the fall of the Junta in Athens. Nevertheless, it was too late to 

introduce any changes as Turkish forces had already taken 36% of the island. Consequently, 

the island was permanently divided into The Republic of Cyprus and Turkish Republic of 

Northern Cyprus (recognized only by Turkey) [6]. 

After 1974 Turkish-Greek relations on Cyprus were affected by numerous unresolved issues. 

In the summer of 1966 the two parties brought themselves to the brink of conflict when 

Greek protestants tried to cross the Green line which divides the island. What is more, Greek 

Cypriots wrongly assumed that they would be able to force Turkey to negotiate by 

purchasing rocket system S-300. That move only exacerbated the existing tensions [6].
 

5. CONFLICTS IN THE AEGEAN SEA REGION 
 

Since 1974 Greek-Turkish relations have been primarily affected by Cyprus dispute and the 

problems in the Aegean Sea. In addition, major factors that affect normalization of relations 

are: the treatment of the Greek population in Turkey, the position of the Turkish minority in 

Greece, Greek’s policy of obstructing Turkish EU membership, as well as numerous 

disagreements within NATO. Aegean issue involves disputes about: delimitation of maritime 

boundaries and territorial borders, breadth of territorial waters, contiguous zone, areal zones 

of influence beyond Greek territorial waters and (de)militarized status assigned to some of 

the eastern Greek islands [2]. 

Territorial waters dispute is based on Greece’s intension to extend its territorial waters 

boundaries beyond standard 6-mile limit to 12 nautical miles. From a Turkish perspective, 

this could transform the Aegean Sea into a Greek lake and consequently provide reasons for 

war [7]. They are pointing out the fact that if the 12-mile boundaries are accepted, practically 

all vessel traffic from Aegean and Black Sea ports to the open seas will be through Greek 

jurisdiction and sovereignty maritime areas. What is more, Greece claims more than its 

national airspace. That is why Greece often protests over airspace violations by Turkish 

aircraft. The dispute over the continental shelf is one of the most sensitive issues between the 

two countries. It only intensified after oil had been found in the Aegean Sea. On the one 

hand, the Greeks claim their rights over the majority of continental shelf owing to numerous 

Greek islands. On the other hand, the Turks claim that the majority of the disputed Aegean 

continental shelf is only an extension of the Anatolian peninsula, which requires fair border 

demarcation [2]. 
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In 1973 the dispute between Greece and Turkey over the continental shelf in the Aegean Sea 

flared up, as well as over the rights to oil that might be discovered there. In such circustances 

Greece started violating the principle of demilitarisation of the Eastern Aegean Islands, 

which only aggravated the situation. The crisis almost escalated in 1976 when the Turkish 

government sent a research vessel MTA Sismik 1 to conduct oil survey in contested 

maritime [7]. Greece took Turkey to the International Court of Justice in the Hague. 

However, the court’s reply that it had no jurisdiction of the subject made the two sides sit 

down at the bargaining table that same year [2]. 

In 1984 a new crisis broke out after Turkish warships, during their drills, had launched a 

missile in the direction of a Greek destroyer stationed in Greek territorial waters. In late 1986 

there was a skirmish between the two border patrols on the Evos River when three soldiers 

were killed. Lastly, ever since the critical point in 1976, in 1987 the most serious crisis in 

Greek-Turkish relations emerged due to Turkish intention to search for oil in the disputed 

waters of the Aegean Sea. Turkish Prime Minister Turgut Özal took the edge off a potential 

conflict by announcing that Turkish research team was going to conduct their survey within 

Turkish territorial waters, while Greece guaranteed not to take any military actions in the 

disputed waters. This crisis impelled Greek Prime Minister Andreas Papandreou and his 

Turkish counterpart Turgut Özal to communicate secretly between April and September 

1987. The result was the Davos Declaration signed in 1988. According to the Declaration 

hotline was established between Athens and Ankara and the two leaders agreed to meet at 

least once a year. Normalization process initiated by Papandreou and Özal did not bring the 

expected results. In consequence, Greece and Turkey, once again, got on the brim of conflict 

in 1996. The crisis was brought about by a Turkish ship which got stranded on the island of 

Imia. When Greek rescue team offered their help, the Turks turned it down insisting that Imis 

was a Turkish island. The Greeks’ reply pointed out that Imia was ceded to Greece by Italy 

with Dodecanese Islands in 1947. Lastly, American intervention eliminated the imminent 

threat of conflict [7, 3]. Some authors refer to these tensions in the Post-Cold War Era as 

“Aegean cold war“[5]. 

Similarly to 1987 crisis, in 1996 another period of relative normalization of bilateral relations 

started. With an exception of certain misunderstandings caused by the aforementioned 

Cyprus Crisis in 1996, the relations between the two countries entered a far more stable 

phase. Led by the Ministers of Foreign Affairs George Papandreou and İsmail Cem İpekçi, 

another reconciliation process began by signing several bilateral agreements. Mutual 

solidarity between the two nations during catastrophic earthquake in 1999 additionally 

spurred their reconciliation. What is more, since the Helsinki summit in 1999 Greece has 

been supporting Turkey’s association to the EU despite unsettled disputes, which obstruct 

full normalization of their relations [4]. 

6. CONCLUSION 

Although Greek-Turkish relations were stabilized at the beginning of the 21st century, their 

disputes, especially the Aegean issue, remain unresolved. This situation has to be taken into 

account in connection with current quarrels and accusations of sovereignty violations. The 

unresolved issues between the two countries have potentially destructive effect which may 

spread to the already unstable Cyprus territory. In the view of the current situation in the 

Eastern Mediterranean, Greek-Turkish relations should be observed as a Mediterranean issue 

with far-reaching impact on security. To be precise, current staining of relations in the 

Mediterranean puts Greek-Turkish relations in a new regional context. Therefore, an 

assessment of security situation ought to take into consideration a broader political context 

which includes adverse interests of several regional actors.   
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In conclusion, the aforementioned problems, which have persisted for decades, made them 

important issues of national interest and an integral part of national pride. What makes 

resolution of these problems more difficult is fear of being perceived as a traitor to the nation 

if someone made concessions in order to reach agreement. Therefore, finding solution and 

reaching permanent agreement any time soon seems unlikely. Formal alliance of the two 

states within NATO could be a regulatory factor which prevents Greek-Turkish antagonism 

from escalating. 
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Abstract: Police Directorate Murska Sobota received the recognition in 2017 as an 

example of best good practice in the field of health promotion at the workplace in the 

Republic of Slovenia within the framework of the campaign "Healthy Workplaces for 

All Generations" for the period 2016-2017, awarded by the Ministry of Labour, 

Family, social affairs and equal opportunities. In the case of good practice, it 

received a commendable recognition from the European Agency for Safety and 

Health at Work. The article will be present the organizational approach to the project 

and the realization of this itself, with an emphasis on the responsiveness of employees 

to the project. 
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1. INTRODUCTION 

The Police are an autonomous body affiliated to the Ministry of the Interior of the Republic 

of Slovenia. Despite autonomy, the Ministry still provides the developmental, organisational, 

personnel and other fundamental guidelines for police work, directs and supervises the 

performance of Police tasks, handles its financial transactions, investments and coordinates 

the police information and telecommunication system with the systems of other state 

authorities. 

The Police perform their tasks defined by the Police Act at 3 levels: state, regional and local. 

The Police are composed of General Police Directorate, Police Directorates and Police 

Stations. 

Main responsibilities of the Police are defined by the Act on Police Organisation and Work, 

which entered into force on 5 March 2013.  

Pursuant to the act, the Police tasks are: 

- to protect people’s lives, their personal safety and property; 

- to prevent, detect and investigate criminal offences and misdemeanours, to detect and 

arrest perpetrators of criminal offences and misdemeanours and of other wanted persons 

and their hand-over to competent authorities, as well as to collect evidence and 

investigate the circumstances that are important for the establishment of property benefit 

resulting from criminal offences and misdemeanours; 

- to maintain public order; 

- to supervise and direct traffic on public roads and on non-categorised roads currently in 

use for traffic; 

mailto:leon.vedenik@policija.si
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- to protect the state borders and perform border control. 

Police are financed by the national budget; however some projects and activities are co-

financed by EU funds. 

The example of best practice was implemented in the Police Directorate Murska Sobota 

which is one of 8 regional Police Directorates and covers an area of 1337 km
2
 (6.6% of the 

country’s territory) at the border with Austria (north, 64 km), the border with Hungary 

(northeast, 102 km), the border with Croatia (southeast, 61 km) and PD Maribor (west). 

The organisation of Police Directorate Murska Sobota is composed of: the Director’s 

Service, Sector of the Criminal Police, Sector of the Uniformed Police, Operational 

Communication Centre and the Service for Operational Support. 

At the local level Police Directorate Murska Sobota operates within 5 territorial units and 3 

police stations. Functions of police station vary, but the primary task of every police station 

is protection of life and property of people. 

Territorial police stations are specialised and are the following: Traffic Police Station, Police 

Station for Compensatory Measures, Border Police Station. Furthermore, the Police 

Directorate Murska Sobota also operates with a Service Dog Handler Police Station. 

2. PROBLEM 

In 2015, the Police Directorate Murska Sobota employs a total of 537 civil servants. 447 are 

police officers, 90 staff are dealing with human resources, financial management, technical 

and support tasks . 

The demographic statistics show the following age structure of Police Directorate Murska 

Sobota civil servants: 0,50% is between 20 and 29 years old; 13,80 % is 30 to 35; 25,30% is 

36 to 40; 24,60 % is 41 to 45 years; 19,60% is 46 to 49; 14,50% is 50 to 55 years; and 1,70% 

of the civil servants are 56 to 65 years old.  

The gender structure is in favour of men 78,20%, women are represented with 21,80%.  

For each job a risk assessment was made which includes identified hazards and specific 

measures to be taken, as well as a health assessment, where necessary specific medical and 

psycho-physical requirements, potential health problems, the adequacy of jobs for women, 

pregnant women, older workers, minors, the disabled, the chronically ill are identified. 

Preventive medical examinations (preliminary, periodical and extraordinary) are also set. 

As evident from the age structure of workers the entire project and basic activities are 

oriented towards ensuring safety and health of a slightly older population respectively the 

older workers, as the average age of employees were 44 years.  

The project will have a permanent nature and impact due to the fact that concern for health 

and safety is constant and in dependence of identified risks 1. 

3. SOLUTION 

In 2015 the Police Directorate Murska Sobota was the first organisational unit of the Police 

to start with the project "Promotion of Health at the Workplace" in order to spread the 

importance of a comprehensive safety and health culture for all groups of employees 

regardless the age. 
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Police Directorate Murska Sobota management recognises the importance of safety and 

health of its employees, regardless the age with the objective to improve the working and 

living environment and thus also promoting healthy aging. 

 

With this objective and the goal to implement project activities a working group composed 

of representatives from Police Directorate Murska Sobota organisational units and 

representing different jobs was established in the first half of 2015. The working group was 

tasked with promoting health at the workplace. Furthermore, a representative of the National 

Institute of Public Health of the Republic of Slovenia from the Regional Office Murska 

Sobota joined the WG as a member. 

The working group was joined by the Police Directorate Murska Sobota workers' 

representative for occupational safety and health. Both police trade unions (Trade Union of 

Slovenian Police and the Police Trade Union of Slovenia) were acquainted with project 

activities and supported the implementation of activities undertaken and carried out by Police 

Directorate Murska Sobota. 

Next to basic statutory requirements, by implementing the project the management of Police 

Directorate Murska Sobota further committed to its employees regardless their age to 

promote safety and health. This is to be attempted by a comprehensive system approach, 

taking into consideration the existing opportunities for provision of maximum safety and 

health at work and as well as in the living environment, hence contributing to reduction of 

absence from work (absenteeism), risks of disease and injuries at work by efforts to raise the 

overall health well-being of Police Directorate Murska Sobota employees. 

The project for promotion of health at the workplace is innovative and includes three levels 

of operation, namely: 

- the institutions policy (health for all age groups of employees as a value); 

supportive environment for employees of all age groups (by provision of information in the - 

- field of occupational safety and health, ensuring proper working environment, supply of 

healthy food, close cooperation with the local community, health institutions and non-

governmental organisations); and 

- all age groups of employees as project participants. 

The content of the project for promotion of health at the workplace complements measures 

for safety at work with a new component. Promotion of health at the workplace is integrating 

all generations of employees by promoting a healthy lifestyle, introducing stress 

management, strengthening relationships and preventing mobbing, increasing physical 

activity, by healthy eating and raising awareness about the harmful effects of smoking and 

alcohol abuse and by prevention of infectious diseases. 

4. RESULTS ACHIEVED / EFFECTIVENESS OF THE MEASURES 

Activities held from 2015 at the Police Directorate Murska Sobota as part of the project 

Promotion of Health at the Workplace are the following: 

- employees health indicators analysis; 

- drafting of a plan informing employees regarding health and safety; 

- analysis of a stress questionnaire for employees; 

- setting up of a web info point on the intranet site of the Police Directorate Murska 

Sobota with occupational safety and health content. This site is used to post activities, 

news and information related to health and safety. It is intended primarily for civil 

servants of the Police Directorate Murska Sobota but can also be accessed by all 
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employees of the Slovenian Police and the Ministry of the Interior of the Republic of 

Slovenia. This page gradually updated:  

- setting up of bulletin boards with promotional material related to healthy lifestyle - Info 

Point; 

- designation of a contact persons (of units of Police Directorate Murska Sobota) for 

promotion of health at the workplace; 

- competition for employees of Police Directorate Murska Sobota in preparation of 

healthy meals. 

Workshops which were conducted for the employees of Police Directorate Murska Sobota: 

- Recognising stress at the workplace; 

- What can we do for our health; 

- A healthy lifestyle; 

- Professional exposure to infectious diseases; 

- A healthy diet in everyday life; 

- Recognition of mobbing at the workplace; 

- Proper implementation of strength training for the whole body; 

- Recreational hike for professional and technical staff; and 

- Recreational hike for police officers. 

Cooperation of Police Directorate Murska Sobota with other external organisations: 

- Active cooperation with the National Institute for Public Health Slovenia in preparing 

activities from the field of promotion of health; 

- Celebration of World Health Day - location: Ižakovci “Island of love”; 

- Participation at the press conference held by the Minister of Health; 

- A working meeting with the Regional Action Group for Investment in Health and 

Development Pomurje - Mura; 

- A working meeting with representatives of the Centre for Health and Development; 

- Participation at the lecture on the topic "The treatment of alcohol addicts and their 

rehabilitation"; 

- Participation at the 1
st
 International Fair "Modern Medicine - Medical"; 

- Participation at the event marking World Health Day in Murska Sobota; 

- Organisation of a cycling workshop for children and the promotion of safe cycling; 

- Participation at the 4
th

 International Symposium on healthy lifestyle "healthy workplaces 

for all generations"; 

- Participation at the seminar on the topic "How to act in case of abuse of alcohol, drugs 

and other prohibited substances at the workplace"; 

- Participation at the seminar on the topic "How to achieve a safe and healthy working 

environment by better organisation of work and better management”; 

- Publishing of the article on the Functioning of the Working Group on Health Promotion 

in the newspaper Vestnik; 

- Support to the national initiative "Healthy Workplaces" under the auspices of the 

Slovenian Chamber of Commerce; 

- Placing health contents (presentation of national programmes on cancer control for men 

and women) in traditional sports events implemented by the PD MS. Contents were 

implemented in cooperation with professional associations and external partners; 

- Interactive exhibition "We live healthy" in the premises of the PD MS. The exhibition 

carrying the health education message was organised in cooperation with a non-

governmental organisation and implemented by using posters and measurements of 

health risk factors (blood pressure, cholesterol and body fat); 

- Involvement in the 2016-2017 campaign of the European Agency for Safety and Health 

at Work "Healthy workplaces for all generations”; 
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- All employees of the PD MS received promotional material on occupational safety and 

health, further with a series of cartoons about the NAPO with the theme "Safety with a 

smile" was distributed; 

At the Police Directorate Murska Sobota following days related to safety and health have 

been commemorated: Week of European sport; European Mobility Week; Managing 

diabetes together; Stress in the workplace; Mental health; Hepatitis; occupational safety and 

health. 

In 2019 Police Directorate Murska Sobota together with the Ministry of Labor, Family, 

Social Affairs and Equal Opportunities of the Republic of Slovenia made a promotional film 

on the topic of Workplace Health Promotion with a public announcement in 2020. 

5. SUCCESS FACTORS 

There are several success factors contributing to the implementation of the project. 

Regardless the fact that the Police Directorate Murska Sobota was the first organisational 

unit of the Slovenian Police which in 2015 started implementing the project "Promotion of 

Health at the Workplace" in order to spread the importance of a comprehensive safety and 

health culture for all age groups of employees, their key to success was cooperation among 

all above listed stakeholders interested in the health and well-being of people in general, 

people being employed by the Police and the employees caring for their health and safety at 

the workplace. 

Active cooperation of the workers' representative for occupational safety and health and both 

Slovenian Police trade unions (Trade Union of Slovenian Police and the Police Trade Union 

of Slovenia) can also be listed as success factor due to support throughout the whole project. 

By establishing a project working group in order to promote health at the workplace the 

conditions at the Police Directorate Murska Sobota were created for the implementation of 

the project for promoting health for all age groups of employees. 

The working groups organised several workshops, lectures and other events for employees, 

which were carried out in cooperation with the local community. Within organisational units 

of the Police Directorate Murska Sobota contact persons for health promotion at the 

workplace have been designated and tasked to spread safety and health culture. 

For all age groups of employees an intranet page "Health promotion" has been set up at the 

intranet website of the Police Directorate Murska Sobota as well as Info points "Specific 

areas with materials from the field of health". 

The working group was joined by the Police Directorate Murska Sobota workers' 

representative for occupational safety and health. Further both police trade unions (Trade 

Union of Slovenian Police and the Police Trade Union of Slovenia) were acquainted with 

project activities. Both trade unions supported the implementation of activities undertaken 

and carried out by the Police Directorate Murska Sobota. 

From interviews and conversations with employees representing the identified age groups, 

the Police Directorate Murska Sobota management noticed that employees are more aware of 

healthy lifestyles. The number of employees changing their lifestyle is increasing. This is 

also visible at the workplace, as an example there is an increased demand for healthy snacks 

(40% of employees asked for more vegetables). More and more employees of different age 

groups use the stairs instead of elevators and participate in various physical activities (sports 

events, use of the sports hall, fitness etc.). 
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The employee competition in preparing healthy meals showed a high level of the contestants’ 

knowledge on healthy eating, skills in healthy meals preparation and diet. 

And last but not least there is a noticeable increase in participation of the Police Directorate 

Murska Sobota employees from different age groups in other events organised either by 

themselves or together with their partners with the objective to increase job satisfaction and 

the strengthening of links with the local community. 

6. COSTS/BENEFITS 

All project activities (organisation of various workshops, lectures and events) have been 

carried out using internal resources within regular working hours. Very valuable was 

voluntary work from external experts. Therefore, the project did not incur any costs. 

All materials which were prepared for the implementation of the project were obtained 

without any charges, proving good cooperation between the Slovenian Police and the local 

community. 

7. DISCUSSION 

Results achieved included: 

- the active and holistic approach taken by the directorate has created employee 

satisfaction; 

- sickness absence decreased following the intervention; 

- information points raising awareness of healthy eating and exercise were established in 

the workplace, and material on lifestyle choices was added to the organisation’s intranet 

page; 

- the workshops were well received by employees; 

- the interventions to promote physical fitness, including strength training, recreational 

hiking, a celebration of World Health Day and cooking competitions, have proved 

successful; 

8. CONCLUSION 

The average age structure of employees analysis of the Police Directorate Murska Sobota in 

2020 is 47,4 years. In 2015 the average age structure of employees were 44 years. The 

problem of employees aging, compared to 2015, is still present. 

The nature of the work undertaken by police officers is physically and emotionally 

demanding; therefore, it is important to ensure that the physical and mental wellbeing of 

employees is maintained, thus making officers’ working lives more sustainable. 

The project aimed to make changes at the organisation’s policy level and also at the 

workplace level to create a supportive environment and ensure proper working conditions, 

and it introduced a number of workplace health promotion measures. 

The project encouraged the participation of employees of all ages in the initiatives. 

The working group focused on risk assessment, identifying hazards and establishing 

measures that could be taken to reduce the risks. 

Preventive medical screening, health assessment and a stress questionnaire were used in this 

analysis. 
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The working group aimed to ensure that appropriate jobs were available for employees with 

specific needs, e.g. pregnant women, older officers, workers with chronic illnesses and 

employees with disabilities. 

As part of the projects, workshops were held on a number of subjects, including promoting 

healthy lifestyle choices, stress management, strengthening relationships in the workplace, 

increasing physical activity levels, raising awareness of alcohol and tobacco misuse, 

recognition of workplace bullying, and occupational exposure to infectious diseases. 

Information on the project is disseminated and made available and accessible to all 

employees of the Police and the Ministry of the Interior of the Republic of Slovenia through 

the organisation’s intranet. 

This information is posted as addition to already existing subpage with information on 

occupational safety and health legislation, covering presentations of various publications 

from the field of occupational safety and health. 

By presentation of the projects interesting content covering safety and health at work all 

employees regardless age within organisational units of the Ministry of Interior of the 

Republic of Slovenia and the Slovenian Police are motivated. 
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Abstract: Quantum  computing  may  trap the  expected  supremacy  of  global   5G  

network   infrastructure. The 5G authentication based on ultra-low latency 

architecture may have security vulnerabilities. The  glorified 5G mobile networks may 

fall to the cobwebs weaved by billions of quantum  qubits. A sensitive information 5G 

protection cryptography may be not safe against qubits attacks of quantum computing 

technology. The quantum security resistance will be required for 5G devices and 

infrastructure. The connected  industrial, civic  or  defenc   Internet of Things 

networks  In   quantum   safety   via  5G,   the   attack   vector   becomes   

exponentially   larger.That  is,  security   education,  IT and  telecommunications 

personnel should upgrade the present risks to a higher variety of quantum immunity. 

Keywords: 5G protection cryptography,  5G security threat systems, critical 5G 

infrastructure, quantum computers,  5G  qubits attacks, analysis of 5G safety risk, 5G 

information protection 

1. INTRODUCTION 

Digital transformation has long control the promise of rising security outcomes. Therefore 

the planned rollout of 5G internationally could be a key capability of telecommunications 

services across the safety and important infrastructure protection. 5G provides a higher  

expertise as 4G technology through quicker knowledge transmission with one hundred 

megabits per second is that the most vital. it permits transfer speeds (Mbps) and 5G will 

probably permit speeds of 1000 Mbps or higher. 5G. we'd be able to do that in four seconds. 

The "Internet of 5G critical infrastructure security objects"  can even effectively monitor and 

maintain security devices,  avoiding breakdowns and time period. As technology proves a lot 

of reliable cost-efficient procedures. 5G essential infrastructure security permits for a lot of 

capacity of high-speed 

mobile net connections and testing as wearable technology makes knowledge a lot of wide 

offered in an exceedingly a lot of timely manner. 5G devices will monitor and treats, as users 

have to be compelled to contribute to their protection by collection security knowledge and 

shift 5G protection and safety risks towards early intervention solutions instead of treatment. 

Mobile devices will have a big impact in times of disaster. once the demand for 

communications from folks in disaster areas has skyrocketed, this capability of 

communication is considerably reduced. This loss of communication impairs the 

effectiveness of the many recent innovations within the use of smartphones and similar 

devices to mitigate the impact of disasters. 

It is expected to incorporate multi–access edge computing. The fifth generation mobile 

communication network multi-accessis predicated the mobile cloud computing, storage 
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business to the core network access network. Mobile   efficiency, and increased privacy 

protection. the safety issues ar core network and access the complete network–from network 

components to user devices [1]. 

With IBM, Intel, Google and start-ups as Rigetti , D-Wave has already developed a processor 

of up to fifty three qubits, scaling up to lots of or perhaps thousands of qubits in order that 

quantum computers can do quite 1,000,000 qubits. D-Wave is comparable to 'all-in' the 

holdings of the Alibaba cluster like Chinese technical branch is a analytical house Julich. 

Julich computing research is  the initial quantum-cloud-based system outside North America 

in Germany to serve European researchers and app developers.  Meanwhile, the Japanese 

NEC Corporation, an early leader in quantum computing technology. to deliver compute 

tasks and services from the central cloud. 

2. TECHNOLOGY 5G AND  SECURITY THREAT SYSTEMS 

The combination of those options and therefore the time it takes for signals to experience 

the network makes 5G a big modification compared to previous generations, enabling 

responsive digital technologies for applications like AI and therefore the web of Things 

(IoT) to support, especially, spatial applications towards ultra-reliable, ultra-low latency 

mech service, the present authentication for a distributed approach through a mobile 

network security design approval method. 

More real to these threats is the quantum supremacy by simulating molecules and 

molecular processes, valuable potential applications that help us better understand natural 

chemistry and physics include designing better batteries, more effective medicines, and 

responding to climate change. IBM, powered by its own 53-qubit processor, disputed 

Google's claim of quantum supremacy,and the simulation of a Google-run task.  

Regardless of these claims from IBM, the practical reality is that shortening the time 

required for a supercomputer from 2.5 days to a few minutes or hours is not a security risk 

for cryptos. 

2.1. US Quantum Computing Advances 

The search giant's progress in quantum computing is undeniable, but its actual use at this 

point may be limited to the verification of a random number of cryptographic keys, 

predicting quantum breakthroughs that will drive machine learning, simulation and 

optimization. These capabilities allow design new materials, innovative business models to 

transform the global supply chain  and hybrid quantum classical computer architecture. 

Google's recent progress is not a milestone in technology, but a scientific milestone.  use 

machine learning algorithms to produce useful virtual reality images of things like natural 

weather phenomena and manufacturing processes 

2.2. Quantum 5G cryptography 

Currently, post-quantum cryptography usually includes a public-key algorithm considered to 

be safe against quantum attacks. However, in contrast to the most common public-key 

cryptography algorithms to solve mathematical problems that created security in the first 

place, symmetric encryption algorithms and hash functions are considered relatively safe 

against quantum attacks. Cryptographers have always tried to prove the equivalence of 

cryptographic algorithms and known difficult mathematical problems. These certifications 

include the reduction of security, " which indicates the difficulty of cracking the algorithm. 
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Quantum resiliency including several different techniques of genetic combination and 

symmetric key, such as hash-based, code-based, Lattice-based, multivariate, hyper-circular 

elliptic curve, etc.  The downside of a hash-based system is that a hash-based Public Key has 

a limit on the number of signatures that can be signed using the corresponding private key 

set. They are for one-off use or"time-bound"signatures. However, the universal one-way hash 

function (UOWHF) hash can be used for an unlimited amount of time. 

2.3. Analysis of  5G critical infrastructure  protection 

When it comes to creating and enhancing the industry, 5G is a key technology examples of 

use for immersive games, automated driving, and digitization and augmented reality support 

5G mobile cellular communications. 

The system will be a big change in the way of mobile communication networks work. So the 

base station of a small cell will still be a distance required thousands of these small cells, low 

power stations will be deployed across the country and on rooftops, lampposts, and telegraph 

poles send a millimeter wave. New 5G cell station is not a megatower the size can be 

different.   

Smaller cell towers mean better network performance best of all, power consumption is radio 

waves from the network as a decreasetowers these small cell towers can also form the 

broadcast signal net when placed nearby, it eliminates signal degradation. As a mobile user 

travel,the device will switch from one small another cell so as not to lose the base station 

performance or signal. 

2.4. Safety and security in  5G transport   

5G will be an advance in earlier mobile technology, but a wide array of potential applications 

means that it will develop the first of its kind technology. 5G will support the introduction of 

new security  products and services, with higher data rates and lower latency expected to 

allow more use of IoT devices. Increased availability of security management  services may 

allow for a safer and more productive workforce. The reliability of security management  

services 5G is expected to be more reliable than existing mobile technologies [2]. 

Connection density is a feature that supports success delivery of a message in a given size 

within a given as 5G becomes more of a reality, we begin to seefull potential. For example, 

potentially saving lives low  latency, high reliability, and  continuous availability. Delay-

sensitive applications firefighting robots could become such a regular practice, save precious 

lives you can only imagine some industrial or military applications 5G are enabled.  5G peak 

spectral efficiency-number of bitscarried through the air per hertz of the spectrum-is very 

near LTE-Advanced, 30bits/Hz downlink and at 15 Bit / Hz uplink. 5G spectrum efficiency 

spectral efficiency is typically measured (Bits/s)/Hz per unit area, in (bits per second)/Hz per 

cell, or in (bits per second)/Hz per site. 

3. QUANTUM SECURE ENCRYPTION AND INNOVATION 

Quantum secure coding and innovation within the military ought to be a priority of all major 

national governments. Quantum devices area unit capable of reducing reliance on military 

space-based satellite systems for important positioning-timing and navigation-with GPS-

denied. Fifth generation (5G) mobile communication network flexibility, adoption potency, 

and repair lightness. as an example, multiple functions designed within the quality 
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management entity(MME) which may be within the Access Network and also the center 

network [3]. 

The decomposition of this perform provides the entire system traditional from the state of 

emergency, management of facing any state of affairs. The network context data is actively 

synchronal with subscriber profiles, however is usually called native. 5G distributed 

authentication design in virtualization across the central and edge clouds to take care of the 

provision of psychological feature security systems a discourse recognition mechanism This 

reduces backhaul with native authentication improve the potency of traffic and subscriber 

management. In authentication of security measures. and also the transition of the sunshine 

aquamarine module from the central cloud to the native station sometimes keeps a log of 

every subscriber's security important operations. each log information are often audited to 

research all potential hazards of extrajudicial access cyberattacks. 

3.1. Protection and safety risks for economy and finance sphere 

5G safety and security in transport  as a result of the middle is typically set within the central. 

cloud backhaul connections aren't obtainable. These events area unit harmful not solely to 

the network infrastructure, however additionally to human safety. The set emergency services 

are often outlined. Public disaster alert, evacuation steerage, location service, emergency 

decision and short message service(SMS). additionally, mergency service is connected to 

gather discourse data concerning public disasters from outside device networks, that sort of 

data. Managing network feature virtualization orchestration with support network medical 

specialty and backhaul recovery method. 

However, international organisation area unit outlined as follows common options and 

uneven trust for safe transfer access management note that the Cyber attackers might launch 

attacks to chop off central cloud and global organization to hack native TZ easier to focus on 

than central cloud and eventually access geared toward gaining throughout the restoration of 

the backhaul to the central cloud, once returns access management to the middle to scale 

back this risk, we've designed associate uneven cloudt the approach of shifting access 

management between the central cloud and global organization are often summarized simply. 

However, European Community   is defined as follows  common features and asymmetric 

trust for safe transfer access control note that the  Cyber attackers could launch attacks to cut 

off central cloud and EC to hack local TZ easier to target than central cloud and eventually 

access aimed at gaining during the restoration of the backhaul to the central cloud, when 

returns access control to the center to reduce this risk, we have designed an asymmetric 

cloudt the approach of shifting access control between the central cloud and EC can be 

summarized easily. 

When the deterioration of the backhaul connection occurs switches to local security mode it 

is generated by EC's, but only available in the central cloud. Switch to local security mode 

and update regularly in addition, taking into account the mobility of the device, the user can 

get into the EC from the outside while it suffers from high backhaul delays-or in the worst 

case central cloud. Therefore, LSS is not just about syncing the device's credentials in the 

local EC are it is also from a nearby nearby ECs device o arrive at the local EC during the 

next synchronization interval. 
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The amount of user devices in the entire mobile network, this synchronization process is 

quite significant data traffic on the backhaul network, and thus  it raises the risk of extra 

operational costs and data congestion. In other words, there is a contradiction between the 

interests of subscribers(reliability of MEC services) and MNOs(operation cost). 

Security services fail to respond in time to benefit subscribers therefore, the synchronization 

of credentials is central negligible probability is significant in EC security service 

outage(CSSO). Note that you will see the the term CSSO when a security network works in 

the central cloud, it fails to respond within the desired latency, instead of a complete 

unavailability of services. In general, to estimate this stopping probability for a particular 

device different ECs, the following factors should be considered 

Account arrival of userby  cloud to deviceand user mobility, all EC are the individual 

expectations for the probability of user arrival at the next synchronization interval. Ecs 

located far from the device and less opportunity to providemore devices than those that are 

nearby. For still and lowmove user can estimate the userachieve legacy network handover 

prediction procedure. 

Recently Google has claimed "quantum hegemony" that quantum computers were the first to 

perform calculations that were virtually impossible with classical machines. This 

breakthrough in quantum computing approaches the arrival of functional quantum systems, 

which have a significant impact on today's security infrastructure. How is 5G security 

technology currently being developed that will affect quantum computing. 

3.2.  New cryptos for 5G security 

A new cryptos for 5G security, suggesting that the emergence of quantum web property and 

computing expected someday within the next decade. MIT offers associate degree explainer 

on the first states of powerful quantum computers, however they work, and that they say that 

the primary sensible worth quantum computers are" "almost god of quantum mechanics"", 

though it's not expected to switch classical supercomputers for many tasks and issues. bound 

process tasks will be performed exponentially quicker on a quantum processor mistreatment 

quantum bits,than classical computers with 1s and 0s. 

The elemental challenge is to make a sufficiently high-capacity processor that may execute 

quantum algorithms in associate degree exponentially massive process house. Quantum 

computers square measure expected to be able to break ninety nine of the secret writing 

accustomed shield corporations, money systems and governments these days. Primarily, this 

permits quantum computers to use algorithmic rules and formulas  to interrupt down living 

scientific discipline protocols. the protection of many billions of greenbacks in e-commerce 

is at stake. 

This security vulnerability conjointly applies to information storage within the digital 

blockchain. a lot of significantly, the integrity of communication that controls vital 

infrastructurecivar physical systems, as a consequence of that may threaten life, well-being 

and therefore the setting [7]. 

A study from Google researchers  and the KTH Royal Institute Of Technology in Kingdom 

of Sweden found that quantum technology is quicker than expected to stay up with today's 

secret writing standards, and has been around for over twenty five years. the approaching 

arrival of the quantum code-breaking capability can enable the state and its military 
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operations, similarly as corporations, to preserve their information before a full-fledged 

quantum laptop is accessible. 

Securing a classic secret writing protocol against associate degree enemy equipped with 

quantum technology needs a full new level of effort and a spotlight. At a similar time, the 

already on the market quantum devices square measure getting used to boost cybersecurity 

by accomplishing tasks like increasing extremely secure non-public keys. In addition, the 

progressively connected industrial and civic Iot (Internet of Things) networks via 5G, the 

attack vector becomes exponentially larger, that is, in quantum safety, non-public 

government agencies and IT and telecommunications personnel should address the present 

risks and upgrade to some variety of quantum immunity. 

The majority of today's on-line secret writing is liable to quantum-enabled hacking, associate 

degreed associate degree example of an aggressive phone service with a quantum-resistant 

post-quantum infrastructure .The Korean company SK Telecom has already developed 

quantum key delivery (QKD) technology for 5G network.  The corporate has teamed up with 

Telefonica, BT, Toshiba and ID Quantique to form a brand new cloud computing platform. 

the actual fact that a number of the foremost advanced competitors within the field, like 

SKTelecom, are able to use it. 

3.3. The EU Commission quantum cryptography analysis 

The European Commission sponsored post quantum cryptography analysis group (PQCSG) 

recommends the employment of  quantum protection. NIST is anticipated to prove a 

quantum secure hash-based formula . In turn, the code-based system depends on error-

correcting code, that permits solely legitimate users who understand the algebraical structure 

of , the code-based crypto analytic issue (PKC) system for semi-permanent protection against 

quantum attacks. 

Therefore, this field is that the most promising for the event of quantum elastic cryptography. 

especially depends super singular elliptic curve isogeny coding. Here a mathematical graph 

of curves to form a quantum-resistant key exchange which will be a replacement for the wide 

used key exchange strategies nowadays that ar thought of to assist deter mass government 

police investigation and supply forward secrecy to forestall semipermanent key 

compromises. 

3.4.  Multi-variate public-key cryptography 

Multivariate public-key cryptography exploits the problem of finding variable equations, and 

systems like the"rainbow" system will cause quantum secure digital signatures. Finally, a 

regular secret key cipher or QKD could be a system that uses an equivalent key to cypher 

and rewrite knowledge. That is, it decrypts and reads the encrypted message, encrypting the 

message to be sent. it's massive enough in key size, and nowadays the common key coding 

system is proof against attack by quantum computers. presently the businesses providing 

QKD systems are:ID Quantique(Geneva), MagicQ Technology(New York), Quintessence 

laboratories(Australia)and SeQureNet(Paris). 

4. THE VISIONS FOR 5G SECURITY AND QUANTUM THREAT 

To identify the correct approach to network security within the post-quantum world, 

leadership from government and major analysis universities and National Institutes of Health 
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is required to style transportation systems like vital infrastructure, power grids and sensible 

cities. the longer term of the foremost vital and vital is yet. we've got achieved this within the 

twenty first century in the least levels of state. 

The European Community vision for security and prosperity, each vital infrastructure and 

government economic prosperity and public services this refers to the aforesaid risk of fraud 

within the knowledge storage of encrypted knowledge for later coding of quantum 

counterparts [5]. 

The quantum risk assessments covering their reliance on uneven public key cryptography, 

and supply current and future creation, management, process and protection of counselling 

with a medium-to-long-term period. It additionally promotes investment of satellites and 

ground stations, software, applications and cyber security personnel [4]. 

4.1.  The Chinese for military applications 

As a pace setter within the development of quantum computing for military applications, 

China is increasing the danger of a worldwide quantum race. It stands the world's initial 

quantum satellite as a part of the"megaproject"in 2016, thereby inserting a vital building 

block for a secure quantum communication network, the Pentagon sees the recent Chinese 

advances in military outlay and technology, together with quantum communications and 

computing as a transparent threat to national security. Improved detection of submarine 

navigation with concealment weapons is one amongst the a lot of specific considerations. 

This competition within the quantum field is another major world technology competition 

running in parallel with the worldwide technology competition around business 5G networks 

on the bottom. A Pentagon official recently warned that China's plans for quantum 

technology have implications for US and a lot of investment within the research and  

development of quantum computing, together with alternative new technologies. 

4.2. Quantum Risks for 5G infrastructure 

5G is either the best impending blessing of humanity or its greatest impending curse. Still in 

its infancy and still not commercially standardized, this technology has already become the 

foremost polarizing advances we've seen in communications to this point. Customers round 

the world are captivated by the promise of lightning-fast transfer speeds, split-second respons 

however even conservative predictions have created it clear that this technology has  next-

level cellular communication, however privacy and security are compromised. The actors 

still issue condemnations of the potential health risks of 5G cells [6]. 

The coperation with the US National Science Foundation of the Ministry of Defense, the 

information community, etc., is mainly focused on the deployment of quantum clocks and 

the development of sensors. The US Naval Research Institute announced that it has 

developed a new technology that squeezes quantum dots to release single-precision photons 

(particles of light) and adjusts the wavelengths of quantum dots. Research s Institute 

proclaimed that it's developed a replacement technology that squeezes quantum dots to 

unharness single-precision photons (particles of light) and adjusts the wavelengths of 

quantum dots. This technology will accelerate the event of quantum data technologies for 

calculation, communication and sensing. 

Governments push for government political system wherever 5G is seen as each a proxy for 

power and conjointly a crucial infrastructure for the promotion of the country's economic 
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interests. The possibility of being realised by 5G remains virtually theoretical,act on the 

means of lifetime of man. a lot of of the priority around 5G is that this contradiction in 

strategy, and also the public and personal interests square measure speeding into the readying 

of one thing they still do not totally perceive. 

4.3. Quantum flagships in Europe 

An important theme in Europe, meanwhile, is that each one teams as well as analysis 

institutes, academia, industry, alternative firms and policymakers attempt to bring quantum 

technology from the laboratory to the market, supposed Quantum flagships in Europe build it 

a dynamic  space for innovative analysis, business and investment within the technology of 

quantum. 

Member states acting through the NIS Cooperation cluster have adopted a tool cabinet. 

supported the EU risk assessment report of 5G last month, supported the risks related to non-

technical factors, as well as the danger of interference from non-EU member states or state-

backed entities throughout the availability chain, the tool cabinet includes strategic and 

technical measures to boost its standardisation and corresponding actions these are going to 

be supported objective factors.  The member states ought to strengthen their security 

necessities, assess the supplier's risk profile, and contemplate the risks that square measure 

thought of necessary and sensitive. 

5. CONCLUSION 

The European Commission supports the implementation of the EU approach to 5G cyber 

security and, at the request of Member States, provides for the protection of 5G infrastructure 

and provide chain rules of communication and cybersecurity; standardization, and 

coordination of EU-wide certification. European 5G provide chain framework to guard 

overseas direct investment review; trade defense equipment; competition rules; public 

procurance. 

EU funding programs,where the beneficiary should meet the relevant security necessities. 

The commission can implement a group of measures counseled and prepare a joint report on 

their implementation in every member state by thirty June2020 the commission can still offer 

full support, as well as initiating the relevant measures, at the side of the EU Cybersecurity 

Agency. 

Decisions on specific security measures square measure the responsibility of member states, 

however the joint collaboration of the tool cabinet to collectively answer the protection 

challenges of 5G networks it's essential for a productive and credible EU approach to 5G 

security, risk-based EU security necessities square measure . 

Cybersecurity recommendations, and coordinated risk assessments and member states 

completed National Risk Assessments and communicated the findings to the Commission 

and the NIS Cooperation cluster discharged a coordinated EU report, distinctive variety of 

key threats and threat actors, the foremost sensitive assets, the most vulnerabilities and 

strategic risks. The report highlighted varied security challenges connected to 5G networks, 

assessing determinative factors, and assessing the danger profile of individual provider. 
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Abstract: The SARS-CoV-2 pandemic highlighted the economic, social, political and 

structural weaknesses of the European Union. This has resulted not only in human 

tragedy, but also in political conflicts, loss of confidence, uncertainty about the future 

of citizens dealing with the weak responses of member states in Europe and, finally, 

an economic crisis whose severity, length and secondary effects still remain unknown. 

The answers to these questions should start laying the foundations for a more resilient 

European Union when it comes to public health crisis, where policies combine with 

operational capabilities and strategic communication to ensure predictability and 

efficiency of response to future epidemics. This will require not only efforts of the 

individual states and their cooperation, but also the EU coordination capability. In 

this paper, the authors discuss the existing European Critical Infrastructure 

Protection Program, in which the healthcare has its place as one of the most 

important sectors in the fight against the pandemic. There are provisions within the 

European treaties for joint action on public health issues, but with certain 

restrictions. However, although the current arrangements allow for action related to 

"serious cross-border threats to health", the EU is committed to respecting the 

autonomy of member states in managing their own health systems. On the other hand, 

the European public health systems have shown a series of weaknesses during the 

current pandemic. Accordingly, the authors propose basic measures to remove 

obstacles in developing a comprehensive European response to epidemics. 

Keywords: EU, pandemic, critical infrastructure, health system, resilience. 

1. EUROPEAN UNION CRITICAL INFRASTRUCTURE PROTECTION 

The European Union has started a number of initiatives and programs dedicated to the 

protection of European critical infrastructures. The history of the development of European 

critical infrastructure was prompted by the terrorist attacks in Madrid in 2004 and London in 

2005. In addition, the issue of critical infrastructure security is associated with concerns that 

negative effects caused by an interruption or non-functioning of critical infrastructure in a 

EU member state could spread to other member states. This primarily applies to energy 

networks or gas pipelines, as they are located throughout the EU with critical hubs and assets 

in various member states. In addition, this category includes the transport sector of two or 

more member states, as well as transnational roads and tunnels located at national borders. In 

June 2004, the European Council requested from the European Commission to prepare a 

strategy for the protection of critical infrastructure, which was followed by an initiative 

entitled “Critical Infrastructure Protection in the Fight against Terrorism.”. In order to 

intensify the establishment of the European Programme for Critical Infrastructure Protection, 

the European Council had a special significance through "Prevention, Preparedness and 

Response to Terrorist Attacks", as well as the EU Solidarity Programme on the consequences 

of terrorism.“, adopted in December 2004. In this regard, the European Commission 

proposed the establishment of European Programme on Critical Infrastructure Protection 
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(EPCIP), which consisted of the Identification and Designation Directive (ECI), the 

Financial Program and the Critical Infrastructure Warning Information Network. (CIWIN). 

Following the report of the EU Commission, the Green Paper on a European Program for 

Critical Infrastructure Protection - Green Paper on EPCIP) was adopted. 

Among other things, the document had the task of involving as many stakeholders as 

possible in developing a study for the establishment of the European Programme for Critical 

Infrastructure Protection. The mission, set right from the initial stages of the European 

approach to critical infrastructure, was to provide all elements of critical infrastructure with 

an adequate level of protection, especially in circumstances where a failure could impact the 

social life and security of the member states. In this regard, it is important that this document 

determines the principles of establishing European critical infrastructures. It is proposed that 

the strengthening of critical infrastructure in the EU be achieved through a common 

framework with common objectives and methodologies (eg best practices) and harmonized 

monitoring mechanisms. Some of the elements of the common framework would include, 

among other things: 

 common principles of critical infrastructure protection,  

 common, agreed (established) standards  

 common definitions as a basis to agree on sector-specific definitions, 

 joint list of critical infrastructure sectors, 

 priority areas of critical infrastructure protection 

 key actors responsibilities, 

 methodology for comparing and prioritizing infrastructure in various sectors, etc. 

Especially significant part of the document is Annex II, which defines 11 critical 

infrastructure sectors (Table 1). It is important to note that despite efforts to conduct such a 

broad analysis in the field of critical infrastructure protection, later adopted European 

Commission Directive focuses exclusively on two sectors, namely energy and transport. 

Table 1: list of EU Critical infrastructure sectors and subsectorss 

S E C T O R SUB-SECTORS 

 

Energy 

Oil and gas production, refining, treatment and storage, 

including pipelines; Electricity generation, Transmission of 

electricity, gas and oil; Distribution of electricity, gas and oil 

Information, 

Communication 

Technologies, ICT 

Information system and network protection; Internet 

Provision of fixed telecommunications; Provision of mobile 

telecommunications; Radio communication and navigation; 

Satellite communication 

Water 
Provision of drinking water; Control of water quality; 

Stemming and control of water quantity 

Food Provision of food and safeguarding food safety and security 

Health 
Medical and hospital care; Medicines, serums, vaccines; 

bio-laboratories; bio-agents 

Financial Payment services; Government financial assignment 

Public and Legal Order 

and Safety, Justice 

Maintaining public and  legal order, safety and security; 

administration of justice 
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S E C T O R SUB-SECTORS 

Civil administration 
Government functions; Armed forces; Civil administration 

services; Emergency services; Postal and courier services 

Transport 
Road transport; Rail transport; Air traffic; Inland waterways 

transport; Ocean and sea shipping 

Chemical and nuclear 

industry 

Production, storage and processing of chemical and nuclear 

substances; Pipelines of dangerous chemical substances 

Space and Research Space; Research 

 

A particular characteristic of the Union is that much of the critical infrastructure is managed 

by the private sector, as pointed out in the European Commission report (574/2001 of 

October 10, 2001), which specifically emphasizes that "strengthening and introducing certain 

security measures to prevent attacks aimed at society as a whole must be carried out by the 

public authorities of the EU member states. Therefore, the importance of the public sector in 

the process of critical infrastructure protection is enormous“. For the EU area, the directive 

from 2008 is especially significant. It defines procedures for successful identification and 

protection of critical infrastructure, binding on the EU member states. 

The states are required to identify potential critical infrastructure in accordance with defined 

criteria in the energy and transport sectors. This is also a necessary condition for determining 

the critical infrastructure in the EU, because this task can be performed based on the 

identification of critical sectors at the level of each member state. In this regard, the Directive 

states that “European Critical Infrastructures includes facilities, assets or parts located in EU 

Member States that are important for the maintenance of vital societal functions, health, 

safety, security, economic or social well-being of people, whose disruption could have a 

catastrophic impact on all member states“. In addition to the above, the provision according 

to which “a  European critical infrastructure in a member state is the one the disruption of 

which would have a significant impact on at least two member states", is particularly 

important. In regard to that, „the significance of the impact is assessed in terms of the effects 

resulting from cross-sector dependencies on other types of infrastructure“. The 

aforementioned provision unequivocally indicates that in circumstances when infrastructure 

disruption occurs within the national framework, it is not considered critical for the EU area. 

2. HEALTH SYSTEM AS A CRITICAL INFRASTRUCTURE DURING 

PANDEMIC 

Although the European Critical Infrastructure Protection Programme is based on a series of 

reference documents describing a wide range of critical infrastructures of interest, is 

primarily focused on energy and transport infrastructure, as well as the ICT, while health 

infrastructure is included in theory but not in practice. On the other hand, from the stated 

definitions, specifics and normative framework, it is evident that the health sector belongs to 

the critical infrastructure. However, experiences during the pandemic indicate certain 

weaknesses in functioning, so it can be arguably concluded that there is a discrepancy 

between the normative and practical frameworks. The specific characteristic of the Covid-19 

pandemic is that it affects not only countries with structural deficiencies in their healthcare 

systems, but also those that have efficient healthcare financing, including EU member states 

such as France, Italy and Spain. 

Under the Treaty on the Functioning, the EU shares competences with the member states on 

public health issues. Namely, the provisions of Article 168 of the Treaty call on the EU to act 

on global health issues by encouraging cooperation with third countries and relevant 
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international organizations. However, it also stipulates that the responsibility for health care 

remains in the member states. In addition, the EU Decision on serious cross-border threats to 

health should be mentioned. It provides a framework for EU action related to crisis 

preparedness and response to cross-border health threats, including the Early Warning and 

Response System and the actions of the Health Security Committee, which coordinates the 

response to epidemics and pandemics within the EU. One of the institutions is a special 

agency, the European Center for Disease Prevention and Control (ECDC), established with 

the aim to strengthen European response capabilities and provide technical support to 

member states, as well as monitoring, detecting, assessing the risk of threats, epidemiological 

surveillance and early warning and response. The consequences of the SARS pandemic 

outbreak influenced the formation of the center, which started operating in 2005. However, 

according to available external evaluation reports, there have been a number of shortcomings 

detected, ranging from financing to adequate cooperation between member states, especially 

in the epidemic information system and the European surveillance system, while the situation 

has been exacerbated by the Brexit effects. The global rules established by the World Health 

Organization in 2005 and EU coordination (EU Decision on Cross-Border Health Threats 

and the European Center for Disease Prevention and Control) are the most important 

elements in establishing a joint action plan. An effective approach to preparing for and 

responding to pandemics must inevitably rely on strong national institutions. However, there 

are many gaps in the member states' legislation as well as a lack of accessible and transparent 

information on national frameworks, despite clear obligations on information exchange 

established in the EU as well as globally.  

In addition, it is evident that many EU member states are reluctant to invest in measures to 

combat events that are characterized by low risk and high consequences. In Europe, the 

financial crisis has led a number of member states to impose drastic cuts in health spending. 

Official data indicate a reduction and "overall decline in the share of health expenditures that 

go to public health" in the post-crisis period. The report of the Organization for Economic 

Cooperation and Development (OECD) was pointed out as an example. It states that after the 

economic crisis, health funding per capita in Italy decreased until 2013, which was followed 

by a slow growth. In order to harness  the capabilities of the EU health systems to respond to 

the crisis, the European Commission and the OECD have developed a range of indicators 

that reflect the long-term stability of resources for effective and strong governance response, 

including planning and forecasting of health infrastructure and human resources. 

Given the lack of flexibility in many instances of public spending on health care, eventually 

the reductions inevitably affected research and overall preparedness strategies, with events 

such as the Covid-19 pandemic often overlooked by public authorities. An example of this is 

Lombardy, with the most developed health care system in Italy, but during the pandemic was 

on the brink of survival of the health care system due to lack of intensive care beds, which 

left many patients unattended and many deaths occurred outside health institutions. Even 

without further elaboration, it is evident that the pandemic management both globally  and in 

the EU looks too fragmented and insufficiently coordinated. Most states have shown 

unpreparedness, while the existing coordination mechanisms have been too weak to 

effectively prevent problems hampering collective response. In Europe, the impact of the 

European Center for Disease Prevention and Control is too small to effectively coordinate 

the member states in providing an adequate response.  

3. EUROPEAN LESSONS LEARNED FROM THE PANDEMIC 

With the lessons learned from the current Covid-19 pandemic, the European Union will be 

forced to take certain steps not only because of a possible next pandemic, but also for future 
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health crises  that may be related to crises such as problems with food, water and energy, that 

may have a number of scenarios. In this regard, various initiatives are needed to improve EU 

competence in the health sector. It is evident that the EU will be forced to include the health 

system in the European Critical Infrastructure Protection Program much faster, that is, to 

identify  the European Health Critical Infrastructure together with the member states, and 

include it in the national and European critical infrastructure protection system. Whether it is 

about hospitals, laboratories, production facilities, etc., their owners/ operators would be 

required to submit and update safety plans, adjust the organizational hierarchy to include a 

liaison officer in the Security Department and assist the competent authorities in establishing 

lines of communication that reach to the European Union level.  

 

 
Diagram 1: Impacts of infectious diseases on infrastructure 

 

The research process through which the European health critical infrastructure would be 

designated, will certainly have unexpected findings in terms of European dependencies, but 

also awareness of the natural inter-dependencies that have fostered the European integration, 

division of labor and mobility. The European Union must cooperate with the member states 

not only in the segment of protection, but also through planning and financing in order to 

increase the resilience of the European health system. In addition, the strategy  of early 

warning and prevention needs to be better integrated with responses. This especially pertains 

to zoonoses (diseases that spread from animals to humans), while the cooperation between 

the animal health and human health sectors is of particular importance, given that many 

pandemics, including Covid-19, are zoonoses. Therefore, the prevention strategy must 

emphasize cross-sectoral cooperation within an integrated approach to health.  

On the other hand, limiting EU competences in public health has proved to be ineffective 

during a pandemic response. During the current pandemic, the European Center for Disease 

Prevention and Control issued recommendations that include criteria for discharging patients 

with Covid-19, social distancing and tracking contacts. The European Commission has also 

published recommendations for testing strategies. However, these recommendations are not 

binding on EU member states, and national authorities are currently deciding who will be 

tested, whether to track contacts and how often, as well as what types of social distancing 
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measures to adopt. Both the intended and unintended effects of such measures in any 

member state can have significant consequences for others (especially at borders). For 

example, early announcements of lockdowns in some cities or states have led to large 

numbers of people fleeing hard-hit areas, which can aggravate the already difficult situation. 

Closures of some activities in one member state while they remain opened in others has also 

had similar effects. 

The exchange of information is important for a more complete understanding of the 

development of the epidemic and adjustment of measures in accordance with real needs. 

Although the European Center for Disease Prevention and Control has competences to 

collect and share data, one important limitation that emerged during the Covid-19 epidemic 

is the lack of data consistency. In many countries the level of quality and detail of data varies 

considerably. For example, not all countries shared data on the number of cases by age and 

gender. The key information such as the criteria adopted for testing, which have a direct 

impact on the number of confirmed deaths, is not fully shared, which has also fueled mistrust 

between the member states. All of these factors have so far limited the EU institutional 

capability to "learn from data" in real time and the joint response to the pandemic. 

Covid-19 will not be the last pandemic, which is why it is important for the EU to "learn 

lessons" and take measures to improve planning and preparedness for all epidemics of 

infectious diseases. There is room for smarter use of technology - robotics has already been 

used to minimize the risk for healthcare professionals treating patients with Covid-19 

variations, and artificial intelligence has its potential in diagnostics and modeling the spread 

of new cases. In addition, it is necessary that the European Center for Disease Prevention and 

Control significantly expand,  with a greater mandate for surveillance, preparedness planning 

and response to disease epidemics in all European countries, with a significant increase in 

funding. 

4. CONCLUSION 

It is evident that the risks and frequency of unpredictable events are increasing globally, 

whether it is new epidemics or economic insecurity or geopolitical changes. In an era of 

instability, it is essential that national leaders and policy makers be capable of making 

adequate preparations and manage their health systems through various crises. This is 

particularly evident with the emergence and rapid spread of Covid-19, which puts to tests not 

only the healthcare readiness and infection control mechanisms around the world, but also 

the complex market supply chains, threatening the global economy with far-reaching 

consequences, above the immediate ones coming from the disease. 

Public health is a policy area in which the EU has no binding instruments, and while the 

Eurozone is an integrated monetary union, fiscal and economic matters remain the 

responsibility of the member states. These limitations in the EU governance system proved 

particularly risky during the Covid-19 pandemic and heightened fears of Europe's ability to 

recover from the crisis. During the pandemic, there has been an evident lack of a coordinated 

strategy. Instead there have been some indicators of certain forms of disintegration of the 

Union in the absence of a crisis management system. The Union is based exclusively on 

solidarity, and not on a binding legal framework, ie it is based on the good will of the 

member states, which delays decision-making in times of crisis. Viruses know no borders, 

and the free movement of goods as well as people, is the foundation of the EU, which has 

made the public health crisis a European problem, not an exclusively national one. However, 

public health is not yet integrated so the EU has limited competences to harmonize 

epidemiological surveillance, and the member states are usually cautious in taking measures 

when managing threats to public health. Therefore, health crisis management is based on a 
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soft management system, which includes the use of non-binding rules which are expected to 

have effects in practice. With Covid-19, European countries initially limited themselves to a 

soft coordination mechanism. Although public health management in the EU is a system 

with important constraints, the unwillingness of European countries is also detrimental to a 

common response. Given the feasibility of this system, in the midst of a crisis, cooperation is 

unlikely to yield results.  

The most important lesson learned from the Covid-19 pandemic for the EU is that 

coordination-based public health measures work better if used to prepare for, rather than 

mitigate a public health crisis. The most important recommendation is for the EU to start 

implementing the European Program for Critical Infrastructure in the Public Health Sector, 

as well as to improve the participation of the European Commission in supporting the 

member states. In including the health sector, national and European authorities must 

identify and designate European critical health infrastructure within national and European 

critical infrastructure protection systems..   
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Abstract: The importance of dangerous goods transportation in our country as in the 

whole world; considering the environment and human life, it should be carefully 

considered. Preventing damages during this transportation, anticipating the dangers, 

and minimizing the risks are vital components for businesses, human life, and the 

environment. Therefore, reducing/minimizing risks in dangerous goods 

transportation is critical elements of vital importance. Simultaneously, dangerous 

goods transportation is one of the complex and essential decision problems due to 

the importance of risk factors. The solution to this problem has required a Multi-

Criteria Decision Making (MCDM) approach.This study's implementation has been 

carried out in companies with a corporate identity that dangerous goods 

transportation in the Eastern Black Sea Region. The Neutrosophic AHP method was 

used to solve this problem, which is considered a multi-criteria decision problem. 
 

Key Words: Dangerous Goods, Dangerous Goods Transport, Dangerous Goods 

Transport Risk Factors, Neutrosophic AHP Method.
 

1. INTRODUCTION 

Increasing rapid industrialization with the globalizing world has increased dependence on 

dangerous substances, and the use of these substances has become widespread. Using 

dangerous substances became compulsory in almost all areas of our lives and has become 

one of the issues to be considered. Dangerous goods have usually transported by road; ıt 

consists of humans, animals, the environment, in short, substances that threaten the living 

space. These substances' effects are sudden and emerge as the safety of life and property and 

environmental disasters. It requires adequate transportation and risk management 

understanding in the transportation of these substances (Korucuk, 2018). Because in 

particular, to positioning such materials separately; The detailing of the relocation processes,  

ranging from the scope and extent of the content, arise from the specific transports that 

concern many different stakeholders to the harmony between operations and political unions. 

A hazardous substance is a concept; They are substances that can endanger general safety, 

order, life, and society due to their composition (Korucuk, 2018). Oggero et al. (2006),  

mailto:selcuk.korucuk@giresun.edu.tr
mailto:edemir@pirireis.edu.tr
mailto:ckaramasa@anadolu.edu.tr
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hazardous materials have been defined as substances in solid, liquid, or gaseous form that 

may endanger or damage the environment and human safety as a result of 

carelessness/accidents during production, use, handling, storage, or transportation. The US 

Occupational Health and Safety Administration (OSHA) has divided hazardous materials 

into physical hazards and health hazards. Physical hazards have been defined as flammable, 

explosive, flammable, unstable reagents or reactive water and chemicals that emit dust, gas, 

smoke, fog during normal handling, oxidizing, and pyrophoric substances use or storage. On 

the other hand, health hazards have been identified as toxic agents, irritants, abrasives, 

sensitizers affecting the lungs, skin, eyes, or mucous membrane, factors affecting the 

hematopoietic system, and carcinogens (OSHA., 2017). 

The transportation of the dangerous substances listed above threatens the human, animal, 

briefly the whole environment, and brings along effective logistics practices. According to 

Daimonlogistics (2017), as an essential issue within the scope of adequate logistics and 

transportation applications, it has been emphasized that packaging, marking, handling, 

transportation, and storage functions should be implemented and managed effectively 

according to the transport mode. Responsibilities for the transport of dangerous substances 

have been distributed in different ways. In this context, the shipper, loader, transporter, 

vehicle driver, and other vehicle officers, the recipient, and the tank/container/warehouse 

operators have various responsibilities. Possible negligence that may occur in any of these 

listed stakeholders and stages is reflected in all other stakeholders and may cause 

unavoidable negativity (Ministry of Transport, 2008). Erdal (2018) stated keeping the costs 

under control while protecting the living and non-living environment in the transportation of 

dangerous goods, and therefore it is crucial to determine the route that creates the least risk 

and cost. 

It is necessary to take various precautions during the movement of dangerous substances. 

During transportation, transport containers should be protected from impacts and knocks and 

should not be dropped. The speed of the vehicle should be kept at a level that does not pose a 

danger according to visibility, road, weather and traffic conditions, so as not to exceed the 

speed limits for vehicles carrying dangerous goods (Ministry of Transport, 2008). 

Dangerous goods transportation includes many risk factors arising from the goods 

transported. Although it is vital to keep the risk factors related to living and non-living assets 

under control, it is also crucial to carry out works and processes with the least cost. Chen et 

al. (2007) grouped dangerous goods transport risk factors into five groups. These factors are 

hazardous materials, vehicles, personnel, road and environment, security monitoring, and 

emergency rescue. However, in another study, these factors are divided into 4; management 

reasons, vehicles, packaging,  equipment, traffic conditions, environment, illegal or wrong 

movements (Liu, 2005). 

The sender, loader, transporter, vehicle driver, and other officers in the vehicle, the recipient, 

the tank/container/ warehouse operator have various responsibilities. Any negligence that 

may occur in any of them may cause unavoidable negative consequences by reflecting on all 

other units. Therefore, the decisions to be made regarding the transportation of dangerous 

goods are of vital importance. These decisions should be taken scientifically so that their 
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irreversible effects on both society and the environment should be avoided. As a way to 

overcome these problems, Multiple Criteria Decision Making (MCDM) methods have been 

used in many studies. 

This study aims to determine and weigh dangerous goods transportation risk factors in 

companies with a corporate identity that transports dangerous goods in the Eastern Black Sea 

Region. In this study, the Neutrosophic AHP method was used among multi-criteria 

decision-making methods. The following part of the study includes a comprehensive 

literature review on hazardous material transportation and risk factors in dangerous goods 

transportation. In the third part, information about Neutrosophic AHP has been presented; 

the following stage, application of study, has been given. In the last section, suggestions 

regarding the results and future studies have been made. 

2. LITERATURE REVIEW 

Some studies on dangerous goods and dangerous goods transportation risk factors have been 

given below. Bonvicini et al. (1998) used the fuzzy mathematical model to evaluate the risk 

factors arising from uncertainty in dangerous goods transportation. Fabiano et al. (2002) 

grouped hazardous material logistics risk factors into three groups: traffic conditions, road 

characteristics, and weather conditions. Besides, they proposed an accident risk assessment 

and decision-making system for accidents. Liu et al. (2005), in his review, the dangerous 

goods transport risk factors, reasons caused by vehicles, reasons caused by packaging and 

equipment, management reasons, humanitarian reasons, and traffic conditions were grouped 

as environmental reasons. Huang (2006), in his study using AHP and geographic information 

systems, realized the risk factors of dangerous goods transportation regarding terrorism risk, 

the number of people to be affected, traffic density, theft risk, and emergency response 

facilities. The application was carried out on the highway by taking these specified criteria. 

Özyağcı (2008) examined legal, environmental factors as a focal point in the transportation 

of dangerous goods. Huo and Xiong(2010) evaluated the safety-oriented study with the AHP 

method to evaluate hazardous chemical sources in their research. Zhidong et al. (2012) 

studied mapping and location selection in the transport of dangerous goods. Batarliene and 

Jarasuniene (2014) examined safety monitoring, accident analysis risk, risk assessment, and 

risk factors to transport dangerous goods using the AHP method. Kabir and Sumi (2015) 

determined the factors of company selection in hazardous waste transportation in their 

studies, and they made an ideal company selection with the Promethee method. Obricovic 

and Milaradov(2016) used the TOPSIS method to evaluate hazardous wastes in their studies. 

Szeto et al. (2017) tried to determine the probability of accidents in the transport of fuel oil 

and flammable substances by road with the route-flow emission algorithm and the recursive 

dynamic algorithm. Korucuk (2018) conducted a literature review on using multi-criteria 

decision-making methods in dangerous goods transportation. As a result of this study, it has 

been determined that the most used MCDM method was AHP (Analytical Hierarchy 

Process), and the most used integrated methods were ANP (Analytical Network Process). 

Erdal (2018) aimed to determine the most appropriate route to carry out dangerous goods 

transportation cost-effectively, safely, and without interruption. Bęczkowska (2019) 

proposed a model for the optimum route selection method in the road transport of dangerous 

goods. Popek (2019) proposed a model that includes the analysis of action to prevent and 
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minimize marine pollution caused by the transport of dangerous goods. Batarliene (2020) 

made recommendations to ensure the safe transportation of dangerous goods by railway. 

Mert and Çetinyokuş (2020) examined the analysis of accidents related to maritime 

dangerous goods transportation in their examinations and stated that the study results would 

contribute to the more effective realization of emergency plans and related accident data 

recording. For this aspect, in this study, the criteria were determined as Human Originated 

Factors, Factors Associated with the Business, Factors Related to Material and Packaging, 

Factors Related to Vehicles, Factors Regarding Environment and Traffic, Factors Related to 

Physical and Legal Infrastructure, Factors Related to Lack of Control and Lack of Service 

Standards, respectively Fabiano et all. (2002), Liu(2005), Huang(2006), Chen et all.(2007), 

Shang et all. (2008), Batarliene and Jarasuniene (2014), Korucuk (2018), Bęczkowska 

(2019). 

3.METHODOLOGY  

3.1. Neutrosophıc Ahp 

Steps of neutrosophic AHP can be explained as follows (Abdel-Basset, Mohamed, Zhou, & 

Hezam, 2017): 

1- Decision problem is constructed as hierarchical view consisting of goal, criteria, sub-

criteria and alternatives respectively. 

2-Pairwise comparisons are made to form neutrosophic evaluation matrix composed of 

triangular neutrosophic numbers representing decision makers’ views. Neutrosophic pairwise 

evaluation matrix (�̃�)is seen as below: 

�̃� = [
1̃ �̃�12 ⋯ �̃�1𝑛

⋮ ⋮ ⋮ ⋮
�̃�𝑛1 �̃�𝑛2 ⋯ 1̃

]                                                                                                                                    

(1) 

According to Eq(1) �̃�𝑗𝑖 = �̃�𝑖𝑗
−1 is valid. 

3-Neutrosophic pairwise evaluation matrix is constructed by using scale arranged for 

neutrosophic environment such as Table 1: 

Table 1. AHP scale transformed for neutrosophic triangular numbers 

Value Explanation Neutrosophic triangular scale 

1 Equally influential 1̃ = 〈(1,1,1); 0.5,0.5,0.5〉 
3 Slightly influential 3̃ = 〈(2,3,4); 0.3,0.75,0.7〉 
5 Strongly influential 5̃ = 〈(4,5,6); 0.8,0.15,0.2〉 
7 Very strongly influential 7̃ = 〈(6,7,8); 0.9,0.1,0.1〉 
9 Absolutely influential 9̃ = 〈(9,9,9); 1,0,0〉 

2 

4 

6 

8 

 

Intermediate values between two close 

scales 

2̃ = 〈(1,2,3); 0.4,0.65,0.6〉 
4̃ = 〈(3,4,5); 0.6,0.35,0.4〉 
6̃ = 〈(5,6,7); 0.7,0.25,0.3〉 
8̃ = 〈(7,8,9); 0.85,0.1,0.15〉 

Resource: (Abdel-Basset, Mohamed, & Smarandache, An Extension of Neutrosophic AHP-

SWOT Analysis for Strategic Planning and Decision Making, 2018). 
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4-Neutrosophic pairwise evaluation matrix is transformed into deterministic pairwise 

evaluation matrix for obtaining the weights of criterion as follows: 

Let �̃�𝑖𝑗 = 〈(𝑑1, 𝑒1, 𝑓1), 𝛼�̃� , 𝜃�̃�, 𝛽�̃�〉 be a single valued neutrosophic number, then the score and 

accuracy degrees of �̃�𝑖𝑗  are computed as following equations: 

𝑆(�̃�𝑖𝑗) =
1

16
[𝑑1 + 𝑒1 + 𝑓1]𝑥(2 + 𝛼�̃� − 𝜃�̃� − 𝛽�̃�)                                                                                                  

(2) 

𝐴(�̃�𝑖𝑗) =
1

16
[𝑑1 + 𝑒1 + 𝑓1]𝑥(2 + 𝛼�̃� − 𝜃�̃� + 𝛽�̃�)                                                                                                  

(3) 

In order to obtain the score and accuracy degree of �̃�𝑖𝑗  following equations are used. 

𝑆(�̃�𝑗𝑖) = 1/𝑆(�̃�𝑖𝑗)                                                                                                                                                  

(4) 

𝐴(�̃�𝑗𝑖) = 1/𝐴(�̃�𝑖𝑗)                                                                                                                                                 

(5) 

Deterministic pairwise evaluation matrix is constructed with compensation by score value of 

each triangular neutrosophic number in neutrosophic pairwise evaluation matrix. Obtained 

deterministic matrix can be seen as follows: 

𝐷 = [
1 𝑑12 ⋯ 𝑑1𝑛

⋮ ⋮ ⋮ ⋮
𝑑𝑛1 𝑑𝑛2 ⋯ 1

]                                                                                                                                    

(6) 

Ranking of priorities as eigen vector X is obtained according to following steps: 

a)Firstly column entries are normalized by dividing each entry to the sum of column 

b)Then row averages are summed. 

5-Consistency index (CI) and consistency ratio (CR) values are computed to measure the 

inconsistency for decision makers’ judgments in entire pairwise evaluation matrix. If CR is 

greater than 0.1, process should be repeated due to unreliable decision makers’ judgments.  

CI is computed according to following steps: 

a)Each value in first column of the pairwise evaluation matrix is multiplied by the priority of 

first criterion and this process is applied for all columns. Values are summed across the rows 

to construct the weighted sum vector. 

b) The elements of weighted sum vector are divided by corresponding the priority of each 

criterion. Then the average of values are acquired and represented by 𝜆𝑚𝑎𝑥 . 

c) The value of CI is calculated as Eq.(21): 

𝐶𝐼 =
𝜆𝑚𝑎𝑥−𝑛

𝑛−1
                                                                                                                                                            

(7) 

According to Eq.(7) number of elements being compared are denoted by n. 
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After the value of CI is found, CR is computed as follows: 

𝐶𝑅 =
𝐶𝐼

𝑅𝐼
                                                                                                                                                                   

(8) 

where RI denotes the consistency index for randomly generated pairwise evaluation matrix 

and can be shown as Table 2. 

Table 2. RI table used for computing CR value 

Order 

of 

random 

matrix 

(n) 

0 2 3 4 5 6 7 8 9 10 

Related 

RI 

value 

0 0 0.58 0.9 1.12 1.24 1.32 1.4 1.45 1.49 

Resource: (Abdel-Basset, Mohamed, Zhou, & Hezam, 2017) 

6-Overall priority values for each alternative are computed and ranking process is applied.  

4. ANALYSIS 

In this study nine criteria considered for risk factors related dangerous goods carriage are 

weighted via neutrosophic AHP firstly. For this purpose evaluations of 5 decision makers 

related to dangerous goods carriage are considered.  

Neutrosophic evaluation matrix in terms of criteria considered for dangerous goods carriage 

is constructed through decision makers’ linguistic judgments which are seen as Table 1. A 

part of the neutrosophic evaluation matrix for criteria can be shown as Table 3. 

Table 3. Neutrosophic evaluation matrix for criteria 
Crite

ria 

Human Business Equipme

nt 

Tool Environ

ment 

Physicaal Audit Service 

Hum

an 

〈(1,1,1); 0.5,0.5,0.5〉 〈(2,3,4); 0.3,0.75,0.7〉 〈(4,5,6); 0.8,0.15,0.2〉 〈(2,3,4); 0.3,0.75,0.7〉 〈(2,3,4); 0.3,0.75,0.7〉 〈(6,7,8); 0.9,0.1,0.1〉 〈(1,1,1); 0.5,0.5,0.5〉 〈(4,5,6); 0.8,0.15,0.2〉 

Busi

ness 
〈(

1

4
,
1

3
,
1

2
) ; 0.3,0.75,0.7〉 

〈(1,1,1); 0.5,0.5,0.5〉 〈(9,9,9); 1,0,0〉 〈(6,7,8); 0.9,0.1,0.1〉 〈(6,7,8); 0.9,0.1,0.1〉 〈(6,7,8); 0.9,0.1,0.1〉 〈(6,7,8); 0.9,0.1,0.1〉 〈(1,1,1); 0.5,0.5,0.5〉 

Equi

pmen

t 

〈(
1

6
,
1

5
,
1

4
) ; 0.8,0.15,0.2〉 〈(

1

9
,
1

9
,
1

9
) ; 1,0,0〉 

〈(1,1,1); 0.5,0.5,0.5〉 〈(6,7,8); 0.9,0.1,0.1〉 〈(4,5,6); 0.8,0.15,0.2〉 〈(1,1,1); 0.5,0.5,0.5〉 〈(1,1,1); 0.5,0.5,0.5〉 〈(1,2,3); 0.4,0.65,0.6〉 

Tool 
〈(

1

4
,
1

3
,
1

2
) ; 0.3,0.75,0.7〉 〈(

1

8
,
1

7
,
1

6
) ; 0.9,0.1,0.1〉 〈(

1

8
,
1

7
,
1

6
) ; 0.9,0.1,0.1〉 

〈(1,1,1); 0.5,0.5,0.5〉 〈(4,5,6); 0.8,0.15,0.2〉 〈(4,5,6); 0.8,0.15,0.2〉 〈(1,1,1); 0.5,0.5,0.5〉 〈(2,3,4); 0.3,0.75,0.7〉 

Envi

ronm

ent 

〈(
1

4
,
1

3
,
1

2
) ; 0.3,0.75,0.7〉 〈(

1

8
,
1

7
,
1

6
) ; 0.9,0.1,0.1〉 〈(

1

6
,
1

5
,
1

4
) ; 0.8,0.15,0.2〉 〈(

1

6
,
1

5
,
1

4
) ; 0.8,0.15,0.2〉 

〈(1,1,1); 0.5,0.5,0.5〉 〈(6,7,8); 0.9,0.1,0.1〉 〈(1,1,1); 0.5,0.5,0.5〉 〈(4,5,6); 0.8,0.15,0.2〉 

Physi

cal 
〈(

1

8
,
1

7
,
1

6
) ; 0.9,0.1,0.1〉 〈(

1

8
,
1

7
,
1

6
) ; 0.9,0.1,0.1〉 

〈(1,1,1); 0.5,0.5,0.5〉 
〈(

1

6
,
1

5
,
1

4
) ; 0.8,0.15,0.2〉 〈(

1

8
,
1

7
,
1

6
) ; 0.9,0.1,0.1〉 

〈(1,1,1); 0.5,0.5,0.5〉 〈(5,6,7); 0.7,0.25,0.3〉 〈(4,5,6); 0.8,0.15,0.2〉 

Audi

t 

〈(1,1,1); 0.5,0.5,0.5〉 
〈(

1

8
,
1

7
,
1

6
) ; 0.9,0.1,0.1〉 

〈(1,1,1); 0.5,0.5,0.5〉 〈(1,1,1); 0.5,0.5,0.5〉 〈(1,1,1); 0.5,0.5,0.5〉 
〈(

1

7
,
1

6
,
1

5
) ; 0.7,0.25,0.3〉 

〈(1,1,1); 0.5,0.5,0.5〉 〈(4,5,6); 0.8,0.15,0.2〉 

Servi

ce 
〈(

1

6
,
1

5
,
1

4
) ; 0.8,0.15,0.2〉 

〈(1,1,1); 0.5,0.5,0.5〉 
〈(

1

3
,
1

2
, 1) ; 0.4,0.65,0.6〉 〈(

1

4
,
1

3
,
1

2
) ; 0.3,0.75,0.7〉 〈(

1

6
,
1

5
,
1

4
) ; 0.8,0.15,0.2〉 〈(

1

6
,
1

5
,
1

4
) ; 0.8,0.15,0.2〉 〈(

1

6
,
1

5
,
1

4
) ; 0.8,0.15,0.2〉 

〈(1,1,1); 0.5,0.5,0.5〉 

After that neutrosophic evaluation matrix is transformed to crisp one by using Equation (2) 

and taking the geometric means of 5 decision makers’ judgments. Crisp evaluation matrix for 

criteria is presented in Table 4. 
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Table 4. The crisp evaluation matrix for criteria 
Criteria Human Business Equipment Tool Environment Physical Audit Service 

Human 1 
1,995945 0,988045 1,337101 1,337101 0,976888 1,830136 1,458241 

Business 0,501016 1 1,226024 0,895736 0,654426 0,895736 0,895736 0,895736 

Equipment 1,0121 0,815645 1 1,226024 0,895736 0,895736 0,895736 0,895736 

Tool 0,747887 1,1164 0,8156447 1 1,226024 1,337101 1,226024 1,337101 

Environment 0,747887 1,528057 1,1164004 0,815645 1 1,995945 1,337101 0,654426 

Physical 1,023659 1,1164 1,1164004 0,747887 0,501016 1 1,458241 1,226024 

Audit 0,546407 1,1164 1,1164004 0,815645 0,747887 0,685758 1 1,995945 

Service 0,685758 1,1164 1,1164004 0,747887 1,528057 0,815645 0,501016 1 

Normalized evaluation matrix for criteria is formed as Table 5. 

Table 5. The normalized evaluation matrix for criteria 
Criteria Human Busines

s 

Equipmen

t 

Tool Environme

nt 

Physica

l 

Audit Service 

Human 0,15962

4 

0,20355

9 0,1163047 

0,17626

1 0,169463 

0,11355

5 

0,20014

6 

0,15409

6 

Business 0,07997

4 

0,10198

6 0,1443177 

0,11807

9 0,082941 

0,10412

1 

0,09795

9 

0,09465

5 

Equipment 0,16155

6 

0,08318

5 0,1177119 

0,16161

8 0,113524 

0,10412

1 

0,09795

9 

0,09465

5 

Tool 0,11938

1 

0,11385

7 0,0960111 

0,13182

3 0,155385 

0,15542

6 0,13408 

0,14129

5 

Environme

nt 

0,11938

1 

0,15584

1 0,1314136 

0,10752

1 0,126739 

0,23201

1 

0,14622

7 

0,06915

5 

Physical 0,16340

1 

0,11385

7 0,1314136 

0,09858

9 0,063498 

0,11624

1 

0,15947

5 

0,12955

7 

Audit 

0,08722 

0,11385

7 0,1314136 

0,10752

1 0,094786 

0,07971

3 

0,10936

1 

0,21091

6 

Service 0,10946

4 

0,11385

7 0,1314136 

0,09858

9 0,193664 

0,09481

1 

0,05479

2 

0,10567

2 

Finally the priorities for criteria as the eigen vector X can be calculated by taking the overall 

row averages and seen as below: 

𝑋 =

[
 
 
 
 
 
 
 
 
0.152866
0.103009
0113907
0134866
0.135433
0.124482
0.120538
0.1149

]
 
 
 
 
 
 
 
 

  

According to the eigen vector X while human based factors was found as the most important 

criterion having the value of 0.152866, business based factors was obtained as the least 

important one having the value of 0.103009. 

Then the consistency of decision makers’ judgments is checked by computing CI and CR 

values. CI value is found as 0.016 and by using Equation (8) CR value is acquired as 0.011. 

Decision makers’ evaluations are consistent because of having CR value smaller than 0.1. 
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5. CONCLUSION 

In this study dangerous goods carriage related risk factors determined by extensive literature 

review process are ranked by using neutrosophic AHP. Single valued neutrosophic sets are 

preferred compared to crisp, fuzzy, interval-valued and intuitionistic sets due to efficiency, 

flexibility and easiness for explaining decision makers’ indeterminate judgments. 

Furthermore ranking of dangerous goods carriage as a complex real world decision making 

problem can be efficiently solved under neutrosophic sets based environment.  

For further researhes risk factors related to dangerous goods carriage can be expanded and 

results can be compared with different multi criteria decision making methods. Also various 

hybrid techniques can be proposed and applied for real world complex decision making 

problems.  
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Abstract: The paper presents a possibility of applying D numbers during the 

assessment of risk level. Basic feature of D numbers - good treatment of uncertainty, 

is used for risk quantification in the conditions when there is no information, 

respectively, it is not possible to obtain the information on the basis of which the 

stated assessment would be performed. The paper is presented in three sections. The 

concept of risk is defined within the first section. Through the second section, the 

basic concepts of D numbers are provided. Finally, the application of D numbers in 

risk assessment is presented. 

Key words:  decision-making, D numbers, risk assessment.  

1. INTRODUCTION 

So far, no unique approach has been developed dealing with risk analysis, identification, 

assessment and management, but practice usually relies on selecting the most appropriate 

technique from the existing ones which is to be applied in a particular situation, or perhaps is 

developed a new one so as to achieve the closest determination/definition of risk and risk-

related phenomena (hazards and dangers) 1. For the purposes of risk assessment, a large 

number of methods and models have been developed and are still being developed 2. Such 

approach stems from the fact that risk management is still insufficiently explored field of 

human interest 3. The statement mentioned is based on the fact that uncertainty is the most 

common feature of risk. In order to better transfer the uncertainty issue into the field of 

certainty, various mathematical tools are used (fuzzy numbers - classic fuzzy numbers, 

interval fuzzy numbers, Z-numbers, etc .; rough numbers - standard and interval, etc.). These 

are used to quantify current situation or future forecast.  

2. TEORETHICAL DETERMINATION OF THE TERM OF RISK  

The first and basic step in the risk assessment process is to define it. A large number of 

definitions are available in the literature, which indicates the openness of this term in its 

further definition, respectively, its upgrade 4. Avakumovic et al. 5 understand risk as the 

uncertainty of loss realization. Karovic and Komazec 6 define risk as probability that the 

potential for injury will be realized in terms of use and/or exposure, as well as possible 

degree of injury. According to Chapman and Cooper 7, risk includes exposure to the 

possibility of economic or financial loss or gain, physical damage, injury or delay as a result 

of uncertainty regarding the implementation of the action. Kekovic et al. 8 point out that 

risk is any possibility in a specific system which with a certain probability can cause an 

unexpected change in quality, respectively, a change or loss of the system. 

Most authors agree that risk is basically a combination of two elements - a consequence that 

a particular danger can produce and the probability of that danger occurring. Although 

reduced to only two elements, risk assessment still presents an area with a large number of 

more or less successful attempts to treat it. Considering the availability of information on 

mailto:dbozanic@yahoo.com
mailto:dpamucar@gmail.com
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consequences, respectively, the probability of occurrence of a certain danger, four risk states 

can be distinguished: 

1) state of certainty - where possible consequences and the probability of occurrence of 

danger are known, respectively, these can be assessed; 

2) state of (complete) uncertainty - where consequences and probability of occurrence of 

danger are unknown, 

3) state of uncertainty of probability of danger occurrence - where it is possible to assess the 

consequences, but not the probability of danger occurrence; 

4) state of uncertainty of danger consequences - where it is possible to assess the probability 

of occurrence, but not the consequences of danger. 

The previous division can be presented graphically, as in the Figure 1. 

Field of 

certainty

Field of (complete) 

uncertainty

Field of uncertainty of 

danger occurrence 

probability

Consequences

P
ro

b
ab

il
it

y

Field of uncertainty 

of danger 

consequences

  

Figure 1: Graphical presentation of risk uncertainty state  

As can be observed from the Figure 1, the space (field) of risk uncertainty is very wide, 

because the ignorance of one of the two elements significantly affects risk assessment, which 

further affects the quality of decisions made on the basis of risk assessment. In that sense, it 

is clearer why there is a large number of models that try to replicate the existing reality as 

realistically as possible. 

Linguistic descriptions are a good basis for risk assessment - of consequences and 

probabilities, but without their quantification it is difficult to see the whole picture, especially 

in situations where risk assessment is performed by less professional and/or experienced 

persons, which is especially reflected in conditions of uncertainty. In that sense, different 

areas of mathematics are used in order to quantify linguistic descriptions, and to limit 

existing uncertainty to a certain extent. In this paper, uncertainties are considered using D 

numbers. 

3. D NUMBERS 

D numbers present an extension of the Dempster-Shafer evidence theory 9, 10. This theory, 

is also known as the theory of evidence, and is used to process uncertain information, which 

belongs to the field of artificial intelligence 11, 12. This theory has a wide application as it 
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allows direct expression of uncertainty by assigning probabilities to the elements that are 

organized into subsets within a set rather than to individual objects within the set. Due to its 

efficiency in processing uncertain information, it is widely used in many areas, such as 

pattern recognition, decision making, risk theory, etc. 

However, there are certain limitations in classic Dempster-Shafer evidence theory. One of 

the well-known problems is the management of contradictions when the evidence are very 

conflicting, which is being studied in detail today. On the other hand, some other problems 

are given little attention. For example, Dempster-Shafer evidence theory implies the 

exclusivity of elements in discernment. This limitation greatly limited practical application 

of the mentioned theory 9, 10. Due to the mentioned problems, an extension of this theory 

was made, where D numbers were obtained, which removed certain disadvantages of the 

Dempster-Shafer evidence theory. D numbers can effectively present uncertain information, 

since: 1) the exclusive property of the elements in the frame of discernment is not required 

and 2) the completeness constraint is released if necessary (Figure 2b). These two 

improvements have opened up the possibility of a wide application of D numbers in a 

number of real world applications. 

O x

Medium Good Very 

good

(a) Frame of discernment in Dempster-Shafer evidence theory

O x

Medium Good Very 

good

(b) Problem domain in D numbers

 

Figure 2: The frame of discernment in Dempster-Shafer evidence theory and domain in 

D numbers 13 

Basic mathematical formulations of D numbers are presented below. 

Let   be a finite nonempty set, and a D number is a mapping that : [0,1]D  , with 

( ) 1    ( ) 0
A

D A and D


                                                                                                 (1) 

where ∅ is an empty set and A is any subset of  . In case the condition is met where 

( ) 1 
A

D A


 the information is considered complete, otherwise, the information is not 

complete. 

In discrete set  1 2, ,..., , ,...,i j nb b b b b  , where ib R  i i jb b (when i j ),  D numbers 

are presented as  

1 1 2 2( ) , ( ) ,..., ( ) , ( ) ,..., ( )i i j j n nD b v D b v D b v D b v D b v                                             (2) 
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D numbers presented in the expression (2) can be presented in simplified way also as 

1 1 2 2{( , ),( , )D b v b v  ... ( , )i ib v , ( , )j jb v ... ( , )}n nb v , where it is met the condition where 

0iv   i 
1

1
n

ii
v


 . 

If two D numbers are provided  1 1 1( , ),..., ( , ),. ,  .. ( , )i i n nD b v b v b v  and 

 2 1 1( , ),..., ( , ),...  , ( , )n n i iD b v b v b v  ( , )i ib v , ( , )j jb v ... ( , )}n nb v , the combination of D 

numbers 
1 2D D D  is defined as  

1 2

1 2

1

2

1 1 2 2

1 1 2 2

1 2

1 1 1

2 2 2

( ) 0

1
( ) ( ) ( ),   

1

1
( ) ( )

( )

( )

B B BD

D

B B

B

B

D

D B B B B
K

with

K B B
Q Q

Q B

Q B

D D

D D

D

D

 

 





 



  
 















                                         (3) 

If D1 and D2 are defined in frame of discernment and if 
1 1Q   and 

2 1Q  , then the D 

number combination rule (3) is transformed into Dempster’s rule (4).  

1 2

1 2

1
( ) ( ) ( )

1

( ) ( )

B C A

B C

m A m B m B
k

where

k m B m B

 

 










                                          (4) 

where A, B and C are three elements of 2 , and k is a normalization constant, called the 

conflict coefficient between two basic probability assignment (BPA) function. 

The rule for contamination of D numbers presents a mechanism allowing fusion of uncertain 

information presented in D numbers: 

1) Permutation invariability: If there are two D numbers presented as 

 1 1 1( , ),..., ( , ),. ,  .. ( , )i i n nD b v b v b v  and  2 1 1( , ),..., ( , ),...  , ( , )n n i iD b v b v b v  ( , )i ib v , 

( , )j jb v ... ( , )}n nb v  than 
1 2D D , where „ “ means „equal to“. 

2) Integration:  For discrete D number 1 1 2 2{( , ),( , )D b v b v  ... ( , )i ib v , ( , )j jb v ... 

( , )}n nb v  the integration operator can be defined as follows: 

1

( )
n

i i

i

I D d v


                                                (5) 

where , 0i id R v   and 
1

1
n

ii
v


 . 
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4. APPLICATION OF D NUMBERES IN RISK ASSESSMENT 

The application of D numbers is presented in the matrix for determining risk level in the 

protection of persons, property and business, as in the Table 1.  

      Table 1: Matrix for determining risk level 14 

     Consequences 

 

Probability 

Minimal Low Medium Serious Catastrophic 

1 2 3 4 5 

Impossible 1 1 2 3 4 5 

Improbable 2 2 4 6 8 10 

Probable 3 3 6 9 12 15 

Almost certain 4 4 8 12 16 20 

Certain 5 5 10 15 20 25 

The risk level is calculated according to the expression (6) 14: 

NR = P * V (6) 

where NR is the value of the risk level, P is the value of the consequences and V is the 

probability of danger occurrence. 

After the calculation of the risk level, the category and acceptability of the risk is defined 

14, as in the Table 2. 

      Table 2: Matrix for defining risk category and acceptability 14 

Risk 

category 
Risk size Risk level Risk acceptability 

First Very low, negligible risk  1 and 2 
Acceptable 

Second  Low risk 3, 4 and 5 

Third Moderately high risk 6, 8, and 9 

Unacceptable Fourth High risk 10, 12, 15 and 16 

Fifth Extremely high risk 20 and 25 

Essential application of D numbers is reflected in situations when there is uncertainty in the 

assessment of consequences or probabilities, or in both cases. Accordingly, the following is 

an example of risk assessment when the consequences are uncertain (there are no parameters 

on the basis of which these can be estimated), while the probability can be predicted. 

The calculation of the consequences of certain danger by applying D numbers in conditions 

of uncertainty is based on the opinion of the persons performing the assessment (decision 

makers or experts). Each person declares what the consequences might be and how likely 

they are to occur, where it is possible that the decision makers decide on a number of 

different consequences, where they will assign to each one the probability of occurring. 

In the following section are presented two examples. In the examples, the decision on the 

consequences of certain danger was made by four decision makers (experts). 

Example 1: 

The decision makers declared on possible consequences in the following way: 

D1={(2,0.3),(3;4,0.25),(4,0.4)}, 

D2={(2,0.3),(3;4,0.4),(4,0.3)}, 
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D3={(2,0.4),(3;4,0.3),(5,0.3)}, 

D4={(1,0.3),(3,0.3),(5,0.4)}. 

By combining D numbers (D1 and D2; D3 and D4), the following D inter numbers are 

obtained: 

D12={(2,0.366),(3;4,0.128),(4,0.456)}, 

D34={(3,0.429),(5,0.571)}. 

Finally, by combining D12 and D34 it is obtained final D number for the assessment of 

consequences: 

D1-4={(3,0.95)}. 

Final value of the assessment of consequences amounts to:  

P=3*0.95=2.85. 

Depending on the assessment of the probability of danger occurrence, the final value of the 

risk assessment is obtained. If it is assumed that the decision makers have decided that a 

danger is likely to occur (value 3), then the final value of the risk is obtained as NR = 2.8 * 3 

= 8.4, which is a moderately high, respectively, unacceptable risk. 

Example 2: 

The decision makers declared on possible consequences in the following way: 

D1={(3,0.3),(3;4,0.25),(4,0.4)} 

D2={(2;3,0.3),(3,0.3),(3;4,0.3)} 

D3={(1,0.4),(2,0.2),(3;4,0.35)} 

D4={(2,0.3),(3;4,0.3),(5,0.4)} 

By combining D numbers (D1 and D2; D3 and D4) the following inter numbers are obtained: 

D12={(3,0.584),(3;4,0.104),(4,0.271)} 

D34={(2,0.345),(3;4,0.604)} 

Finally, by combining D12 and D34, it is obtained final D number for the assessment of 

consequences: 

D1-4={(3,0.555),(3;4,0.099),(4,0.258}. 

Final value of the assessment of consequences amounts to:  

P=3*0.555+3.5*0.099+4+0.258=3,04. 

Depending on the assessment of the probability of occurrence of the danger, the final value 

of the risk assessment is obtained. If it is assumed that the decision makers have decided that 

the danger is likely to occur (value 3), then the final value of the risk is obtained as NR = 

3.04x3 = 9.12, which is a moderately high, respectively, unacceptable risk, and tends to 

become high risk. 

Based on all the above, in the end, a certain real number is obtained to present risk level, 

within the interval [1,25]. Despite the presented mathematical apparatus, certain dilemmas 

related to the risk level are possible. Accordingly, in addition to the value obtained, 

optimistic and pessimistic risk can be defined, which, in addition to the already calculated, 
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most realistic, level of risk, would represent a total of three types of risk. 

Optimistic/pessimistic risk can be assessed or calculated, and these essentially represent the 

bottom or upper limit of the interval in which the assessed risk is located. Expressions are 

proposed for the calculation of optimistic and pessimistic risk: 

NRo=NR*(1-γ)                                               (7) 

NRp=NR*(2-γ)                                               (8) 

Where NRo presents optimistic risk, NRp presents pessimistic risk, and γ presents the 

coefficient of scattering. This coefficient is defined by the experts, respectively, the persons 

in charge of making the decision, where 1 , 25,o pNR NR  1.  The value of the scattering 

coefficient depends on the number of parameters in uncertain environment. Greater 

uncertainty - when both the consequences and the probability are uncertain requires a higher 

scattering coefficient. 

In this particular case, if the scattering coefficient were defined as 0.2,   then the level of 

assessed risk would range within the interval: 

1) for example 1, in the interval [6.72, 15.12] and 

2) for example 2, in the interval [7.30, 16.42], 

where the values 6.72 and 7.30 present the optimistic level of risk, respectively, the bottom 

limit of the risk level interval, and the values 15.12 and 16.42 present the pessimistic risk, 

respectively, the upper limit of the risk level interval. 

Considering that in specific cases the risk is defined in conditions of partial uncertainty 

(assessment of the level of consequences), it is clear that for the final level of risk it is better 

to define the interval of the risk level. In both cases, it is shown that regardless of where the 

level of risk is actually located, at the beginning or the end of the presented interval, it is an 

unacceptable risk.  

5. CONCLUSION 

Assessing risk levels is a very complex process. The problem starts from the very definition 

of the term of risk, and continues through the selection of methods and techniques for risk 

assessment, as well as their subsequent application. In accordance with the stated issues, the 

definition of risk is first defined in the paper. Finally, it is accepted that risk assessment is a 

combination of the consequences and the probability of a particular danger. The uncertainty 

accompanying risk assessment has conditioned the existence of four states: the state of 

certainty, the state of uncertainty, the state of uncertainty of the probability of danger 

occurrence and the state of uncertainty of danger consequences. It is obvious that the field of 

uncertainty is the essence of risk assessment. In this context, the paper presents the basics of 

D numbers as an area that quantifies uncertainties relatively well. 

The paper presents a possible model that could be used to quantify uncertainties when 

assessing risk levels. The model is based on a combination of the existing model for 

assessment in the protection of persons, property and business and D numbers, in order to 

better quantify the uncertainty. From the presented examples, it can be observed that the 

application of D numbers in the assessment of risk level provides data usable in later 

decision-making process. Since it is very difficult to eliminate uncertainty, an additional 

generalization is made, and in addition to the risk assessed by applying D numbers as the 

most probable, the most optimistic and pessimistic possible risk is defined also. Based on the 

obtained values, quality decisions can be made through subsequent analysis. 
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Abstract: The research performed in this paper consist of determining the state of 

railway traffic safety in a total of four railway sections in republic of Srpska (RS). In 

the paper is developed a novel original integrated CRITIC (CRiteria Importance 

Through Intercriteria Correlation) – FUCOM (Full Consistency Method) - DEA 

(Data Envelopment Analysis) model for determining the state of safety in RS. Eleven 

criteria were created and divided into two groups: six inputs and five outputs. The 

CRITIC model was used to determine the weight values of inputs, while due to the 

nature of outputs, FUCOM was used to evaluate them. The DEA model, which implies 

an input and output oriented model, has been applied to determine which railway 

sections have satisfactory performance in terms of safety. All sections have shown 

satisfactory performance in terms of safety. Atfer that, the Weighted overall efficiency 

ranking method was applied to determine the final ranking of the railway sections.  

Keywords: CRITIC, FUCOM, DEA, railway, safety  

1. INTRODUCTION  

Safety and risk management in railway is one of most important issues in order to achieve 

sustainable performance of this type of transport. Therefore, through numerous studies, 

models that contribute to the overall improvement of rail transport are being developed [1, 5, 

9, 10]. Railway traffic safety basically depends on: the state of technical capacity, traffic 

intensity and human factor influence. The railway network and transport capacities in a 

transition period of railways in RS were completely neglected and have been partially 

revitalized to date. The current state of transport capacities on the railways in RS, especially 

of safety devices, requires a large number of workers, i.e. executive staff, to participate in 

organizing the transport of goods and passengers. The participation of a large number of 

executive staff in the execution of transport, with the imperfection of human work and the 

presence of subjective weaknesses, contributes to errors in work and neglect of important 

actions in preparing and organizing the train traffic, which negatively affects traffic safety. 

The aim of this paper is development an integrated model for evaluation degree of railway 

safety. 
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The paper is structured through a total of four sections. Section 2 includes a detailed applied 

methodology: CRITIC, FUCOM, DEA and weighted overall efficiency ranking method and 

input parameters for forming integrated model. Section 3 presents results of case study, while 

section 4 provides conclusion remarks.  

2. MATERIALS AND METHODS  

2.1. CRITIC method 

Diakoulaki et al. [3] introduced the CRITIC method as a tool for determining the objective 

weights of criteria in MCDM problems. CRITIC method can be described through the 

following steps. It is assumed that there is a set of m feasible alternatives Ai (i = 1,2,…,m) 

and n evaluation criteria Cj (j = 1,2,…,n). 

[2] Step 1. Development of the decision matrix (X), expressed as follows. 

11 12 1
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where (i = 1,2…,m and j = 1,2,…,n)  

The elements (xij) of the decision matrix (X) represent the performance value of i
th

 alternative 

on j
th

 criterion. 
Step 2. Normalization of original decision matrix using the following equations: 

for benefit criteria: 
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and for cost criteria: 
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,  (3) 

Step 3: Calculation of symmetric linear correlation matrix (mij): A linear correlation 

coefficient between each pair of criteria is estimated using the following equation to quantify 

the conflict resulted among different criteria. It can be seen that the more discordant the 

scores of the alternatives in two criteria i and j, the lower the value mij. 

Step 4: Determination of the objective weight of a criterion using CRITIC method also 

requires the estimation of both standard deviation of the criterion and its correlation with 

other criteria. In this regard, the weight of the j
th

 criterion (wj) is obtained using Eqn. (4). 
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,  (4) 

where, Cj is the amount of information contained in the criterion j and is determined as 

follows: 

1

1
n

j ij

j

C m


  ,  (5) 

where σ is the standard deviation of j
th

 criterion and is the correlation coefficient between the 

two criteria. 
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2.2. FUCOM method 

The FUCOM [4,8]. method was developed by Pamučar et al. [7] for determining the weights 

of criteria. The following section presents a procedure for obtaining the weighting 

coefficients of criteria using FUCOM: 

Step 1. The first step is to rank the criteria from a predefined set of evaluation criteria 

𝐶 = {𝐶1, 𝐶2, … , 𝐶𝑛}.  
𝐶𝑗(1)

> 𝐶𝑗(2)
> ⋯ > 𝐶𝑗(𝑘)

  (6) 

where k represents the rank of the observed criterion. 

Step 2. In the second step, a mutual comparison of ranked criteria is made and comparative 

significance (𝜑𝑘/(𝑘+1)), = 1,2, … , 𝑛 , is determined, where k represents the ranking of the 

evaluation criteria.  

𝛷 = (𝜑1/2, 𝜑2/3, . . . , 𝜑𝑘/(𝑘+1))  (7) 

Step 3. In the third step, the final values of the weighting coefficients of the evaluation 

criteria (𝑤1, 𝑤2, … , 𝑤𝑛)𝑇are calculated. The final values of the weighting coefficients should 

satisfy two conditions: (1) The ratio of the weighting coefficients is equal to the comparative 

significance among the observed criteria (𝜑𝑘/(𝑘+1)), which is defined in Step 2, i.e. that the 

following condition is fulfilled 

  
𝑤𝑘

𝑤𝑘+1
= 𝜑𝑘/(𝑘+1)  (8)  

 (2) In addition, the final values of the weighting coefficients should satisfy the condition of 

mathematical transitivity, i.e. that 𝜑𝑘/(𝑘+1)  ⊗ 𝜑(𝑘+1)/(𝑘+2) = 𝜑𝑘/(𝑘+2). Since   𝜑𝑘/(𝑘+1) =
𝑤𝑘

𝑤𝑘+1
 and 𝜑(𝑘+1)/(𝑘+2) =

𝑤𝑘+1

𝑤𝑘+2
 , we obtain that  

𝑤𝑘

𝑤𝑘+1
⊗

𝑤𝑘+1

𝑤𝑘+2
=

𝑤𝑘

𝑤𝑘+2
. Thus, we gain a second 

condition that should be satisfied by the final values of the weighting coefficients of the 

evaluation criteria  
𝑤𝑘

𝑤𝑘+2
= 𝜑 𝑘

𝑘+1

⊗ 𝜑𝑘+1

𝑘+2

  (9)  

Based on the defined settings, we can define a final model for determining the final values of 

the weighting coefficients of the evaluation criteria    
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2.3. DEA model 

In the third phase, the DEA model was applied. computation of the DEA model, the 

alternatives were identified and inserted further in the overall ranking procedure. For that 

purpose, the weighted overall efficiency ranking method was applied [6].  

The CCR model is the most basic model of DEA. The model was introduced by 

Charnes et al. [2]. The DEA CCR input oriented model (max) is as follows: 



219 

 

1

1 1

1

max

:

0, 1,...,

1

0, 1,...,

m

input i i input

i

m m s

i ij i ij

i i m

m s

i i output

i m

i

DEA w x

st

w x w y j n

w y

w i m s







  





 



  



  



 



 (11) 

The Decision-Making Unit (DMU) consists of m input parameters for each alternative 

xij, while s represents output parameters for each alternative yij, taking into account the 

weights of the parameters denoted by wi. Also, n represents the total number of DMUs.  

The DEA CCR output oriented model (min) is as follows: 
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Then, it is necessary to apply Equation (13) in order to determine safe sections at the first 

level, which are further inserted into the model. 

min

max
safety

output
DEA

input
  (13) 

2.4. Weighted overall efficiency ranking method 

The additive utility function, when the attributes are mutually preferentially 

independent, can be given as below:  

   1

1

,...,
k

k i i

i

u X X u X


  (14) 

where ui (Xi) denotes the single-attribute utility function for ith performance measure. For 

attributes that belong to the cost group, i.e. need to be minimized, the single-attribute utility 

function is defined by Equation (15): 

 
max

max min

i i

i i

i i

X X
u X

X X





 (15) 

where 
max

iX and 
min

iX denote the maximum and minimum value of ith attribute 

respectively. 
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When it comes to parameters that belong to the cost group, i.e. need to be maximized, the 

single-attribute utility function is defined by Equation (16): 
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min

max min

i i

i i

i i

X X
u X

X X

 
 
 
 

 (16) 

After that, the integration with the previously obtained values of the criterion wj and 

summing up by rows are performed by Equation (17). 

   1

1

,...,
k

k j i i

i

u X X w u X


   (17) 

Finally, the DMUs are ranked in descending order, where the best variant has the highest 

value. 

2.5. Necessary data for forming integrated model 

The generator of flows of goods and passengers on the railway network in Bosnia and 

Herzegovina is the corridor Vc (Samac-Doboj-Sarajevo-Mostar-Čapljina-Ploče) and the 

railway line Zvornik-Tuzla-Doboj-Banja Luka-Novi Grad/Bosanski Novi-Bihac. In this 

study we have considered sections in Republic of Srpska: Novi Grad –DMU1, Prijedor - 

DMU2, Banja Luka - DMU3, and Doboj - DMU4. 

Apart mentioned DMUs it is necessary to create a list of input and ouptuts: the total 

length of railway network - I1, the total number of stations - I2, the number of level crossings 

- I3, the number of available vehicles - I4, the total number of train-kilometers - I5, the total 

number of executive staff - I6. Table 1 shows the values of all DMUs in relation to input 

parameters.  

Table 1. Section indicators in relation to inputs 

 I1 I2 I3 I4 I5 I6 

DMU1 44.222 57 158095.3 7 108 61 

DMU2 52.500 39 474285.9 7 87 462 

DMU3 91.600 66 316190.6 10 144 168 

DMU4 251.884 134 632381.2 18 254 215 

Ouptupts are: serious accident – O1, accident – O2, incident – O3, killed persons – O4, injured 

persons – O5. Table 2 shows the values of all DMUs in relation to output parameters. 

Table 2. Section indicators in relation to outputs 

 O1 O2 O3 O4 O5 

DMU1 1 0 0 1 0 

DMU2 1 0 2 1 0 

DMU3 1 7 26 1 3 

DMU4 2 5 11 2 4 

3. RESULTS  

After the application of CRITIC and FUCOM methods for determining the weights of inputs 

and outputs, the results shown in Table 3 were obtained, respectively. In order for the sum of 

all criteria to be equal to one, the individual results were divided with two. The final weights 

are shown in the last row of Table 3. 
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Table 3. Weights for inputs and outputs 
 I1 I2 I3 I4 I5 I6 O1 O2 O3 O4 O5 

CRITIC 0.111 0.132 0.124 0.118 0.128 0.387      

FUCOM       0.227 0.203 0.135 0.284 0.150 

Final wj 0.055 0.066 0.062 0.059 0.064 0.194 0.114 0.102 0.068 0.142 0.075 

Then, the DEA method was applied to determine the safety levels of the railway sections. 

The results presented in Table 4 show that all sections have a value of 1, and are satisfactory 

from the safety aspect. Equations (14) - (17) were applied in order to perform their ranking 

and obtain more accurate indicators. 

Table 4. Results of DEA model 

 DEA-input DEA-output DEA-final 

Novi Grad 1.000 1.000 1.000 

Prijedor 1.000 1.000 1.000 

Banja Luka 1.000 1.000 1.000 

Doboj 1.000 1.000 1.000 

Table 5. Final results after applying the integrated CRITIC-FUCOM-DEA model  

 Results Rank 

Novi Grad 0.551 2 

Prijedor 0.750 1 

Banja Luka 0.540 3 

Doboj 0.494 4 

 

After the application of the integrated CRITIC-FUCOM-DEA model, the results show that 

the railway section Prijedor is the safest in Republic of Srpska with a value of 0.750. The 

second safest section is Novi Grad with a value of 0.551.  

4. CONCLUSION 

In the paper has created an original CRITIC-FUCOM-DEA model for the evaluation of 

railway sections in the Republic of Srpska. CRITIC and FUCOM were used to determine the 

significance of inputs and outputs, respectively. The DEA model was applied to determine 

the safety levels of the four sections and the values equal to 1.000 were obtained. Since the 

application of the DEA method did not eliminate any alternative, the weighted overall 

efficiency ranking method was applied. The results have shown small differences in relation 

to the sections that occupy from the second to the fourth place. The evaluation of railway 

sections needs to be done periodically in order to be able to constantly monitor the situation 

and adopt adequate improvement measures. 
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Abstract: Summary: Crisis management is an immanent feature of modern society 

and organization. Modern society is characterized by rapid development in various 

social spheres, but the impression is that man does not control all these processes. 

Many theorists and practitioners who deal with the process of crisis management give 

a vision of the pros and cons, but they all agree that crises are the only constant of 

modern society. The only question is what kind of crisis will occur and what will be 

the consequences. It is obvious that society deals with crises only when they occur, 

and there are many examples for this. There is a lack of systematic approach to 

developing society's capacity to increase crisis resilience. Why this is so remains a 

dilemma. The author points out through this paper certain problems that have 

violated the concept of crisis management culture. The lack of "culture" of dealing 

with a certain area, social community and the individual introduces into zone of 

comfort in times when there are no negative events. The consequences of such 

situation are destructive actions and disorientation in times that have the attributes of 

crisis, uncertainty, bad, catastrophic, etc. The exception to the statement of 

occasional dealing with crises is one part of scientists and experts, who are genuinely 

looking for solutions and proposing to the competent managers to take preventive 

measures.  

Key words: crisis management, culture, crisis  

1. INTRODUCTORY CONSIDERATION 

Modern needs and speed of society development have generated new elements in relation to 

the world movements of crises and actions in crisis situations. These elements are based on 

the experiences of crisis management, which in recent years has become increasingly 

affirmed and gained real meaning [4]. In that sense, crisis management, when it comes to the 

impact of crises, will be considered in the sphere of the state's influence on generating and 

responding to crises, including the local and international level. Such a consideration has 

been applied, precisely because of the the vulnerability of the individual and the community 

in which he lives, all the way to the state. At the same time, there is an obvious permanent 

dependence of the state on regional and global events.    

One of the initial problems is understanding the term "crisis" and consequently identifying 

the crisis situation or crisis symptoms. Different communities and different individuals 

perceive the crisis according to previous experiences, knowledge, beliefs, level of 

development, etc. The fact is that all of the above is necessary to recognize the crisis. 

Another problem lies in complexity of the crisis. A crisis is never based on one event or at 

least one consequence. The modern world abounds in known and unknown dangers. A 

smaller part of the world is engaged in research in the field of crises, and a larger part of the 

world does not do that, but takes over the results of research from the developed world. This 
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implies the existence of high risks at the very beginning, with an obvious delay in thinking 

about the problem, without interfering with the empirical observation of the problem, which 

in fact does not exist until a negative event occurs. 

The next problem points to the non-existence or presence of weak education mechanisms. 

Namely, the policy of natural and legal persons licensing to perform certain tasks is more 

and more present. It is not uncommon in practice for managers of different levels to have 

certain "licenses" to work on specific jobs, but not to have adequate formal education for the 

same jobs. Developed countries give great importance to this problem and formalize the 

requirements of the economy very quickly and find solutions for quality education, while 

underdeveloped countries resort to various types of improvisations through "licensing". The 

problem, of course, has very broad and profound consequences for crisis management. 

And the last problem, on which this paper is based, is the resources for crisis management. 

Crisis management, as the name suggests, is solving problems in crisis situations by 

engaging different resources (human, material, spatial) at a certain time. Responsibility for 

crisis management belongs to managers, persons authorized to make decisions. However, 

their dependence on people specifically educated and trained to recognize, prevent and act in 

crises is enormous. The disproportion that has arisen between needs and the real situation, 

leads to the disruption of the "critical number" of managers capable of crisis management 

and efficient and effective decision-making.  

Having in mind the elaborated elements of the problem, the question arises, why this 

situation arises, and daily practice shows that crisis management is an immanent function of 

every society and individual. The answer to the question lies in the fact that crisis 

management has become an "ad hoc" activity, ie it is dealt with by responsible persons only 

when negative events occur. All of the above points to an acute problem of lack of crisis 

management culture. Such an approach would enable permanent development, education, 

capacity building, monitoring the environment in order to identify crises and adequate 

responses for prevention and effective response to the crisis. 

2. APPLIED METHODS 

Sublimating various scientific research and the consequences of everyday events, the method 

of analysis of the content of individual scientific papers, methods of sampling empirical data 

from various case studies and scenario methods were used to reflect, research and draw 

conclusions with elements of prediction. The knowledge gained by the mentioned methods, 

served the author to draw conclusions whose goal is to improve thinking on the issues of 

crisis management, based on these problems.  

3. THE ESSENCE OF THE CRISIS AND THE CONDITIONS OF ORIGIN 

The term crisis triggers a series of concerns. From academic papers, journalistic vocabulary 

and various retellings, the term "crisis" is used. This term indicates uncertainty, negative 

events and indicates an uncertain future. The term in itself can encompass various aspects, 

and it can rightly be said to represent a pseudo-term. The etymological origin of the word 

crisis has its source in the Greek language, (Greek κρίση, krísi, earlier κρίσις, krísis belongs 

to the basic term, ie. into the irreplaceable term of the Greek language. Derived from the 

term "crino", to separate, choose, decide, judge; medially, to measure, to argue, to fight - 

"crisis" aimed at a final, irrevocable decision [2]. This term has implied extreme alternatives, 

which no longer allow any revision: success or failure, right or wrong, life or death. The 

revision is not possible due to the fact that the decision was made, there is no "delay period" 

but it is implemented immediately. This term encompassed all decision-making situations in 
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internal and external life, with an individual and with his community. And when it comes to 

society, events in the internal and external environment. 

"Crisis" was primarily aimed at the lack of time, whose understanding made sense of that 

concept. Almost every intellection of crisis includes an awareness of uncertainty and 

compulsion to see in advance, in order to prevent an accident or find salvation, with daily 

time limits, depending on the area of life, limited in different ways. "Crisis" is an economic 

term in economics, as well as in medicine, sociology and politics, which has its exact 

meaning. [7]. 

In essence, human society goes through many and varied crises, by character and by 

knowledge or by the absence of knowledge, by visibility or invisibility. In particular, it 

represents an unstable or crucial time or type of activity whose outcome will decide between 

options for improvement or deterioration. Likewise, a crisis is an emotionally significant 

event in human life, known as a psychological crisis. In addition, the crisis has an important 

moment in the post-crisis state of the organization and society, as well as the psychological 

state of these two subjects. 

The word "crisis" in Chinese is "WEI-JI", a term that refers to danger and opportunity. This 

idea is especially important, because it conveys the fact that opportunities can be created in 

situations of uncertainty, threat or risk. 

The crisis is very difficult to determine, and especially to classify. The reason is that there 

are crisis as many as different organizations, people and circumstances in which people act 

and work and different events. However, crises are characterized by one dimension that 

manifests itself in the sphere of causes. Causes can be a consequence of the actions of nature 

(eg earthquakes) and the actions of people, such as conflicts of different levels and 

intensities. They can have different dimensions in terms of international implications, from 

local, national to international [2].   

The definition of crisis includes international relations and domestic affairs, medicine and the 

economy, the crisis among people and efforts to fight the forces of nature. The crisis may be 

a consequence of the lack of interest of the authorities, and in that case there is a 

phenomenon that the unknown becomes incredibly [4]. Information that would help to make 

appropriate preparations for the crisis are rejected, in which case the "key" is lost as an 

advantage created by the warning. It is necessary to use every created advantage, not to be 

deceived into believing that it will not happen due to some "logical" traces or higher forces. 

The worst case scenario should always be kept in mind.  

4. CRISIS PERCEPTION AND CRISIS MANAGEMENT 

The use of the word "crisis" in the medical connotation at first glance creates the belief that 

the situation is exactly like that. Regardless of the truth of the statement that a crisis is 

reflected from the outside, through behavioral disorders or physiology, its purely 

morphological manifestations remain relatively inconspicuous or non-existent. Some authors 

point out that in the crisis the "function" is practically disturbed, the "structure" remains 

intact [1].  

Studying the works of other authors in the field of crisis management, it can be seen the 

agreement that there are four classes of crises: conventional, unexpected, unmanageable and 

fundamental [3]. The classification was made on the basis of predictability criteria and the 

possibility of influencing the crisis. However, in modern social trends, hybrid crises are 

gaining in importance, which have the attributes of all of the above in different relationships, 

depending on the scenario of origin and development. The time dimension gained special 
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significance, due to the influence on perception and decision-making. From the presented 

relation, it can be noticed that the hybrid crisis depends on all three factors (predictability, 

possibilities of influence and duration) and their mutual relation (Figure 1). In the basic case, 

the state of potential crisis, hybrid crises can acquire elements of all classes of crises. 

However, from relationship of the three variables, the future crisis will gain direction. The 

scenario of relationship of variables can be observed according to the model: predictability - 

possibility of influence – duration. Depending on the element that has the greatest impact, 

the crisis will gain direction. The management of the organization or the competent services 

in the company should have developed abilities to monitor the environment and anticipate 

possible crises in different scenarios.   

      

 
Figure 1. Crisis management scenario 

source: author's processing based on Boin, 2000 

The perception of a condition called a crisis is very important. The fact is that a large number 

of subjects are surprised by the crisis. The question is why. There are several reasons, but the 

most important lies in the lack of perception of the environment. There are many signals that 

indicate the possibility of a crisis. The visibility of these signals can be caused by the 

impossibility of noticing the problem, due to ignorance of the matter, etc. There are other 

causes also: delay, bad judgment, lack of trust, etc. One of the common causes is the 

approach "it can't happen to me/us", which happens very often. In the following example 

(Figure 2), we can see the influence of perception on the crisis that occurred in the ratio 

predictability - possibility of influence – duration = big-small-big. This crisis is developing 

in the direction of an unmanageable crisis, which affects core values with a small number of 

manageable elements. The uncontrollability is caused by the fact that such a situation lasted 

too long. 
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The perception of the elements of the crisis also determines the approach to determining the 

state of the crisis. In this context, there are several manifestations: emergency events, 

emergency situations, states of emergency, catastrophic events. 

Emergency events represent relatively slight deviations from normal functioning, disorders 

that are remedied with regular means and forces. So, they do not represent a state of crisis, 

but they do contain warning elements. On the other hand, an emergency event may have the 

capacity to grow into the conditions for declaring a state of emergency situation. 

 
Figure 2.  An unmanageable crisis scenario 

source: author's processing 

Emergency situations represent a more serious violation of security of the community or 

organization, it is necessary to react with extraordinary forces and means. Emergency 

situations have elements of crisis situations and inevitably leave consequences. Emergency 

situation is very close to a state of crisis. 

A state of emergency implies an effect on the essential values of society and the state, and in 

any case it also affects organizations. A state of emergency implies the existence of a crisis 

situation.  

Crisis situations are a special form of all these conditions. Mentioned conditions can be the 

cause of crisis situations, but themselves do not represent crisis situations, if their effects are 

solvable without long-term consequences for the community and the environment. However, 

if the effects of these conditions imply extremely large consequences, present for a long time 

and affect the awareness, structure and habits of society, then we are already talking about a 

crisis. An extreme example of these conditions are catastrophes. As a rule, catastrophes are 

an introduction to crises or have already caused a crisis. 
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Catastrophic events stand out with their physiognomy. As soon as they are catastrophic, the 

consequences are inevitably great, painful and long-lasting. In this respect, there is a sharp 

line between crisis and catastrophe. In its essential significance, a catastrophe is a well-

visible phenomenon, a noticeable interruption, an obvious "fact". The crisis is very often 

hidden and often manifests itself only through the quantitative disruption of the regulatory 

process. Finally, the crisis is a phenomenon of a procedural nature and has its causes, course 

and consequences, which is characterized by lack structure and multidimensionality. 

However, there is a direct link between the crisis and the catastrophe. A crisis often heralds a 

catastrophe, preceding or causing it. It is always in one developmental and transitional state. 

The crisis will turn into a catastrophe, or it will finally be resorbed, causing consequences of 

very variable importance and nature. Special emphasis should be placed, from the aspect of 

the cognitive role of the crisis, primarily on its subjective character [1]. On the other hand, 

catastrophe implies crisis. The great consequences of catastrophic events inevitably cause a 

crisis. In this case, it is a question of perception of consequences and their presentation. 

Finally, all events with catastrophic consequences are interesting from a political point of 

view. Namely, with such events, there is always a chance to show how someone contributed 

more or less to settling the situation, ie establishing order. Which, from the aspect of political 

merit, has great significance.   

5. CRISIS MANAGEMENT 

Having in mind modern developments, crisis management has acquired several new (old) 

characteristics: crisis management has become necessary (necessity has a life as much as a 

threat); crisis management is least dealt with by people trained in crisis management; there is 

a centralization of management (there are different reasons for inaction at all levels of 

organization); it shows the degree of (un)organization and (un)preparedness of society and 

organization for crises and crisis management has become an ad-hoc activity.   

An important function of crisis management is prevention, dimensioned as a platform for 

timely and proper response. Prevention has a very important role in forming and consistently 

building a culture of crisis management. Namely, prevention lasts constantly, regardless of 

whether there will be a crisis or not, or whether there is a crisis or not. The existence and 

permanence of prevention maintain the vigilance of management and executors, and in 

parallel, the risk of the occurrence of negative events is constantly assessed. 

The essence of crisis management is decision making in conditions of lack of time, 

information and resources [8]. Decision making in everyday normal life circumstances is a 

common occurrence and does not require any effort and has the attribute of commonness. 

However, in crisis situations, decision-making is a real skill for the simple reason that 

decisions made in such a situation have far-reaching consequences. If action is not taken 

quickly, the consequences of the crisis will be much greater and will jeopardize the existence 

of the crisis-stricken system. [9]. This process of engagement in the process of overcoming 

or mitigating the crisis is an area of crisis management and the final result in acting on the 

crisis depends on its efficiency. Of course, the need for speed of adoption must not be an 

excuse for moves that are aimed at violating legal regulations, endangering life and health, 

etc. 

However, the term crisis management is not entirely adequate to describe crisis decision 

making. It is especially important to make a distinction between crisis leading and crisis 

management. Crisis leaders decide what is right, while managers define how it will be 

implemented (done). Likewise, leaders determine the direction of actions, operations at the 

strategic level, and managers have on the operational and tactical level to check what has 
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been done from what has been decided at the highest level. If a dilemma or boundary is set 

between crisis leading and crisis management, then it can lead to a situation where it is 

unclear and that the biggest and best leaders can be good managers, while managers often 

have to take on the role of leader because they have to take quick action without additional 

instructions or guidelines. Also, the "crisis management" decides what will be done and 

checks whether everyone is performing the set tasks. Thus, the action of crisis management 

begins with a process that "produces" the best decisions that are followed by a "chain˝ of 

execution [7]. 

Crisis management emphasizes the nature of the crisis implemented through the threat to a 

particular structure, individual, organizational or social. This feature is very important given 

the short response time, ie taking adequate decisions due to lack of relevant information. 

Initial assessments of the state of the crisis usually change with flow of the crisis and the 

arrival of better information. Which is basically normal, because through the course of the 

crisis, better and better information and knowledge comes. 

6.  AWARENESS OF THE NEED AND PERMANENCE OF CRISIS 

MANAGEMENT - CULTURE OF CRISIS MANAGEMENT 

Crisis management is a dynamic function of the organization's operations. However, such a 

feature can be misperceived and perceived as a need to develop crisis management only 

when crises occur. On the contrary, crisis management develops in times of normal operation 

and development. The usability and development of crisis management must be permanent 

characteristics. In functional terms, crisis management can only make sense if it has a 

planned and procedural character. The way and speed of world development place crisis 

management at the top of important areas (with scientific and professional dimension) 

without which it will not be possible to imagine sustainability in all spheres of life [2] [10]. 

The scientificity  side of crisis management does not have a clear framework in which it is 

possible to set clear requirements and generate results. The scientificity  of crisis 

management is moving in the direction of a symbiosis of scientific knowledge from a wide 

range of fields, and crisis management must develop its elements of science striving for new 

models capable of embracing the multidisciplinarity and multidimensionality of modern 

crises. In parallel with science, the practice of crisis management must be developed. 

Namely, the usability of crisis management knowledge must have elements of simplicity, 

effectiveness and comprehensibility. Acting in crisis situations puts a person who happened 

to be on the spot when the danger arose at the very top of importance. He is there and reacts 

to the event, everyone else will come later. Crisis action is of exceptional importance in the 

spatial and temporal dimension. When it comes to organizations, it is very important that top 

executives take crisis management seriously and dedicate themselves to its development in 

times of normal functioning. When crisis action is directed at the level of a municipality, 

district, state or supranational organization, the mechanisms for implementing crisis 

management are in the hands of decision-makers. 

The modern world is in a permanent crisis, for various reasons and causes. Practice shows 

that no crisis process has been brought to the end and there is always room for reactivation of 

the crisis. This is a general feature that must be present in understanding crisis management 

at the global level. In accordance with the above, it can be concluded that the media shape 

the crisis and act in such situations, which gives a clear example of the strength of the media 

in crisis management.  The global nature of the crisis, depending on the source, is no longer 

in question. Local crises are a "wheel" in the mechanism of a larger event. Global events 

inevitably affect all local events.  
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In the final analysis, it is evident that we live in crisis circumstances in which surprise is the 

definition of crisis and only surprise about the future will be the absence of surprise. Also, 

there is a lot that is known, we can be prepared for what we will face from the spectrum of 

crises that require skills such as agility, flexibility and adaptability, if we want to respond to 

the crisis. On the other hand, there are a large number of events that do not seem to have 

harmful potentials (5G network, climate impact, environmental impact, corporate control of 

world resources, politicization and globalization, etc.), the effects of which are known to 

developed countries, in fact, the creators of these phenomena. However, underdeveloped 

countries find out about the negative effects only when they become visible, ie when they 

apply them on their territory (or someone else's) and a direct threat of critical value arises. 

Crisis management in the future has a very ungrateful role in anticipating crises that we are 

not even aware to exist. Given the short-sightedness of most people who lead certain social 

communities, it is likely that contemporary crises will infiltrate deep into the awareness of 

the community (through culture, behavior, habits, etc.) until community members become 

aware of the dangers. On the other hand, given the far-sightedness of a small number of 

powerful people and organizations whose mission is to generate crises, for various reasons, it 

is likely to increase activity in finding ways to infiltrate their goals, to the point of 

insensitivity of communities to consequences, until the red line is crossed. 

All of the above indicates a lack of awareness of the need to develop crisis management. The 

perpetual lack of money is cited as the reason. Unfortunately, every negative event, 

regardless of its scale, has shown that there is money when something has to be done. It is 

evident, on the other hand, that crisis management, or at least opportunities used for political 

purposes, exists and develops. Admittedly, in forms that are not known to science and 

profession, but until proven otherwise, what is in the act is valid. 

The existence of constant prevention and permanent development of new methods and 

approaches to the identification of crisis situations, risk assessment of negative events and 

ways of reacting and repairing the consequences of crisis situations indicate the need to 

develop a crisis management culture. Bearing in mind that some social communities have 

developed mechanisms of crisis management, and others do not have or have to a lesser 

extent, it shows that there is a way and possibility of developing such a culture. 

A significant aspect of crisis management culture is perception. If perception is understood 

as a process in which an individual, organization or social community selects, organizes and 

interprets input information from the environment in order to create a meaningful picture of 

the world [6], it is clear that perception directly influences the creation and development of a 

crisis management culture. Namely, the one who perceives potential negative events, will 

deal with the development of crisis management, and vice versa. Perception depends not 

only on physical stimuli, but also on the relationship of the stimulus with the environment 

and on the subject itself. Perception can be significantly different in subjects exposed to the 

same situation, hence the claim that perception is the basis for the development of a crisis 

management culture. In security phenomena, the perception of the current situation in 

systems that do not have developed  crisis management culture, is more important than the 

reality in the initial period. It is the perception of the phenomenon that will influence the 

behavior and reaction of the organization. However, in systems that have developed crisis 

management, deeply ingrained in the awareness of executors and management, perception 

serves only as a source of information for the next step of rational thinking and analysis. 

An important factor in the development of a crisis management culture is unforeseen 

situational factors materialized through risk factors [6]. Risk is an immanent characteristic of 

any action or failure to act. The fact is that developed countries and organizations are 
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investing more in research into various security phenomena, hence more solutions and 

innovations in the world of crisis management. While the opposite is true for the 

underdeveloped, crisis management remains in the shadow zone, until there is a need for its 

application. Exploring risks and their impacts on a crisis management culture is critical to 

increasing the resilience of the individual, organization, and society. 

7. CONCLUSION 

Crises characterize the modern environment and are present in all spheres of human activity. 

They marked certain periods and continuously followed the development of humanity, until 

today. 

The need of the modern world is crisis management. Namely, crisis management does not 

only mean "doing something" when a negative event occurs. Depending on the degree of 

development of the situation, the event may remain at the level of an emergency, and may 

escalate to a catastrophe. According to the perceived danger, its existence or non-existence, 

the endangered subject will take certain measures. 

Entities in the crisis management process depend on people educated and trained to identify 

and respond. Their training, leadership and managerial qualities are crucial for proper 

leadership. 

A key feature of individuals, organizations and communities in the future will be the 

development of a crisis management culture. The degree of development determines the 

degree of approach to new research and the results of scientific research. Bearing in mind 

that the number of underdeveloped countries is higher than the developed ones, a larger 

number of crises in the future is to be expected, as well as a lower capacity for prevention 

and response. Crisis management culture provides a systematic and institutional commitment 

to crisis management, as a business and life function. The ad hoc approach must be 

suppressed by increasing the level of crisis management culture. 
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Abstract: The European Union clearly confirms its importance in the security of the 

modern world. This is clearly and unequivocally emphasized in the Global Strategy 

for Foreign and Security Policy of the European Union. The new strategy gave a new 

dimension to security, but did not completely change the principles set out in the 

"Safer Europe in a Better World" strategy. The common feature of both documents is 

the emphasized need for a military dimension of European security. Such an 

approach of the European Union is not surprising, having in mind the experience 

from the last years of the 20th century and the beginning of the 21st century. From the 

operations conducted at that time, the need for strong military capabilities was 

clearly singled out. Namely, it turned out that without military capacities, it is not 

possible to establish civilian capacities, nor to ensure their sustainability in the 

future. The basic concept of military capabilities is represented by combat groups 

with a high degree of autonomy and sustainability. 

Integrated crisis management is becoming a fundamental concept of European Union 

crisis management. The Union is developing the concept based on its own capacities, 

the capacity of partner countries and the North Atlantic Treaty Organization (NATO). 

However, the new strategy clearly states the intention to develop its own military 

capabilities with a strong reliance on the North Atlantic Treaty Organization 

(NATO). 

Key words: European Union, military capabilities, crises, crisis management  

1. INTRODUCTION - PROBLEM DESCRIPTION 

Effective crisis management is one of the basic principles of the European Union's security 

policy. In the early 1990s, member states began a new stage in the integration process by 

establishing stronger supranational and interstate cooperation. The Agreement on European 

Union, Maastricht in 1992, defined the objectives of economic and monetary union (the first 

pillar of the European Union), the common foreign and security policy (second pillar of the 

European Union) and strong cooperation in justice and home affairs (third pillar of the 

European Union). Within the framework of the Common Foreign and Security Policy, it has 

been possible to establish a common defense policy at appropriate time in the future, which 

could lead to a common defense (Lopandic, Janjevic, 1995, p. 193). This gave the member 

states of the European Union the opportunity to create their own security policy (Orlic, 2006, 

p. 414).  



233 

 

The culmination of development of European security policy is adoption of the Global 

Strategy for Foreign and Security Policy of the European Union, which still has a strong 

military character. The new strategy reinforced statements about the need to develop its own 

forces, but with a firm reliance on the Alliance's platform. Russia is put in the foreground as 

a great threat for the first time, but at the same time the development of trade and other 

connections is proclaimed. 

The conditions for the development of European security policy certainly have a significant 

military dimension. The strength of the European crisis management model is based on the 

potential of military capabilities, capable of rapid military operations. Given the growing 

presence of European Union forces in various crisis situations, and increasing investments in 

the capacity of the security forces, it is evident that the importance of the European Union 

security forces is increasing. 

2. SECURITY CONCEPT BASED ON CRISIS MANAGEMENT 

In carrying out any operation, military effectiveness was accompanied by civilian chaos. 

Greater capacity is needed to fully deploy all necessary military and civilian assets for crisis 

and post-crisis situations. Joint threat assessments are the best basis for joint action. This 

requires better exchange of intelligence between member states, but also with partners at all 

stages of crisis management (Figure 1). As capabilities increase in different areas, a wider 

range of missions should be considered. This applies to the wide range of crisis management 

and conflict prevention tools available, including political, diplomatic, military and civilian, 

trade and development activities. To face new dynamic threats, an active policy is necessary. 

It is necessary to develop a strategic culture that supports early, rapid and, when necessary, 

strong intervention. 

 
Figure 1. The process of crisis management operation 
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Conflict management attracts a lot of political and public attention, since it affects the real 

and concrete security interests of states in the conflict area, it has become a way to check the 

credibility of the new security system and its components. Although the European Union and 

the Council of Europe are natural leaders in supporting the transition process and the 

Organization for Security and Co-operation in Europe has a special place in timely warning 

and conflict prevention, the North Atlantic Treaty Organization (NATO) is an equal central 

security institution requiring force or intimidation. 

Crisis management may include military and non-military measures needed to respond to 

crisis situations that threaten national and international security. Crisis management means 

dealing with various forms of crisis in different ways (Table 1).  

Table 1. Crisis management activities 

Crisis management activities 
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1. Monitoring the situation X X X X X X 

2. Crisis identification X X     

3. The content of the crisis  X X X X  

4. Capacity engagement    X X X 

5. Building stability     X X 

In practice, the national or international response to a crisis situation or to a situation that 

threatens to develop into a crisis depends on the nature, scale and seriousness of the situation. 

In some cases, it is possible to predict and prevent a crisis through diplomatic or other 

means. Sometimes stricter measures are needed, which include military action. Also, 

depending on the nature of the crisis situation, national authorities may find and define 

different types of crisis management operations. 

2. DIMENSIONS OF CRISIS MANAGEMENT IN THE FRAMEWORK OF 

EUROPEAN SECURITY 

The European Union uses the term crisis management for activities such as mentoring, 

monitoring and advising or capacity building in the security sector, including training and 

coaching. Crisis management in the European Union mainly consists of conflict prevention 

measures and the deployment of peacekeeping missions (Guide to Civilian Missions, 2017, 

p. 34). 

Conflict prevention measures include peacebuilding, conflict prevention, mediation and 

dialogue. Conflict prevention involves early warning activities, early identification of 

conflict risks, deep understanding of context of the conflict, as well as the possession of 

appropriate tools for conflict analysis. The European Union has developed its own capacity 
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to support mediation, which includes high political mediation, facilitation and confidence 

building. 

The Crisis Response Mechanism (Guide to Civilian Missions, 2017, p.36) (CRM) is an 

internal procedure consisting of rules and structures for coordinated and unified response to 

crises, including hybrid threats, which are coming from the external environment and 

endanger the interests of the European Union and its member states. In the event of crisis or 

emergency, the Deputy Secretary-General of the Crisis Response Mechanism shall consult 

with the High Representative or the Secretary-General and, if necessary, activate the Crisis 

Response Mechanism (CRM). The basic elements of the crisis response mechanism (Figure 

2) are the Crisis Meeting, the Possible Immediate Action Catalogue, the Crisis Cell, the 

Crisis Platform and the Task Force (Guide to Civilian Missions, 2017, p.36). 

 
Figure 2. Crisis response mechanism 

Source: CSDP Handbook, 3rd Edition, 2017, p.75. 
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The Integrated Political Crisis Response (IPCR) is a mechanism that allows rapid 

consultation between Member States at the political level in the event of a crisis (within or 

outside the European Union) that is of great political importance and can have far-reaching 

consequences for the European Union and its member states. It is activated at the suggestion 

of the Presidency of the European Union or at the request of the member states (Guide to 

Civilian Missions, 2017, p. 38). 

Having in mind the stated results of the analysis, the author comes to the conclusion that the 

European Union is fully committed to the model of an integrated response to crises. In that 

model, the military and civilian aspects predominate. It is logical on the one hand that 

aspiration of the European Union to present itself as a "civilian force" has priority, but on the 

other hand it is an important fact that in practice it is not possible to carry out crisis 

management operation without the participation of military capabilities. Thus, an integrated 

crisis management model implies a combination of military and civilian crisis management 

capabilities. 

4. SOURCES, ORIGIN AND TYPES OF CRISIS IN THE EUROPEAN 

UNION 

Crises can be political, military or humanitarian and can be caused by political 

disagreements, military conflicts, technological incidents or natural disasters. The European 

Union Security Strategy defines the challenges and threats to the security of the European 

Union. Challenges represent possible, potential forms of endangering the stability and 

sovereignty of the union - the state and the identity of the individual and the state. They are a 

source of threats, and the range of influences relates to the military, social, economic, 

political and environmental dimensions of security. The perception of challenges for the state 

can be positive and negative in a certain situation, since, in principle, it is initially neutral for 

the security of the state, due to lack of knowledge of the factors that determine them (Table 

2). 

Table 2. Development of the perception of endargement of the European Union 

THREAT 

TO THE 

EUROPEAN 

UNION 

PERCEPTION 

OF THREAT 

EUROPEAN 

SECURITY 

STRATEGY  

(2003) 

IMPLEMENTATION 

REPORT  

(2008) 

International 

terrorism 

First on the 2003 

threat list, second 

on the 2008 list 

There is a tendency 

that "Europe is a 

target, but also a 

base for terrorist 

actions." 

tendency is still present, but 

in the perception of the threat, 

a connection has been 

established with organized 

crime. The adoption of the 

European Union's Counter-

Terrorism Strategy was 

emphasized as particularly 

important. In the fight against 

terrorism, the European 

Union will respect human 

rights and international law 
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THREAT 

TO THE 

EUROPEAN 

UNION 

PERCEPTION 

OF THREAT 

EUROPEAN 

SECURITY 

STRATEGY  

(2003) 

IMPLEMENTATION 

REPORT  

(2008) 

The fight 

against the 

proliferation 

of weapons 

of mass 

destruction 

(WMD) 

Second on the 

2003 threat list, 

first on the 2008 

list 

Despite global 

efforts to reduce it, 

the threat of 

weapons of mass 

destruction (WMD) 

has been assessed as 

"potentially 

greatest". The 

possibility of starting 

a new "arms race" 

was warned, 

especially in the 

Middle East. 

The risk of proliferation is 

increased. Although Libya 

has given up on developing a 

nuclear program, Iran and 

North Korea "have yet to gain 

the trust of the international 

community." A special, and it 

seems even bigger problem is 

the possibility of a "dirty 

bomb" development (which 

will contain biological 

WMD). 

Regional 

conflicts 

The third threat 

on the 2003 list, 

excluded from the 

2008 report 

The conflict in 

Kashmir and the 

conflict on the 

Korean Peninsula 

were assessed as the 

two potentially most 

problematic regional 

conflicts. 

New threats 

Cybercrime (security) 

Modern economies depend on critical infrastructures - traffic, information flow and energy 

supply. All of them are vulnerable and become the target of crimes committed using the 

Internet. "Information society development strategy" is not enough: it is acknowledged that 

a comprehensive approach has yet to be developed within the European Union. 

Failed states 

The fourth threat 

on the 2003 list, 

excluded from the 

2008 report 
 

Defined as "bad 

governance", it 

includes corruption, 

abuse of power, the 

existence of weak 

institutions and the 

absence of 

responsibility. It is 

recognized in 

Afghanistan (under 

the Taliban regime), 

Somalia and Liberia, 

and is a source of 

terrorism and 

organized crime. 

Energy security or energy 

dependence is treated as the 

biggest threat to the economic 

development of the European 

Union. "By 2030, 75% of the 

oil and gas needed by the 

economies of the EU member 

states will have to be 

imported. The energy sources 

will come from a limited 

number of countries, some of 

which will be endangered. " 
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5. MILITARY AND CIVIL DIMENSION OF THE CRISIS 

In the official dictionary of the European Union, there is a qualitative difference in the terms 

"mission" and "operation". The term "mission" means primarily civilian missions, while the 

term "operations" means military operations. The term "crisis management operations" 

means those military operations or civilian missions undertaken by the European Union, 

outside its own territory, in order to restrain conflict or post-conflict stabilization, as 

provided in Article 43 of the Treaty on European Union (Guide to Civilian Missions, 2017, 

p. 38). 

The European Union was first profiled as a civilian power, so despite the development of 

military capabilities, this dimension remains dominant, and according to many it should be 

so. The mixed character of threats is based on elements of military and civilian 

characteristics (Chivvis, Christopher, 2010, pp 34). In any case, all key threats contain 

military elements in their origin and development. However, the development of science, 

technique and technology has enabled the subjects of these threats greater mobility, greater 

opportunities with less resources, greater lethality in a smaller territory, action from distant 

places, turning to harming civilian targets, etc. All this imposed the need to create forces that 

are able to respond to each threat individually, but also in any combination. 

Having in mind the conducted operations of the European Union, it is evident that every 

crisis situation implies the engagement of military and civilian capacities. Military 

capabilities do not necessarily involve the use of weapons, but military experts are engaged 

to assess the situation and provide preliminary field security. This fact supports the efforts of 

the European Union to argue the need for individual members to build their own military 

capabilities. 

6. CONCLUSION 

The importance of military threats and risks in the European security environment is 

increasing, although some crises occur far from the borders of the Union. The countries of 

the region are increasingly facing military security threats and risks that can cause a variety 

of crises on nationally, regionally and internationally level, in terms of complexity and 

intensity. This puts in front of the European Union a demand for establishment of a modern 

integrated crisis management system. Only a comprehensive crisis management system 

enables adequate preparation, action and effective response to risks and threats. This 

security trend in the European Union is recognized and in accordance with that, the 

construction of an integrated security system of the European Union is defined, focused on 

the optimal and flexible response to crises of different types and intensities.  

However, the European Union has not yet fully defined the crisis management system, 

although in practice its elements are developing relatively well. Taking into account the 

complexity and interdisciplinarity of modern crises, the development is aimed at building a 

single system, which will not affect the original competencies of national systems, but will 

primarily provide normative legal harmonization, uniform principles, mechanisms and 

measures for operational coordination in crisis situations at the national and internationall 
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level. Crisis management in the European Union should include crisis planning tasks, crisis 

response preparation, analysis and action, as well as post-crisis activities. In the context of 

crisis management in the field of defense in the context of cooperation with the North 

Atlantic Treaty Organization, efforts are being made to reduce tasks related to national 

systems, and more and more attention is focused on developing the Union's military and 

civilian capabilities. relying on the North Atlantic Alliance.  

The European Union has decided to realize the operationalization of the defined tasks of 

crisis management, by forming security forces conceived on combat groups. Combat groups 

have a significant role in supporting civilian institutions in crisis situations, which is why it 

is necessary to equip and train forces participating in operations with a focus on 

interoperability. This indicates the European Union's commitment to developing a strong 

internal defense force. Given the commitment to crisis prevention in regions far from the 

Union's borders, it is necessary to provide a safe area for the forces that need to establish 

civilian authority. Such a task can only be realized by sustainable military forces. 

An integrated approach to crisis resolution is a model that is dimensioned by the experiences 

from previous years. Although, on shaky feet, the state of peace persists even after 20 years 

with ups and downs. It is certain that the European Union will establish the planned military 

capacities in the future, relying on its own potentials, the potentials of the partner countries 

and the potentials of NATO. On the one hand, such an approach has a promising character in 

terms of valorization of the principle of collective defense, and on the other hand, the 

emergence of a sense of reducing the military capabilities of partner countries, especially 

those who want to join the European Union.   
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         Abstract: Civil defense is, in addition to military defense, one of the pillars of the 

defense system of the Republic of Serbia. In modern security conditions, the defense system 

of any country cannot be imagined without civil defense as its subsystem, which is gradually 

gaining in importance given the characteristics of modern security challenges, risks and 

threats. In building an efficient civil defense system of the Republic of Serbia, the first step 

involves knowing its etiology of development from the moment of the establishment of civil 

defense in the Kingdom of Serbia in 1932 until today. 

      Key words: civil defense, etiology, development, Republic of Serbia 

1. INTRODUCTION 

 Throughout the history of human society, the protective and defensive function, as the 

basic function of civil defense, has been the basic activity of people in opposition to dangers. 

The organization of defense and protection goes back a long way, so it is difficult to define 

the very beginning of their development. Defined in the work of Thomas Hobbes "De Cive" 

as the duty of every state to protect and defend its citizens, civil defense has gone through 

various stages of development both in the world and in the Republic of Serbia. With the 

appearance of an increasing number of dangers, there was formed a complex system for the 

defense and protection of the civilian population and material resources - the system of civil 

defense. Given the complexity of security challenges, risks and threats, there is a consensus 

among the authors that civil defense is a legacy of the twentieth century, created as a result 

of the accelerated development of society, two world wars and many natural disasters that 

marked that period. 

 The paper deals with the development of civil defense in the Republic of Serbia from 

its establishment, in the period after the world wars, then in the State Union of Serbia and 

Montenegro until the currently established civil defense system in the Republic of Serbia. 

2. THE BEGINNING OF THE DEVELOPMENT OF CIVIL 

DEFENSE IN THE KINGDOM OF YUGOSLAVIA 

   

 The civil defense of the Republic of Serbia developed almost in parallel with the 

development of defense and protection systems in the world. The etiology of the 

development of defense protection systems is mainly considered through four periods: 

- The period of the classical understanding of defense and protection in conventional war 

(1905-1935) 

- The period of formation of civil protection as a component of military defense (1935-1955) 

- Period of radical changes in the concept of defense and protection in the conditions of 

nuclear war (1956-1980) 

mailto:mladenovicmilica21@yahoo.com
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- The period of building a new concept of defense, which specifically defined military and 

civil defense with environmental protection (1980-1995) [1]. 

 The increase in danger and the emergence of new sources of endangering the civilian 

population and material resources in the twentieth century and the state and development of 

civil defense in the world also influenced the development of civil defense in the Kingdom of 

Yugoslavia. The beginning of the functioning of civil defense in Yugoslavia is considered to 

be 1932, with the issuance of the General Instructions for the purpose of defending the 

country in the event of an enemy air attack by the Ministry of the Army and Navy of the 

Kingdom of Yugoslavia [2]. The emergence of civil defense in the modern sense is related to 

the development of aviation, which, by acting from the airspace, created the possibility of 

rapid transfer of combat operations outside the front and inflicting great human and material 

losses throughout the country. Then, in 1939, the Government of the Kingdom of Yugoslavia 

issued a Decree on protection against air attacks, which determined the organization of 

territorial air defense and formed the Central Board for the inspection of ground defense, as 

the central governing body. The Central Committee consists of representatives of the 

ministries that were interested in this issue and subcommittees for medical, chemical and 

technical service, evacuation and propaganda. Banovina boards were formed in the 

banovinas, which were managed by the ban, and in Belgrade by the city administration. In 

1940, the Decree on the Territorial Air Defense Command was passed, which includes the 

Anti-Aircraft Defense Command and the Directorate for Passive Protection [2]. During the 

Second World War, the planned measures were not effective, so during the war, the 

population in the occupied territory was without organized protection. Refugees were formed 

in the liberated territories, in which the population and hospitals for the treatment of the 

wounded and sick were sheltered, especially in the areas affected by epidemics [2]. 

 

3. THE SYSTEM OF CIVIL DEFENCE FNRJ, SFRJ i SRJ 

 The first national law on civil defense was passed in the Federal People's Republic of 

Yugoslavia in 1948. Then begins the establishment of that system on a normative-legal basis, 

but the law regulates only civil protection, if part of the civil defense system. The 

development and more complex organization of civil defense took place in the SFRY in the 

period 1964-1982. In 1992, the civilian defense was formed in the FRY as a complex system 

with all its subsystems and elements. 

 After 1993, there was a sudden collapse of the civil defense system of the FRY 

caused by various political turmoil and local conflicts, and during the formation of the State 

Union of Serbia and Montenegro there was an accelerated continuation of that process until 

the independence of member states and the formation of the Republic of Serbia. In the newly 

formed state, civil defense operates within the jurisdiction of the Ministry of Defense and the 

Ministry of Interior, without clear demarcations of competencies and confusing normative 

legal regulations governing this area. 

 

3.1. Civil defense system in the Federal People 's Republic of Yugoslavia 

 The first national laws on civil defense, with programs of measures related to the 

whole country, were passed in the world only in 1948, while in that year the Federal People's 

Republic of Yugoslavia passed the Decree on the organization and operation of the 

Department of Air Protection. State Ministry of Interior. Air protection was organized 

primarily to protect people, material and cultural goods from armed action from the airspace. 

 Civil defense, its organization and functioning, were for the first time more 

specifically expanded with the enactment of the Law on National Defense from 1955 as an 
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integral part of national defense [3]. The provisions of the law mainly referred to civil 

protection, which is an element of the civil defense system. As part of the national defense 

and organized primarily for war purposes, civil protection is organized as a Civil Protection 

Service with the task of protecting and rescuing people and material goods from natural 

disasters and catastrophes. The service was organized and managed by the People's 

Committee of the county through the bodies of internal affairs, under the direct leadership 

and supervision of the State Secretariat for Internal Affairs of the People's Republic [3]. The 

general management and supervision of the entire territory of the country was performed by 

the Federal State Secretariat for Internal Affairs. Article 47 of the Law regulates the duty of 

participation of citizens of the Federal People's Republic of Yugoslavia in the civil protection 

service [3]. According to the Law, capable citizens of both sexes from the age of sixteen are 

subject to the obligation to serve in civil protection. 

 In the period from 1932 to 1961, the legislation, within the regulations of civil 

defense, has only civil protection as an integral part of defense, ie. the organizational and 

formation structure of the Ministry of Defense did not envisage a special body that would 

deal with civil defense affairs. However, in 1961, in the formation of the State Secretariat for 

National Defense Affairs, the Assistant State Secretary for the Civil Sector was introduced, 

who, among other things, had the task of coordinating the affairs of civil protection. During 

this period, civil defense primarily functioned for the needs of national defense, and 

gradually took over the tasks of protection and rescue of people and material goods from 

natural disasters and catastrophes [2]. 

 

3.2. Civil defense system in the Socialist Federal Republic of Yugoslavia 

 In the Socialist Federal Republic of Yugoslavia, civil defense developed in 

accordance with rich normative and legal regulations. Civil defense in the SFRY was 

regulated by the Constitutions of 1963 and 1974, the Laws on National Defense of 1965, 

1969 and 1974, and the Law on General National Defense of 1982. 

 Article 60 of the Constitution of 1963 stipulates that the Defense of the country is the 

right and the highest duty and part of every citizen [4]. Article 252 of the Constitution 

considers the issue of civil defense, which defines that the federation, republics, 

municipalities and other socio-political communities are responsible for the organization of 

civil defense of the country, pre-military training and in general for the preparation and 

organization of civil protection of the country [4]. The following year, the Assistant Federal 

Secretary for Civil Defense was introduced in the formation of the Federal Secretariat for 

National Defense, which led to a significant improvement in civil defense. In the Civil 

Defense Sector of the Federal Secretariat for National Defense Affairs, there were the 

following bodies: the Civil Defense Directorate, the Civil Protection Directorate, the 

Department of Studies and General Affairs, and the Training, Agitation and Propaganda 

Department. With the formation of civil sector bodies, the Federal Secretariat was 

organizationally and personnel strengthened and trained to regulate civil defense issues. 

 The enactment of the Law on National Defense in 1965 [5] regulates the obligation to 

serve in civil defense, protection and rescue of population and material goods, education of 

civil protection units, protection and rescue measures, training for defense and protection and 

use of civil protection units in the fight against natural disasters. The law is in line with the 

concept of national defense, which was adopted in 1968. Pursuant to the Law on National 

Defense from 1969, the Federal Secretariat for National Defense determined the orientation 

subject "First Aid and Protection" for primary schools, the subject "Defense and Protection" 

for secondary schools and the scientific-teaching area "Fundamentals of General National 

Defense". for colleges and universities. " The realization of the program began in the school 

year 1970/71. years [5]. 
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 Article 240 of the 1974 Constitution states that the armed forces are united, made up 

of the Yugoslav People's Army and the Territorial Defense. Article 239 expanded the powers 

of the republics and provinces, so that the territorial defense was under the jurisdiction of the 

republics and provinces, and civil protection was transferred from the civil defense sector to 

the jurisdiction of the territorial defense [6]. In accordance with the 1974 Constitution, self-

protection was introduced as an element of civil protection, which includes measures and 

procedures for direct personal protection and mutual collective protection of citizens and 

working people in residential buildings, associated labor organizations and other 

organizations and state bodies. In the implementation of self-protection, citizens and working 

people are obliged to help each other. 

 Article 150 of the Law on National Defense of 1982 stipulates that civil protection is 

the most massive form of organization, preparation and participation in the protection and 

rescue of people and material goods from war destruction, natural and other disasters and 

other dangers in peace and war. it is organized and implemented as a part of national defense 

and social self-protection [7]. This law introduced personal and mutual protection, which 

includes measures and procedures for immediate personal and mutual protection. 

3.3. Civil defense system in the Federal Republic of Yugoslavia 

 In the Federal Republic of Yugoslavia, civil defense developed in accordance with the 

1992 Constitution and the 1993 Law on Defense. There are no provisions on civil defense in 

the Constitution of the Federal Republic of Yugoslavia, only Article 63 states that the 

defense of the Federal Republic of Yugoslavia is the right and duty of every citizen. 

 The 1993 Defense Law introduces some innovations into the civil defense system. 

Unlike the previous socialized conception of defense, according to this law, defense is 

organized and developed exclusively as a state function. Earlier legislation, within its 

regulations, had only civil protection, and the 1993 Law on Defense, in addition to the 

provisions on civil protection, also contains provisions on civil defense [8]. Chapter II of the 

Law states the duty of every citizen to participate in the units of Civil Defense and 

Protection. This duty consists of performing tasks within units and bodies for the protection 

and rescue of civilians and material goods from natural, war, or other types of destruction 

[8]. Persons, such as pregnant women, women with small children and the disabled, were 

exempted from this obligation. Provisions on civil defense and protection are systematized in 

Chapter V of the Law on Defense [8]: Part one of this chapter deals with the Surveillance 

and Reporting Service. The duty of this service is to find and monitor all types of dangers 

that threaten the population and other subjects of defense. Part two deals with the protection 

of the civilian population and envisages different obligations of individual entities for the 

protection of civilians. Sub-section 2.2 deals with Civil Defense units. In case of war, and if 

necessary in case of imminent danger of war, the local population (guards, patrols and units 

of the Civil Defense) can be recruited to protect the civilian population from attack, to 

provide material resources and buildings for public use. Sub-section 2.3 covers the 

possibility of evacuating the population in the event of a state of war, imminent danger of 

war and a state of emergency according to the State Defense Plan. The evacuation includes 

state authorities, companies and other legal entities. The federal government orders an 

evacuation [9]. 

Measures for the protection and rescue of civilians and material and other goods are 

regulated by the Regulation on the Organization and Training of Civil Protection Units and 

on Measures for the Protection and Rescue of Civilians and Material Goods [10]. The Decree 

regulates the organization, work, equipment and training of civil protection units and other 
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forms of organizing the protection of civilians and determines measures for protection and 

rescue of civilians and material and other goods from war destruction, natural and other 

disasters and dangers in peace and war. Protection and rescue measures include: alerting, 

evacuation, shelter, blackout, first aid, fire protection, detection and marking of dangerous 

zones, radiological-chemical-biological protection, sanitation, preservation of goods 

important for survival and other measures depending on the type of danger that can endanger 

the population and material goods [10]. Until 1994, the civil defense system had a wide 

network of card training centers, which provided quality and professional training of 

personnel at all levels. In the same year, all training centers were handed over to the Ministry 

of the Interior, while only parts of the Federal Center remained under the Ministry of 

Defense, which practically had no special function, and was gradually abolished [2]. 

 After 1993, there was a sudden collapse of the FRY civil defense system due to the 

complex political situation in the country, which led to an adverse impact on the organization 

and implementation of civil defense during the NATO aggression in 1999 during the 

bombing of the FRY. filling, and regional bodies in the republics have grown into Defense 

Directorates within the ministry of the same name. The Directorate for Mobilization, 

Organization and Recruitment kept the work and material obligation for the needs of all 

subjects of defense in the country, and the military obligation is in the competence of the 

General Staff of the Yugoslav Army [2]. In addition to the lack of doctrinal documents at the 

country level, non-implementation of normative provisions in practice and bombing by 

NATO, all solutions in the field of civil defense until the formation of the State Union of 

Serbia and Montenegro had to be immediate and temporary. 

 

4. CIVIL DEFENSE SYSTEM OF STATE UNION OF SERBIA 

AND MONTENEGRO 

The State Union of Serbia and Montenegro was constituted after the adoption of the 

Constitutional Charter [11] on 14 March 2002 and functioned as a transitional solution until 

a referendum in Montenegro on 21 May 2006, when Montenegro seceded from Serbia. The 

civil defense system is based on the Constitutional Charter of the State Union of Serbia and 

Montenegro, the Constitutions of the Member States and the Defense Strategy of the State 

Union of Serbia and Montenegro [12]. In doctrinal documents, civil defense did not find a 

suitable place. The Defense Strategy of Serbia and Montenegro mentions in only one 

sentence that there are security risks and threats with a greater or lesser probability of 

manifestation and recognition, such as natural disasters, industrial accidents and epidemics. 

By a decision of the Council of Ministers in 2005, civil defense was transferred to the 

jurisdiction of the member republics. 

 The defense system of the State Union of Serbia and Montenegro consisted of two 

components: military and civil defense. The state defense was planned and organized by the 

state through the competent bodies of the State Union and the member states. The basic 

mission of the civil defense was to provide the necessary preconditions for planning, 

equipping and stable functioning of the defense of Serbia and Montenegro, as well as 

protection and rescue of the population and material goods in conditions of natural, 

technical-technological and other disasters and to provide support to the army. operational 

action [1]. The civil defense system has been regulated by numerous laws and bylaws and 

regulations of national and international law. The civil defense system of Serbia and 

Montenegro included: 

 Civil protection, 

 State bodies and institutions of all levels 

 Economic potential of the country 

 Public services 
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 Training system for civil defense activities [1]. 

 However, the area of civil defense was not, as announced, reformed and improved, 

but certain activities were reduced, and certain organizational structures were gradually 

abolished, which had a negative impact on the protection of the population and material 

goods. With the reorganization of the Ministry of Defense, at the beginning of 2005, civil 

defense departments and divisions were abolished in all municipalities, employees were 

fired, civil defense units were disbanded, and equipment warehouses were closed [2]. 

 

5. SYSTEM OF CIVIL DEFENSE OF THE REPUBLIC OF 

SERBIA 
In relation to what is defended and protected in the Republic of Serbia, civil defense is 

aimed at defense, protection and rescue of population and material goods, but also society 

and the state, human environment and ecosystems as a whole, and thus organized at the state 

level, autonomous province and local self-government unit. Its missions are: 

- Survival of the state and creation of conditions for efficient functioning of the political, 

economic and any other system, 

- Providing support to the armed forces and other subjects of the defense system, 

- Crisis management, 

- Providing preconditions for the functioning of the defense system, 

- Protection and rescue of the population and material resources as well as elimination of 

the consequences of war destruction and other crisis situations [13]. 

Civil defense missions are realized through the realization of various tasks which are 

divided into tasks that are realized in the period of preparations for defense and protection 

and tasks that are realized in case of war or natural and other disasters in peace [1]. 

Willingness to anticipate crisis situations, detect them in time and prevent them where 

possible, reduce their effect, as well as respond - react to them and repair their consequences 

- rehabilitate, are the most important areas of action and basic tasks of the civil defense 

system [1] . 

The place and role of the civil defense system in the national security system of the 

Republic of Serbia is defined in the National Security Strategy, the Defense Strategy and 

many laws and bylaws. The civil defense system in the Republic of Serbia is in the process 

of formation, it has its shortcomings and its weaknesses, which are being addressed, 

primarily by redefining the strategic and normative documents in this area. In order to 

eliminate these shortcomings, it is extremely important to recognize the place of the civil 

defense system within the national security system and the defense system of the Republic of 

Serbia. Figure 1 shows the place of the civil defense system in the entire national security 

system of the Republic of Serbia.. 

 

 

 

 

 

 

Figure 1. Civil defense system in the national security system [16] 

The defense system of the Republic of Serbia is part of the national security system 

and represents an organized and functional unit of forces and defense entities whose goal is 



246 

 

to protect defense interests through the implementation of military and civil defense. The 

bearer of military defense is the Serbian Army, and civil defense is state bodies, state 

administration bodies, bodies of autonomous provinces, bodies of local self-government 

units, companies, public services and other subjects and forces of the defense system [15]. 

The Civil Defense of the Republic of Serbia, in addition to the Serbian Army, is one of the 

foundations of the defense system and should be the most organized force in society that 

provides all necessary assistance to the vulnerable population and protects the environment, 

material and cultural goods. Although in practice this process has not been fully 

implemented, the civil defense system must be brought to a level that can effectively fulfill 

all its missions and tasks and provide the necessary protection. The civil defense system of 

the Republic of Serbia consists of various elements and subsystems, which enable the 

achievement of goals, missions and tasks of the system, however, there is no normative 

regulation that precisely defines these elements. According to [2] the basic subsystems of the 

civil defense system are: 

 Civil protection, 

 Monitoring and Information Service, 

 Environmental Protection 

 Economic protection 

 Psychological and propaganda protection [2]. 

 In practice, there is a Sector for Civil Defense and Defense Preparations within the 

Ministry of Defense, while civil protection is in the protection and rescue system of the 

Ministry of Interior. The Sector for Civil Defense and Defense Preparations is the basic 

internal unit of the Ministry of Defense. local self-governments, companies and other legal 

entities and entrepreneurs in a state of emergency and war; coordination of work on 

providing living and working conditions for citizens and meeting the needs of the defense 

forces in a state of emergency and war; planning and conducting training of citizens and 

coordination of civil protection activities for the needs of the country's defense; military, 

labor and material obligation. The Sector for Civil Defense and Defense Preparation is 

headed by the Assistant Minister of Defense for Civil Defense and Defense Preparation. The 

following internal units have been established in the Civil Defense Sector: the Directorate for 

Defense Obligations, the Department for Joint Affairs and the Group for Military Police 

Affairs [17]. The Sector for Emergency Situations performs normative, administrative, 

organizational-technical, preventive, operational, program, planning, informative and other 

activities, for the purpose of organizing and implementing measures for protection and 

rescue of people of material and cultural goods and environment from natural disasters, 

technical-technological accidents - accidents and catastrophes, consequences of terrorism, 

war and other major accidents [18]. 

 Given the imprecision of regulations and confusion over governance and the elements 

that make up the civil defense system, a comprehensive reorganization of the entire system is 

needed, primarily by adopting precise regulations and then establishing the system on new 

principles, because existing security threats pose new requirements. civil defense system. In 

this light, and having in mind the experience of different countries, it is evident that civil 

defense cannot be structured according to military concepts, but must be dimensioned 

according to the principles of crisis management [19]. Future research should focus on 

finding opportunities to establish a civil defense system capable of crisis prevention, 

counteraction and elimination of their consequences, where the priority should be to reduce 

the threat to the population and material resources. 
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6. CONCLUSION 

 Civil defense covers a wide range of measures and activities of state bodies and 

institutions aimed at creating conditions for the most successful functioning of the state in 

war and other disasters, economy, public services, non-economic activities and protection of 

the population and material goods. Given such a mission, civil defense is essentially a 

strategic component of the defense system, regardless of the fact that civil protection is 

primarily implemented at the level of local self-government. Its focus on local self-

government does not disperse the capacity to perform protection and rescue tasks, but on the 

contrary, gives huge advantages for sizing the system on a realistic basis and its own 

capabilities. Civil defense has clear priorities - protection of human lives, material resources 

and life. By establishing an efficient civil defense system, the Republic of Serbia enables the 

coordination of activities of all competent bodies and services for crisis prevention and 

mitigation of their consequences, which are currently within the scope of various ministries. 

In order for the place and role of civil defense in the defense system to be precisely 

determined, it is necessary to improve preparations for civil defense, primarily by building 

organizational capacities for unified civil defense management and upgrading normative and 

legal regulations related to civil defense. Special attention must be paid to civil protection, ie. 

training of the population for defense and protection, and then mechanisms for coordination 

of all subjects of the civil defense system. 
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Abstract: Investigation of a CBRN incident has to be conducted in a systematic, 

objective, and timely manner in order to collect, preserve and analyse physical 

evidence from the associated site to be admissible in a criminal or civil proceeding, 

as well as in prosecution of acts of terrorism and war crimes. The inherently 

hazardous character of a crime scene involving CBRN agents adds complexity to 

investigative actions and requires additional expertise, equipment and conditions. 

The specific investigation strategies are necessary, together with the adapted CBRN 

detection equipment and forensics methods and procedures. This paper deals with the 

management of a CBRN crime scene and the specifics of investigation process, 

including interfaces between CBRN safety and security, and emergency response. The 

necessary framework, the conduct of operations, and an integrated command 

structure are outlined. The role of the technical support organisations with adequate 

CBRN expertises is emphasised. 

 

Keywords: CBRN, investigation, management, crime scene, forensics. 

 

1. INTRODUCTION 

The potential misuse of chemical, biological, radiological and nuclear (CBRN) material has 

been a major concern in the recent decades when homeland & international security was 

confronted by radicalisation and increasing sophistication of terrorism. The letter "e" is often 

added (CBRN-e) to indicate the potential presence of explosives in scenarios where these 

agents are dispersed by detonation. Although generally considered as low probability events 

they might however have a big impact on the citizens and the society. The scope and 

magnitude of detrimental consequences varies from one type of CBRN threat to another, and 

also depend on the particular scenario of release and/or dispersal [1]. 

A vast variety of CBRN security incidents is feasible, and might be deliberately committed 

by criminals, non-State armed groups, non-state actors who are state proxies, or States. They 

range from the intentional, unauthorized use and various criminal acts, to terrorist attack and 

armed conflict involving these materials, The aim of perpetrators is to inflict the direct 

physical damage (on humans, infrastructure, environment), create chaos and disruption, costs 

and economic losses, and deterioration of the social and governmental stability. Furthermore, 
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technological accidents and unintentional man-made errors at a location or facility where the 

materials are produced, used or stored, or natural disasters leading to damage of an industrial 

plant/ storage can also cause release of CBRN agents pending severe consequences that 

might have transnational impact. 

Confirmation, or even suspicion of use of CBRN materials adds complexity to any 

international or domestic security incident /conflict. Existing international treaties and 

conventions prohibit use of chemical and biological agents that are weaponised and 

recognised as different categories of weapons of mass destruction (WMD). Under the 

Biological & Toxin Weapons Convention (1972) the use of biological agents and toxins as 

weapons is absolutely prohibited, while Chemical Weapons Convention prohibits the use of 

toxic chemicals as weapons. The Treaty on the Non-proliferation of Nuclear Weapons - NPT 

(1970) obliges State Parties not to manufacture or otherwise acquire nuclear weapons or 

other nuclear explosive devices, although their use is not explicitly forbidden so far. 

However, the Geneva Protocol (1925) and other international human rights laws are 

absolutely incompatible with the potential use of nuclear or radiological weapons, as well as 

any other WMDs. Many Member States of the UN have adopted laws which criminalize 

even intentional unauthorized acts involving nuclear or other radioactive material out of 

regulatory control, including illicit trafficking [2-4]. Moreover, there are international non-

binding agreements for the multilateral export control of materials, components and 

equipment used in WMD programs. These items are detailed in specialised control lists for 

chemical, biological and nuclear control regimes that are developed and used by customs and 

other national agencies that are associated with enforcing or implementing export controls 

[5]. 

In the case of an event that might have involved CBRN the main concern is to protect the 

health of people potentially exposed and to assess possible violations of law, including 

international humanitarian law. In armed conflict allegations are often made that one or more 

of the conflict parties has used CBRN weapons. Such situations are extremely sensitive, 

since a reaction or even an absence of reaction may be interpreted as upholding or rejecting 

the allegations. Eventual confirmation of CBRN warfare acts might be used as justification 

to attack or engage in war on another country. Therefore it is very important to conduct a 

systematic, objective, professional and timely investigation with the aim to classify the 

nature of the incident, to determine how it happened, who did it and what the consequences 

are. This paper deals with the management of a CBRN crime scene and the process of 

investigation concerning security related actions at scene requisite for collecting and 

preserving evidence, while consequence management is beyond its scope. 

 

2.  INVESTIGATION of a CBRN INCIDENT 

The adequate response to CBRN incidents requires integral, multidisciplinary approach and 

well-ordered interagency cooperation. The national CBRN response system is activated upon 

discovery of the incident or with recognition of the threat. Whether it is an instrument alarm 

or information on elevated or credible threat, an initial assessment has to be performed to 

identify credibility and severity of the problem, including the type & nature of a CBRN agent 

involved. Rapid detection and identification of a CBRN agent are of vital importance to 

enable timely and properly hazard assessment, improved decision making, better protection 

of public and first responders, and to enhance overall mitigation of the consequences. This 

was demonstrated in the Aum Shinrikyo attack in the Tokyo subway system, when the agent 

was misidentified initially, and about a 4 hour delay in the accurate identification of sarin 

resulted in a failure to protect medical and emergency response personnel, and to treat 

properly casualties in the hospitals [6]. In the scenario without any criminal intent, such was 
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the Goiania incident, the delay in radioactive material identification also caused the 

enormous radioactive contamination and the severe impact on health & the environment. 

Therefore, the safe approach in identifying a CBRN agent is to assume that initial 

information is not correct and has to be verified. When assessing the nature of the threat, 

technical feasibility & practicality of the device and dispersion method has to be considered, 

as well as behavioural resolve/ determination/ endurance of the perpetrator. Simultaneously 

with recognition of the threat, a criminal investigation commences, and appropriate 

procedures should be initiated if necessary to interrupt the potential illegitimated or criminal 

act that has CBRN security implications. 

A site associated with each of the possible CBRN release scenarios, or alleged intentional 

unauthorized use (production, handling, concealing and storing) may contain trace physical 

evidence that need to be investigated, in an attempt to clarify the type of agent and the 

circumstances of its use. It is also necessary to determine, with certainty, the credibility of 

the allegation that a criminal or the intentional unauthorized act is committed. In the case of 

terrorist attack or armed conflict, possible violations of international law, including 

humanitarian law have to be uncovered. Reconstruction of the events that lead to 

technological accident is necessary to understand how it occurred or/and to reveal who is 

eventually responsible due to unintentional error. Therefore, it is very important to conduct 

investigation in a systematic, objective, professional and timely manner in order to develop 

investigative leads to prevent potential additional crimes, & to identify & prosecute those 

involved or suspected. The goal is to analyse and correctly interpret the evidence so that it is 

admissible in a criminal or civil proceeding, as well as in prosecution of acts of terrorism and 

war crimes. 

The site associated with the CBRN event can be considered as a crime scene regardless the 

type of a scenario which happened and whether CBRN materials are confirmed, or only 

suspected, to be present. Accordingly, once the CBRN event is declared, scene control 

procedures should immediately be established by law enforcement and first responders. The 

management of a CBRN crime scene must be carried out carefully to ensure safe, secure, 

successful & well-organized operations, and to enable that relevant criminal investigative 

procedures are applied. Evidence recovery must be conducted under the authority/agency 

having jurisdiction, and actions carried out by the person responsible must be based on the 

scope of his/her position. Material collected must be properly, safely, and legally seized by 

applying approved procedures and techniques. 

Routine investigative activities of a CBRN event are carried out by law enforcement 

agencies and extend beyond the CBRN crime scene itself. These activities include collecting/ 

gathering evidence (e.g. digital devices, such as computers, data storage devices, cell-phones, 

cameras…) that might help to identify the perpetrators, vehicles, tools and places they used 

during preparation for the act. Also, potential witnesses who may have seen happenings 

before, during or immediately after a CBRN incident are interviewed. Generally this type of 

investigation should be conducted close to, but outside, the CBRN crime scene. 

The actions requisite at scene in order to collect and preserve evidence are challenging due to 

the fact that both evidence and the area/environment might be contaminated by hazardous 

substances. Additional challenge is to preserve physical integrity and potential evidentiary 

value of trace evidences because of their transient and fragile character. Therefore, the 

specific investigation strategies, the scientific knowledge and technical resources are needed 

in various phases of investigation of a CBRN event: to initially detect and characterize a 

CBRN agent, to ensure safe operations and evidence collection at the scene, and to enable 

forensic investigation of the evidence. The expertise might help investigators to formulate 
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questions for potential witnesses and understand the relevance of the responses that are 

obtained. The interrogation could be facilitated by showing images of the warning symbols 

for CBRN hazards, typical detectors, or transport & storage containers that were previously 

prepared. The example of good practice in developing professional guidance for integrated 

approach in responding and investigating a CBRN incident is the case of the 

nuclear/radiological incident [4,7-9]. 

2.1. Forensic examination 

Analysis and interpretation of physical evidence collected from the incident site has to 

determine relevance to methods, tools, people and intentions linked to the CBRN incident. 

Forensic examination and science have become a central part of the criminal investigation 

process & in securing court convictions. There are problems specific to conducting forensic 

analysis in a CBRN incident: evidence has to be analysed either at a crime scene 

contaminated with CBRN agents, sent to laboratory equipped to handle contaminated 

evidence, or decontaminated and sent  to a conventional forensic laboratory. 

Decontamination of evidence may diminish its forensic value, but on the other side, very few 

laboratories are equipped to handle CBRN materials. Moreover information from the CBRN 

agent may, itself, represent the crucial element of the investigation. The procedures and 

processes used in handling CBRN contaminated evidence need to be cautiously developed 

and implemented. Therefore, the specific investigation strategies for this type of incidents are 

necessary, together with the deployable CBRN detection equipment and adapted forensics 

methods and procedures. 

 

3. FRAMEWORK for a CBRN INVESTIGATION and CRIME SCENE 

MANAGEMENT 

The most appropriate approach for responding to a CBRN incident is the “All Hazards 

Response” that integrates diverse types and modes of response, at the different levels. In 

order to effectively manage a CBRN incident a complex national response system has to be 

in place, and should be documented in an integrated CBRN national action plan (iCBRN 

NAP). A national framework for managing CBRN incidents should allow for, and be 

coordinated with the national emergency system for natural and technological disasters. 

Management of a CBRN crime scene is multifaceted, requires multidisciplinary capabilities 

and involves multiple competent authorities at different jurisdiction levels. An international 

element may also be included if the consequences of the incident are trans-boundary, and/or 

State has obligations under relevant international treaties and agreements. All the participants 

in the response have to be adequately organized into a comprehensive hierarchy and 

coordinated within a framework which enables that the effective management of the CBRN 

incident is implemented at each level. This poses a challenge for command, control, 

coordination and communications that have to ensure appropriate and timely decision-

making: operational, tactical, and strategic. Enabling structures are commonly created 

through centralised configuration, where command, control, coordination and information 

management are integrated in the Incident Command System (ICS). The ICS is usually 

organized on 3 levels: (1) National, (2) Local and (3) Operational command level. This 

framework can have an additional level in states with the federal governmental system, when 

the federal agency may take the lead.  

The configuration of the Incident Command system, roles and responsibilities assigned to 

each level of command and decision making process should be established in the iCBRN 

NAP. Definition of roles and responsibilities has to be clear and understood by all 

participants, as well as decision making process. The secured communication lines have to 



252 

 

ensure internal exchange of information and update on developments for all collaborators in 

response, while public communication provide information and notifications for the general 

population. Information management is vital for the timely and effective management, 

coordination, and dissemination of all pertinent /relevant data and information between all 

the players. It is also crucial for resource coordination and confirmation of emergency orders. 

3.1 Strategic level of the ICS 

Strategic decision making is responsibility of the national command (NC) where senior 

officials from governmental departments, agencies and services related to emergency 

response are usually appointed, as well as representatives of support organizations. The 

national command provides strategy and the incident priorities, as well as political and 

regulatory guidance for management of a CBRN event in line with the iCBRN NAP. 

Accordingly, the NC gives course to the local command level (LC).  

The NC ensures implementation of best available strategic goals and tactical objectives, and 

also acquires logistics, human, technical and financial resources needed to implement them. 

When magnitude and type of incident excides anticipated level of resource involvement and 

LC declares a need for back up of operations, the NC may request and coordinate 

international cooperation and assistance, as well as the military support. The NC also 

establishes a mode of regular communications with lower command levels, and updates the 

government on the situation at the CBRN incident site and the related effects on the public 

and infrastructure.  

3.2 Tactical level of the ICS  

The Emergency Operations Centre (EOC) represents the local command level which is in 

charge for tactical decision making. The EOC implements strategic objectives for a CBRN 

incident crime scene management selected by the national command, and prepare tactical 

instructions for operational level. Prior to acting on them, the local incident commander 

should ensure that both personnel and technical resources are in place, and if not, additional 

support from the national command should be required. Rapidly changing incident 

conditions may require using multiple tactics simultaneously. The EOC sustains its 

situational awareness relaying on a flow of information from the incident site and the 

collective awareness of the local command staff is only as sound as the reliability and 

proficiency of information & data inputs they receive. Further, the EOC sets up a protocol 

for informing the NC on the regular basis about the developments regarding the CBRN 

incident and the impact it made on the population and local infrastructure. The EOC also 

manages information released to general public on the basis of information obtained from 

on-scene level and public communication directions received from the national command.  

3.3 Operational level of the ICS 

The operational command (OC) has to be robust, direct and visible to manage actions on-

scene safely and effectively, and in compliance with orders received from EOC. Following 

these directions the operational command has to establish a framework that clearly outlines 

the objectives & functions of the operations. The OC has to ensure that during operations at a 

CBRN crime scene all responding personnel are protected from hazardous materials in line 

with health and safety measures prescribed for a particular CBRN material. In that regard the 

safety of the public on the scene has to be ensured as well. The OC assesses availability of 

resources that are necessary for operations, and reports to local command if additional 

support is needed. That includes the availability of staff which is remote from the CBRN 

scene itself but supports on-site activities. Developments and/or uncontrolled occurrences at 

a CBRN incident scene may also demand for specialized equipment such as mobile 
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laboratory or decontamination unit. The operational command informs the EOC on the 

regular basis about the developments at the CBRN incident site and alerts if new findings are 

relevant for the law enforcement investigation emerge. Since multiple agencies would 

operate at a CBRN crime scene, flexibility in commanding can be exercised in order to 

enhance interoperability. The practice in which command is established by the agency doing 

the most work at the time has proved to be efficient, as well as the command transfer as work 

tasks change. 

3.4 Technical and scientific support organizations 

Response to, and investigation of a CBRN incident is complicated by the intrinsic 

differences between chemical, biological, radiological and nuclear materials, and it is 

unrealistic to expect that any field responder, member of the EOC staff or incident 

commander could be an expert in all elements of CBRN response. Assembling diverse 

expertise and skills, selecting and deploying equipment, and developing procedures 

sufficiently general to be practicable are extremely challenging tasks. Therefore, external 

assistance could be necessary in various problematical /challenging circumstances that may 

occur at an incident scene, such as:  

 Interpretation and understanding of unclear, perplexing uncertain readings obtained by 

field detection & identification techniques; 

 Necessity for additional laboratory analysis to confirm presence of a particular CBRN 

agent; 

 Complex or confusing situation on-scene that requires analysis and clarification; 

 Explanation of data (e.g. chemical or isotope composition) and symbols from 

packages, containers or shipping documents; 

 Diagnosis of casualties with unusual symptoms that may indicate the presence of a 

particular CBRN agent. 

Additionally, certified laboratories are needed to carry out: 

 Forensic analysis of recovered CBRN material (e.g. nuclear forensic analysis) that 

must be scientifically and legally defensible in criminal prosecution or other national 

security response, 

 Forensic analysis of conventional evidence that is contaminated by hazardous 

substances, 

 Testifying in court about laboratory findings and defending procedures against cross-

examination. 

Hence, technical, scientific, and/or operational knowledge and expertise are indispensable in 

order to improve basis for decision making and problem solving on all levels of the Incident 

Command system, to enhance investigations and to support on-scene operations. The so-

called "reach-back" schemes /capabilities can be provided to emergency responders by 

assembling a pool of multidisciplinary expertise and technical resources and making them 

available during a CBRN incident. It is also necessary to identify laboratories which are 

adequately equipped with instrumentation and trained personnel, and licensed to perform 

analysis of materials containing CBRN agents. Technical and scientific support organizations 

(TSO) capable to provide described assistance are gaining increased importance in response 

[1]. TSOs can be government agencies, universities, scientific organizations, industries or 

private companies (e.g. equipment manufacturers).  

4. CBRN CRIME SCENE MANAGEMENT 

The scope (size of the area) and the complexity of a CBRN crime scene can vary 

significantly (depending on the type, size and magnitude of an incident), including the 
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possibility that multiple crime scenes might be linked to the event. Additional complication 

could be a combination of two CBRN agents that are present at the same scene, although the 

probability for such a scenario is considered to be very low.  

The management of operations at a CBRN crime scene can generally be treated as an 

extension of operations management at a conventional crime scene. That includes security 

related actions such as collecting and analysing physical evidence and witness accounts, 

recovering material, disabling an explosive device, or pursuing perpetrators. However, the 

inherently hazardous character of a crime scene involving CBRN agents adds complexity to 

investigative actions and requires additional expertise, equipment and conditions. Interfaces 

between safety and security associated with the presence of a CBRN agent on one side, and 

emergency response on the other should be carefully considered, and related actions applied 

simultaneously and in a synchronized manner at a crime scene. The aim is to conduct 

operations in a mode that sustains integrity of the criminal investigation, but sets the 

protection of the safety and security of responders, and the general public, to be the ultimate 

priority. 

The main difference between the conduct of operations at a CBRN and a conventional crime 

scene is in issues associated with the contaminated environment and evidence. At a CBRN 

scene it is necessary to deal with the following concerns: 

 Contamination control and minimisation  

Measures to control spread of contamination and to minimize the dispersal (or further 

dispersal) of a CBRN material at the scene have to be applied. Such measures include: 

 Establishing the hazard control zones (usually called Hot, Warm & Cold zones) to 

manage access into, within and out of a CBRN crime scene; 

 Establishing access control with contamination control spots where; 

 Monitoring of personnel, equipment, evidence and other items entering and exiting 

hazard control zones is carried out ; 

 Air monitoring as an essential tool for risk identification. 

 Decontamination 

Decontamination of personnel, equipment and other items exiting hazard control zones is 

performed at decontamination stations. Evidence might be decontaminated as well providing 

that evidentiary value will not be diminished. Decontamination methods and requirements 

depend on the type of a CBRN material present, so the extent to which decontamination is 

applied and the manner in which it is administer vary for toxic chemicals, radioactive 

material, pathogens or/and bio-toxins. 

 Control of individual exposure of personnel 

Since the health and safety of the operational personnel are of primary concern, individual 

exposure to radiation or/and chemical toxicity has to be monitored and reduced to the extent 

reasonably achievable. That can be accomplished by controlling the time which operational 

personal spend in the hazard control zones and limiting it. Consequently, the risk from 

overexposure (to radiation or/and the chemical toxicity) or accidental exposure (to pathogens 

or toxic chemicals) is reduced. Additionally, at crime scenes where nuclear or other 

radioactive material is present a distance has to be ensured, and/or shielding set up if 

required, between the evidence contaminated with a CBRN agent and the individual 

collecting it.  
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 Robust and rapid analytical methods and instrumentation 

A range of advanced methods and instrumentation is necessary to support investigation, 

starting from detection and identification of CBRN agents at the crime scene, methods for 

traditional forensic analysis modified for dealing with contaminated evidence, to complex 

laboratory methods for profiling CBRN agents such are methods used in nuclear forensics. 

 The scientific knowledge and technical resources are needed to support thorough 

investigation of a CBRN event. 

Operations at a CBRN crime scene start the same as at other crime scenes - with the 

establishment of scene control and performing risk assessment of common hazards. At a 

CBRN scene, rapid detection and identification of a CBRN agent are essential as well as 

revealing mode/pathways of its dispersion. After assessing the hazards present and 

evaluating the level of risk, hazard control zones have to be established and the Safety plan 

and an Incident Action Plan (IAP) developed to meet the tactical objectives. Handling of 

evidence should be defined in an Evidence management plan. Personal protective equipment 

(PPE) is selected based on the anticipated or known hazards, using a risk based graded 

approach. Operations at a CBRN scene must be based upon a structured and standardized 

system of protocols and procedures. 

5. CONCLUSION 

The objective of a CBRN incident investigation is to collect and correctly interpret the 

evidence from the associated site providing a high-degree of assurance that the evidence is 

scientifically and legally defensible in the court of law. The management of a CBRN crime 

scene must be carried out carefully to ensure safe, secure, successful and well-organized 

operations, and to enable that relevant criminal investigative procedures are applied. 

Collecting and preserving evidence at a CBRN scene are challenging due to the fact that both 

evidence and the area/environment might be contaminated by hazardous substances. 

Additional challenge is to preserve physical integrity and potential evidentiary value of trace 

evidences because of their transient and fragile character. Forensic examination is 

complicated by the facts that decontamination of evidence may diminish its forensic value, 

and that very few laboratories are equipped to handle CBRN materials. Moreover, 

information from the CBRN agent itself may represent the crucial element of the 

investigation. The specific investigation strategies for this type of incidents are necessary, 

together with the deployable and rapid CBRN detection equipment, and adapted forensics 

methods and procedures. 

Operations at a CBRN scene have to be conducted in a mode that sustains integrity of the 

criminal investigation, but sets the protection of the safety and security of responders, and 

the general public, to be the ultimate priority. Measures for contamination control and 

minimisation of the dispersal (or further dispersal) of a CBRN material have to be 

implemented at a scene. Decontamination stations need to be established for 

decontamination of personnel, equipment and other items exiting hazard control zones. 

Individual exposure of personnel to radiation or/and chemical toxicity has to be monitored 

and reduced to the extent reasonably achievable.  

Management of a CBRN crime scene is multifaceted, requires multidisciplinary capabilities 

and involves multiple competent authorities at different jurisdiction levels, possibly 

including an international element, if the consequences of the incident are transboundary. 

This poses a challenge for ensuring appropriate and timely decision-making: operational, 

tactical, and strategic. Enabling structures are commonly established through the centralised 

configuration, where command, control, coordination & information management are 
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integrated in the Incident Command System (ICS), usually organized on national, local and 

operational command levels. Since expertise and technical resources needed for thorough 

investigation of a CBRN event are extensive and multidisciplinary, and beyond that 

possessed by most law enforcement agencies, an external assistance to ICS has to be 

provided by technical and scientific support organizations. 
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Abstract: Disaster risk assessment is a document that identifies hazards, sources of 

possible threats, considers the possible consequences, needs and possibilities of 

implementing measures and tasks of the disaster risk reduction system. The paper 

gives an overview of the method of making the Disaster Risk Assessment for the level 

of local self-government. The Instruction on the methodology of disaster risk 

assessment and the protection and rescue plan was presented, as well as certain 

problems that assessors encounter in practice when preparing disaster risk 

assessment for the level of local self-government. 

Key words: Disaster risk assessment, local self-government, methodology  

1.INTRODUCTION 

In the past few years, the Republic of Serbia has been working intensively on organizing the 

protection and rescue system, ie. system of disaster risk reduction. During its development, 

the regulation of the area of emergency situations had numerous transformations, had its ups 

and downs, but it can be said that the regulation of this area, both legislatively and 

functionally, has been worked on intensively since 2009, more precisely since the adoption 

of the Law on Emergency Situations (2009), and then the adoption of the Instruction on the 

methodology for the assessment of vulnerability to natural disasters and other accidents 

(2013). With the adoption of laws and bylaws, the process of regulating this area has been 

initiated, but it is still not clear enough and with numerous limitations, doubts and 

ambiguities. The adjustment of our country to the requirements of the European Union has 

also affected the harmonization of our legislation and the harmonization of this area with the 

requirements of the EU. Numerous natural disasters that the Republic of Serbia has faced in 

recent years have also contributed to the development of awareness of the importance and 

need to regulate the area of emergency situations and the creation of an effective system of 

disaster risk reduction. The goal of regulating this area is to create conditions in order to 

eliminate dangers or prepare the social community to adequately respond to them, all with 

the aim of protecting human life and health, economy and ecology, as well as the 

environment. 

The integrated system of disaster risk reduction in the Republic of Serbia is based on laws, 

other regulations and plans, as well as on assumed international obligations and standards. 

The legal framework regulates the issues of system organization, development, preparation 

mailto:cacabezbfco@yahoo.com
mailto:mlaban@uns.ac.rs
mailto:nkomazec@gmail.com
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mailto:sanya6216@gmail.com


258 

 

and use of forces and resources of the disaster risk reduction system. The Law on Disaster 

Risk Reduction from 2018 is the basis for regulating the system of disaster risk reduction and 

management in emergency situations. 

The Instruction on the Methodology of Disaster risk assessment and protection and rescue 

plan is the document that seems to had the largest number of revisions in order to best adapt 

to our conditions, dangers, EU requirements, but unfortunately the question is whether the 

existing Disaster risk assessment and protection and rescue plan (Official Gazette 80/2019) 

provides consideration and adequate assessment of all risks in a given territory. The paper 

will present certain problems that assessors encounter in practice when preparing Disaster 

risk assessments for the level of local self-government. It is considered that certain problems 

affect the quality of the assessment, while others significantly complicate the preparation of 

the document itself. 

2. LOCAL SELF-GOVERNMENT IN THE DISASTER RISK REDUCTION 

SYSTEM - PROBLEM DESCRIPTION 

Local self-government is an important part of the disaster risk reduction system. In the Law 

on disaster risk reduction and emergency management, the emphasis of emergency 

prevention and response is placed at the local level, ie the level of local self-government, by 

introducing the Principle of the primary role of local communities. According to Article 5, 

local self-government units have a primary role in disaster risk management and this role is 

supported by all competent state and provincial institutions. [6]. 

As an important factor and subject of an integrated system of disaster risk reduction, tasks 

are defined for local self-government. The activities of local self-government include 

normative harmonization with the valid legal and sub-legal regulations in this area, and also 

training and equipping the subjects and forces of the disaster risk reduction system. 

Normative regulation implies the preparation of certain documents, primarily the Disaster 

risk assessment, the Protection and rescue plan, the Disaster risk reduction plan and the 

External accident protection plan when there is a higher order SEVESO complex on the 

territory of a certain local self-government. The local self-government shall issue an act on 

the organization and functioning of civil protection on the territory of the local self-

government unit. 

Also, the local self-government forms an headquarter for emergency situations, designates 

entities of special importance for protection and rescue, forms civil protection units, 

establishes a situation center in accordance with the act on the organization and functioning 

of civil protection. Also, preparing a study of the coverage of the public alarm system for its 

territory. In addition to the above, it takes other urgent and preventive measures in order to 

reduce the risk of disasters. Local self-government units may also establish professional fire 

brigades. Also, local self-government units may be released from the obligation to form 

general-purpose civil protection units, if there is a voluntary fire brigade on its territory, 

which is financed by the local self-government unit and which has formed, trained and 

equipped fire brigade of at least 20 members. 

Having in mind the stated legal requirements, the local self-government unit is expected to 

be a pillar of prevention, protection and rescue from natural disasters and other accidents. 

The reality is somewhat different and is accompanied by several problems: 

1. In most cases, the planning documentation is not prepared in full (and in a number of cases 

there is a disproportion in the prepared planning documentation in relation to the planning 

documents of the Republic of Serbia (Assessment); 
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2. Local self-governments do not have Disaster risk reduction Plans in place; 

3. Local self-government units do not have trained and equipped protection and rescue forces 

(reliance is on public companies and their capacities, civil protection units in most cases are 

not even formed, the early warning system does not exist in most cases, etc.); 

4. Training of protection and rescue forces at the level of local self-government units does 

not exist (in this case local self-government units have the justification that it is within the 

competence of national and regional training centers, which do not have capacity to train the 

complete system); 

5. Emergency headquarters are temporary bodies, the composition of which depends on the 

political current, there are no criteria to be met by staff members; 

6. Local self-government units did not distribute tasks and obligations to protection and 

rescue entities on their territory, but did so sporadically; 

7. Supervision over execution of the Law is performed in a formal sense and refers to the 

preparation of planning documentation, without substantial verification of competence of the 

subjects and the protection and rescue forces; 

8. Horizontal cooperation between local self-government units is practically non-existent, 

because the form of legal requirements is satisfied through the preparation of planning 

documentation on its territory; 

9. Professional services that perform protection and rescue operations in a large number of 

cases do not exist, but are performed by an individual from another organizational unit, or 

there is an individual who performs protection and rescue operations, usually with a set of 

other tasks (defense, security, etc.). This problem is caused by the lack of highly educated 

staff and multidisciplinary experts [16] who would have sufficient and necessary knowledge 

to build a protection and rescue system.  

3. DISASTER RISK ASSESSMENT 

Emergency risk management is of particular importance, due to its two-dimensional nature. 

The first dimension is preventive, when managing the risk of potential danger, ie those that 

are based on experience and predictions. In fact, this is an essential element of emergency 

management, ie emergency prevention. The second dimension is operational, in which the 

organization is engaged in fight against the danger or threat, based on the results of the threat 

assessment [8]. Risk assessment is the basis for assessing the risk of various dangers, which 

is the basis for optimizing the process of sizing the protection and rescue system [10]. 

One of the important measures of systemic prevention is development and updating of 

legislation. As the Law on emergency situations has been replaced by the Law on disaster 

risk Reduction and emergency management, so the Assessment of the vulnerability to natural 

disasters and other accidents has been replaced by the Disaster risk assessment. The disaster 

risk assessment determines the nature and degree of risk from potential dangers, the state of 

endangerment, as well as the consequences that may endanger human life and health, 

environment, material and cultural goods. 

The aim of the Disaster risk assessment is to consider the dangers, sources and forms of 

threats, possible effects and consequences, to consider the forces and means for protection 

and rescue, the needs and possibilities of implementing measures and tasks of protection and 

rescue from disasters. Based on the results of the Disaster risk assessment, the Emergency 

protection and rescue Plan is being developed. The Protection and rescue Plan plans 

measures and activities for prevention and mitigation of the consequences of disasters, 
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strengths and resources of the subjects of disaster risk reduction and emergency management 

system, their organized and coordinated engagement and action in emergencies to protect 

and rescue people, material and cultural goods and providing basic living conditions. 

Disaster risk assessment includes: introduction, general part, special part and conclusion [4]. 

The aforementioned units, and in accordance with the requirements of the Methodology, 

provide a detailed description of the territory. The data processed through the above elements 

serve to form a scenario. 

4. PROBLEMS AND CRITICAL REVIEW 

The existing Methodology for disaster risk assessment and the protection and rescue Plan is 

the third Instruction on the methodology for risk assessment, the document that has the most 

changes so far, but in practice, still does not allow adequate identification of dangers and 

endangered areas. There is an impression that there is no clear connection between the 

Disaster risk assessment and the Protection and rescue Plan. The document provides an 

opportunity for different interpretations by both the assessor and the inspector. 

4.1. Functional problems 

By passing laws and drafting bylaws (which are not all drafted), the principles of protection 

and rescue are established, and as one of the principles of protection and rescue he states the 

principle of gradual use of forces and means according to which forces and means from the 

local self-unit's territory are used first, which means that the emergency situation is reacted 

to where it is happening, ie in the local community, and that the republic's forces and 

resources are engaged only when the capacities of the local community are not sufficient. 

This approach is correct, but with the lack of provisions that regulate the obligation to 

monitor the danger and activate the protection and rescue forces at the national or district 

level, due to which there is a disproportion in the time of reaction and assistance. The result 

is a "delayed reaction" which puts the local government unit in an awkward position due to a 

lack of people and resources. The problem is solved by making protection and rescue plans 

and their implementation in practice. Planning documents are in the process of being drafted 

or accepted at various levels (excluding republican, provincial and district), which means 

that the system currently cannot react on the basis of them. 

Within the NatRisk project [10], a survey of individuals perception of different categories 

and legal entities on the state and capacities of the protection and rescue system was 

conducted. Starting from the first priority of the Sendai framework, the respondents were 

asked a set of questions in the field of awareness of natural disasters and perception of the 

activities of protection and rescue system in terms of implementing prevention. 

 
Figure 1. Attitudes about the existence of awareness        Figure 2. Attitudes about activities                          

on natural disasters                                                                            on prevention 
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The results clearly indicate the divided opinion of the respondents about the presence of a 

certain level of awareness of the natural disasters existence (Figure 1). Given the fact that 

most people from the public sector agree that there is awareness, this indicates that these 

people have access to information about the protection and rescue system. In addition, a 

similar number indicates disagreement, which speaks to persons for whom information is not 

available. The private sector also shows a divided opinion, which speaks of different access 

to information, ie managers and persons dealing with security have information, while 

workers do not. Unemployed persons and persons in education share the opinion of the 

previous two groups. From the above, it can be concluded that a large number of people in 

the community indicate the problem of lack of information about natural disasters. If we 

keep in mind a smaller number of people in public administration and managerial positions, 

then employees in public administration who do not have access to information, people in 

education and the unemployed represent a critical number of people who believe that there is 

insufficient awareness of danger of natural disasters. 

When it comes to prevention, the vast majority believe that prevention is not implemented in 

a systematic and sufficient way (Figure 2). Respondents gave opinions on the state of the 

protection and rescue system, its orderliness and readiness to react through a certain set of 

questions.  

 

Figure 3. Respondents' attitudes about the          Figure 4. Attitudes of respondents about the 

              perception of the existence                                   development of forces and means 

              of a protection and rescue system                        for protection and rescue 

 

Through the views expressed, respondents from all groups indicate that the perception of 

protection and rescue system existence, at the executive level, is not satisfactory (Figure 3). 

Also, the development of forces and means for protection and rescue is not at the level that 

guarantees the minimum ability for efficient and effective response (Figure 4). It is 

interesting that the respondents believe that there is a high level of awareness among the 

population about the legal obligation to respond to civil protection. 

4.2 Compliance with international documents 

The problem of strategic framework for disaster risk reduction in the Republic of Serbia has 

been addressed by a number of studies and researchs, and they are stated in the strategy itself 

[13]. The results almost always indicated the inadequacy of the existing regulations, non-

application of legal obligations at all levels of management (eg, threat assessments and 

protection and rescue plans in emergency situations in most entities have not been 

developed), poor staffing, lack of inspection, etc. [10] 
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An attempt to solve the problem of harmonization of national regulations with international 

ones arises with the adoption of the National Program for disaster risk management. The 

program has several important features [10]: 

1. The name of the program indicates that it is oriented only to natural disasters; 

2. The introduction to the program speaks to its grounding in the events of the 2014 floods; 

3. Funding mechanisms are focused on international sources, which indicates that the 

national system does not recognize the need to improve this element, especially at the local 

level; 

4. The program included a framework that observes all the necessary elements of an 

efficient protection and rescue system through the development of six components. 

The National Program was adopted by the Conclusion of the Government of the Republic of 

Serbia 05 No. 217-16233/2014-1 dated 19/12/2014, and Sendai frame 18/03/2015, which 

means that the national program is based on the Hyogo framework and does not follow the 

changes at the international level, not even five years after the adoption of the Sendai 

framework. 

4.3 Development methodology 

At the very beginning of the Disaster risk assessment preparation, a working group is formed 

and the team members are introduced to both the territory and the Methodology, ie the 

method of preparing the Disaster risk assessment. The law provides the possibility for 

members of local self-government to independently make an Assessment if they have one 

licensed person or to hire a licensed legal entity with a license. The advantage of making the 

Assessment by members of the local self-government is that people who live and work in the 

territory of that municipality know the characteristics and specifics of the territory much 

better than assessors who are externally engaged, while on the other hand, the licensed 

persons have more experience in the field of disaster risk assessment than the people from 

the local self-government who make up the drafting team and who unfortunately have very 

little experience with drafting these documents. When drafting a document by an external 

licensed legal entity, the biggest problem is the availability of data, as well as cooperation 

with persons from the municipality.  

4.2. Data availability 

After the formation of the working group, data collection and preparation of the Disaster risk 

assessment begins. Unfortunately, the data available to assesors are very often inadequate, 

incomplete or, in the worst case, contradictory. By engaging an external organization, the 

local self-government completely leaves the preparation of the document to the assessors, 

which is a very wrong approach because as much as the assessors know how to prepare the 

document and have experience in drafting, for the adequate drafting of the document, the 

most important are the specifics and characteristics of a certain territory, which people from 

the municipality know the best and which need to be incorporated into the document and get 

the right situation and the right risk assessment in a certain local self-government territory. 

4.3. Choice of danger 

The first step in risk assessment is to identify and determine dangers that are relevant to a 

particular territory. The methodology states that “the assessment should include descriptions 

of all scenarios for each danger identified by the working group”. Which would mean that 

the working group, which consists of a team of people from the local self-government and 

members of the licensed working group, determines and agrees on the dangers that exist and 
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that are relevant to the given territory. However, the question arises, why make an 

assessment if we already know which dangers we are endangered from and whether the 

assessment itself should finally, as a conclusion, show what are the dangers that exist on the 

territory of a certain local self-government. Overcoming the problems from the first 

methodology, according to which, in the opinion of many, all dangers were assessed in too 

much detail, led to the fact that certain dangers that are relevant for a certain territory are 

even completely eliminated. The question is how to identify dangers, what are the parameters 

that show us whether a danger should be covered by the assessment or not. For now, it is left 

to the assessors, who, in agreement with the team from the local self-government, determine 

the dangers, but in the end the final assessment is given by the competent inspectors, who 

again subjectively believe that certain dangers are present or not. Practice shows that there 

were situations when certain dangers were omitted by the licensed team, accidentally or 

intentionally, but that the competent inspectors suggested that certain omitted dangers should 

be processed, and on the other hand practice shows that certain dangers were recognized in 

the assessment by the team, but that they were nevertheless excluded from the assessment by 

the subjective decision of the competent inspectors. How and in what way to identify and 

recognize risks in a certain territory, how to make a usable document that is not too burdened 

with data and risks, which will be of benefit to the entire social community on the territory of 

one local self-government.  

4.4. Mapping of industrial zones 

The general description of the industrial zones on the territory of a certain local self-

government is omitted from the general part of the assessment. In the part of critical 

infrastructure, this part is processed through environmental protection, where it is necessary 

to describe the production and storage of hazardous substances. However, the description of 

the requirements that make up the general part of the assessment does not provide a clear 

picture of the existence and position of the industrial zone in the territory of local self-

government. 

4.5. Danger or multi-risk? 

When choosing danger, assessors are faced with a new problem. The question is whether to 

deal with floods or large amounts of precipitation. Most floods in our country occurred as a 

result of large amounts of precipitation, but the danger of large amounts of precipitation does 

not allow a detailed view of the danger, territory, while the danger of floods in the 

methodology allows a more detailed and accurate description of the danger, better describes 

the situation in a particular area, and the threat of flooding. Another dilemma arises whether 

to deal with hot periods, drought or lack of drinking water. Hot periods are very often the 

cause of drought and lack of drinking water in some parts. The same problem occurs with 

cold pereiods and snowstorms. Also, the danger of lack of drinking water would be a 

consequence of certain natural disasters, or droughts, or maybe even some technical problem 

or technical technological accidents. Why is only this element singled out?  

4.6. Selection of events for the scenario 

Once the dangers have been described and identified in detail, next step is to develop a 

scenario. The methodology predicts development of scenarios for two events: 

a) most likely adverse event 

b) an adverse event with the most severe possible consequences 
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And here the question arises what happens to all other events that may occur in a certain 

territory, and which in practice are the most probable in terms of the probability of 

occurrence and the most relevant in terms of consequences. 

4.7. Risk maps 

After creating the scenario, the methodology envisages showing the level of risk on the risk 

map, which means that only the risks are shown on the map as described in the scenario, 

while all the others are omitted. For example, when it comes to landslides on the territory of 

a certain local self-government, only two landslides will be described through the scenarios, 

while the rest are neglected. The same is the case with the overflow of rivers and the 

occurrence of floods in several locations. The dangers shown in the scenario will also be 

shown on the maps while the others will be ignored. In addition to the above, the problem of 

misunderstanding the term "map" was noticed with the competent inspectors. Interpreting in 

their own way, a wide range of images, projects, schemes, etc. can be taken as the basis of 

the map, which at that moment satisfy the form. The problem directly affects the connection 

between the used map size and the mandatory introduction into the GIS display, as required 

by law. 

4.8. Differences in interpretation of the Methodology 

One more problem that was very pronounced at the very beginning is the different 

interpretation of the Instruction on the methodology of preparation by the competent 

inspectors, who are in charge of giving consent to the performed assessments. However, in 

the past few months, it was noticed a smaller gap between their opinions, as well as a 

growing willingness to help assesors in making Assessments. 

4.9. Development of the Protection and rescue Plan 

Disaster risk assessment is a document that is the basis for development of the Protection and 

rescue Plan. It is necessary to make a short summary in the introductory part of the Plan, ie. 

conclusions from the risk assessment and to show the dangers to which a certain territory is 

exposed, it is necessary to show the endangered areas, facilities and population. The 

assessment shows endangered territories through two scenarios, but only the most probable 

adverse event and the event with the most severe possible consequences are shown, all other 

events are ignored. Based on these two scenarios, the level of risk is calculated, but they do 

not show the real situation as well as all endangered parts of the territory.  

5. CONCLUDING REMARKS 

According to the data from May this year (Sector for emergency situations), 123 (70%) 

Disaster risk Assessments has been done so far by local self-governments , the establishment 

of the Disaster Risk Register is in progress. Out of a total of 174 local self-government units, 

only 63 (36,2%) local self-governments have developed their Protection and rescue Plans, 

based on which we can conclude that 101 (64%) local self-governments are still inadequately 

prepared to respond to emergencies. When it comes to the 112 system, the establishment of 

which is one of the strategic goals of the National Protection Strategy, in the Republic of 

Serbia, it has not yet been established. 

In addition to the normative regulation, it is necessary to educate the population, as well as to 

obtain certain material and technical means in order for the system to function efficiently. 

Practice has shown that the organization and functioning of civil protection is also 

normatively regulated, but that in most cases the capacities of civil protection units are not 

harmonized with the real needs and situation on the territory of the local self-government 

unit. Subjects of special importance are also defined. Unfortunately, the population is not 



265 

 

aware of the risks on their territory, the level of security culture is still low, people 

themselves by their activities contribute to the emergence of certain risks and expose 

themselves to dangers. 

The disaster risk reduction system, dimensioned on the basis of the Disaster risk Assessment, 

is the optimal and cheapest possible protection and rescue system, which has long-term 

possibilities for development and survival in all conditions. Unfortunately, most local 

governments make an assessment to meet their legal obligation.  

It is necessary to encourage local communities to understand their importance and role in the 

disaster risk reduction system and to approach the formation of the disaster risk reduction 

system in a more serious way. In addition to the mentioned problems, the practice shows 

other weaknesses and shortcomings of the methodology on a daily basis. Therefore, it is 

necessary that not only people who have this role by the nature of their work participate in 

drafting of such documents, but also evaluators who are constantly on the ground, faced with 

different situations, different territories and who can make a great contribution to adapting 

this document to practice and situation on the ground. 

The conclusion is that the existing Instruction on Methodology provide good guidelines and 

a basis for preparing the Disaster Risk Assessment, but there is certainly room for its 

improvement. A good source of feedback and applicability of the methodology are risk 

assessors and people who are constantly on the ground, who themselves face certain risks 

and problems, who try to bridge differences and align the methodology with the wishes and 

requirements of the client, by whom they are engaged, and who are very often uninterested in 

cooperation and different views of the competent inspectors.    

In addition to the mentioned problems, there is also a systematic problem of non-existence of 

staff in local self-government units that would adequately deal with this issue. There is an 

essential need to monitor the situation on the territory, identify hazards, assess risks and 

distribute information with the competent services in order to provide information to the 

emergency headquarters. Today in the Republic of Serbia there is a systematic education of 

persons who deal with these jobs only at the University of Novi Sad, Faculty of Technical 

Sciences, where engineers of risk management for catastrophic events and fires are educated, 

at basic, master and doctoral academic studies in this field. At several other high education 

institutions, there are subjects that study this issue. A related problem is the lack of 

adequately educated staff in companies, which are the subjects and forces of protection and 

rescue of local self-governments. The situation has slightly improved in the last few years, as 

new master's and lifelong learning programs in Serbia and the Western Balkans region have 

been offered through EU projects: K-FORCE (www.k-force.uns.ac.rs) i NatRisk 

(www.natrisk.ni.ac.rs). 

The authors believe that the existing approach to the development of planning documentation 

in the future will not be able to meet the expected requirements, but will cause the problem 

of difficult implementation in practice. In addition, the disproportion in the manner of 

preparation of the Republic Assessment (which was not prepared in accordance with the 

current methodology) will cause the impossibility of harmonizing the Plans, and especially 

the development of risk maps and risk register.  
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